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Executive Summary

100% Completion!
1) What is the secret message in Santa's tweets?

e “BUGBOUNTY”
2) What is inside the ZIP file distributed by Santa's team?

e This ZIP file contains the APK file for the Android application “SANTAGRAM4.2”
3) What username and password are embedded in the APK file?

e Username:guest Password:busyreindeer78
4) What is the name of the audible component (audio file) in the SantaGram APK file?

e discombobulatedaudio
5) What is the password for the "cranpi” account on the Cranberry Pi system?

e Password: yummycookies
6) How did you open each terminal door and where had the villain imprisoned Santa?

1. Workshop->DFER: The password to the door can be retrieved by killing the wumpus.
After consulting the wikipedia page for some strategy, | killed the wumpus within a few
tries. Password:"WUMPUS IS MISUNDERSTOOD”

2. Workshop->Santa’s Office: The password to the door can be retrieved by navigating to
the password file and viewing it. A full write up is in Reference 2 below.
Password:”open_sesame”

3. Santa’s Office->The Corridor: The password to the door can be retrieved by
participating in the “WarGames” simulation. A full write up is in Reference 3 Below.
Password:"LOOK AT THE PRETTY LIGHTS”

4. Workshop-Train Station: To activate the train, access the “HELP” menu. This menu is
accessed using LESS. Commands can be run inside of LESS using the ‘" character. “!
JActivate_Train” will activate the train.

5. EIf House #2 -> Room #2: The password to the door can be retrieved in two parts. The
first part can be accessed by utilizing sudo to run strings on the pcap file. A full write up
is in Reference 4 below. Utilizing the answer from part 1 “santasli”, it is possible to
hypothesize that the answer is “santaslittiehelper”’. The second part of the password can
be gained by base64 encoding the pcap, so that it can be removed from the terminal. An
executable file can be carved out of the pcap, returned to the terminal, and run to reveal
the rest of the password. A full write up is in Reference 4 below. Password:
“santaslittlehelper”

6. Santa was hidden in the DFER room in 1978. Path: Workshop-TrainStation-> 1978,
Access Santa’s Workshop (1978), Santa’s Workshop (1978) ->DFER (1978)

7) For each of those six items, which vulnerabilities did you discover and exploit?

® The Mobile Analytics Server (via credentialed login access)
o Vulnerability: Password Reuse between SantaGram4.2 and analytics server.
Full write up in Reference 5 below.




® The Dungeon Game
o Vulnerability: Lazy elves did not make significant changes to the game from
“Zork”. Existing guides proved useful. Full write up in Reference 6 below.

® The Debug Server
o Vulnerability: Debug message sent to server with verbose option set caused
server to display flag location. Full write up in Reference 7 Below.

® The Banner Ad Server
o Vulnerability: Poor execution of client side design allowed meteor miner to view
the audio file location. Full write up in Reference 8 below.

® The Uncaught Exception Handler Server
o Vulnerability: PHP local file inclusion vulnerability submitted via a JSON request
leaked the location of the audio file. Full write up in Reference 9 below.

® The Mobile Analytics Server (post authentication)

o Vulnerability: Exposed GIT repository revealed unchanged administrator
credentials. Administrator “edit.php” function allows the administrator to overwrite
saved queries with queries that it should be able to run, allowing access to the
audio table. Full write up in Reference 10 below.

8) What are the names of the audio files you discovered from each system above?

discombolulatedaudio1.mp3
discombobulatedaudio2.mp3
discombobulatedaudio3.mp3
debug-20161224235959-0.mp3
discombobulatedaudio5.mp3
discombobulated-audio-6-XyzE3N9YqKNH.mp3
7. discombodulatedaudio7.mp3
9) Who is the villain behind the nefarious plot.

cakhwbd=

e The Doctor
10) Why had the villain abducted Santa?

e The Doctor hoped to create a world where the Star Wars Christmas Special never
happened.




Proof

father christmas santa claus or as i've always known him jeff”
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OFFICIAL STARFLEET TRANSCRIPT

Captain Louvois: “Captain Picard, Call your next witness”

Captain Picard: “The Prosecution calls Mr. Guiler to the stand”

Commander Riker: “Objection! What evidence is there to prove that this man an ‘Expert

Guiler: “I perform pentest-like evaluations for the Department of Defense, | have a degree in

computer science, and | found all 20 Netwars coins for Sparkle Redberry the EIf’
Captain Louvois: “What does that last one have to do with anything?”

Guiler: “Nothing your honor. | just spent a ton of time collecting all those stupid little coins and

really wanted someone else to know that | found them all.”

Captain Picard: “Mr. Guiler, can you please tell us how you entered the service of a Santa

‘Jeff?’ Clause?”

Guiler: “Certainly. 'Twas the night before Christmas, and all through the house, not a creature
was stirring, except for... Josh Dosis and his sister Jessica. Right as Santa was delivering their
presents, Santa was forcefully abducted from their living room. | had heard the commotion and
came to offer assistance. We quickly discovered that Santa had left his business card behind.
The business card revealed Santa’s social media accounts on twitter and instagram. Further
investigation of the @santawclaus twitter account revealed that Santa had coded a message
into his tweets. By copying and pasting all of the tweets into a word document, and using the
magical power of powershell, | was able to place every tweet together in a single file with no
other header information. By looking at all of the ascii text rotated 90 degrees counter-
clockwise, | was able to make out the words “BUGBOUNTY” in ascii art. | then looked at the first
picture on Santa’s instagram account for more clues. By zooming into the picture, a website and
file name were clearly visible. By combining these two pieces of information, a ZIP file was

retrieved from the web link. (Reference 1)




Inside of this ZIP file was a SantaGram_v4.2 APK file. This file corresponds to the
popular SantaGram android application. In our travels, an elf named Shinny Upatree suggested
that we use Jadx and Android Studio to investigate the source code of the APK file. By using the
JadX gui to decompile the APK file, | was able to easily search the results for the password |
was looking for and discovered the “guest:busyreindeer78” username password combination.
Knowing | needed to find an audio file, | investigated the ./res/raw directory, where it would most
likely be stored. This is where | discovered discombobulatedaudio1, the first portion of the quote

that lead me to suspect The Doctor.

Commander Riker: “All of that just for one piece of the puzzle?”

Guiler: “Yep! When Santa was taken, he left behind a portal to the North Pole. The Dosis
siblings and | went through the portal in order to investigate what happened. We came through
into the southernmost part of the North Pole. Just beneath the train station. As we ventured
north, we were greeted by numerous elves who offered advice on our plight. The elf Holly
Evergreen requested that we help her find the five pieces of her cranberry pi. | discovered the
Cranberry Pi Board hidden in a secret fireplace room inside of EIf House 1. | found the heat sink
in the upstairs storage area of EIf House 2. | came upon the power cord just north of the
snowman in the over world of the North Pole. | was barely able to recover the SD card on the
walkway west of Santa’s workshop just before it fell to its doom. The final piece, the HDMI
cable, was behind Santa’s reindeer in the Workshop. With all five pieces found, | spent 45 whole
seconds climbing back down a tree, going through the netwars room, and walking through the
entire North Pole back to Holly. You would think a fat guy like Santa would have shortcut portals
everywhere.

Holly gave me access to the Cranberry pi image so | could crack the password for her. |
already had john ready on my Kali linux box, but my unshadow procedures were a bit rusty and
| didn’t want to overdo it with my rainbow tables. Thankfully the elf named Minty Candycane
suggested using the RockYou password list. With a quick consultation of the oracle on how to

unshadow...”

Captain Louvois: “I'm sorry. The oracle?”

Guiler: “You know... google? So | ran unshadow on the password file and the shadow file and

directed the output to a “To Crack” file. Then I just ran ‘john -wordlist=rockyou.txt ToCrack’ and




it told me it was finished. With a quick ‘john -show ToCrack’, john told me that the password was
yummycookies. Holly confirmed that password and told me that | now had access to all of the

terminals in the North Pole. “

Commander Riker: “How did you get access to the DFER facility?”

Guiler: “The password to the door can be retrieved by playing a game that ends with you killing
the wumpus. After playing the game the first time and quickly finding the wumpus and my doom,
| searched google for some strategy to the game. Wikipedia explained how the map was set up,
how the wumpus was probably coded, and the rules of the game. Armed with this information, |
killed the wumpus within a few tries. The game gave me the password:'WUMPUS IS
MISUNDERSTOOD™.

Commander Riker: “What about Santa’s Office?”

Guiler: “Apparently the ‘next level’ security at Santa’s workshop is to utilize security through
obscurity. The password file was hidden in a number of oddly named directories. | used ‘Is —alR’
to get a recursive list of all of the directories. | noticed some deviously named directories, but |
know how escape characters and hidden directories work, and easily navigated to the

password. A full write up is in Reference 2. The Password was open_sesame”.

Commander Riker: “And the Corridor?”

Guiler: "The terminal prompted me with a ‘WarGames’ like prompt. | remembered this prompt
from a previous SANS Netwars challenge. In my searches for the exact dialogue from
WarGames, | came across a GitHub page for a WarGames script

‘https://github.com/abs0/wargames/blob/master/wargames.sh’. All | had to do was change the

word [Lets] to [Let’s] and | was able to copy my part of the dialogue word for word. Joshua
kicked out the password for me once | was done. A full write up is in Reference 3. The
password was ‘LOOK AT THE PRETTY LIGHTS”




Commander Riker: “Elf House Room 27~

Guiler: “The password to the door can be retrieved in two parts. The first part can be accessed
by utilizing sudo to run strings on the pcap file. Using ‘sudo -I' will tell you that you can run
‘strings’ and ‘tcpdump’ as the user ‘itchy’. This lets us access the pcap that is only accessable
by itchy. By looking through the data, the only thing that stands out are the words ‘santasli’.
Utilizing the answer from part 1 ‘santasli’, it is possible to hypothesize that the answer is
‘santaslittlehelper’. The hardest part about part 2 is getting the pcap off of the terminal. | didn’t
want to be limited in how | carved out the executable, so | found another way. The second part
of the password can be gained by base64 encoding the pcap, so that it can be removed from
the terminal via the clipboard. An executable file can be carved out of the pcap, returned to the
terminal, and run to reveal the rest of the password. A full write up is in Reference 4. Password:

“santaslittlehelper”

Commander Riker: “And the super-secret, time travel train?”

Guiler: “After looking through all of the options on the train terminal, my options seemed pretty
limited. This made the solution very easy, because | only had a few attack vectors. After
checking to see if | could trick the train’s systems, | realized that the program was using ‘LESS’
to display the HELP file. LESS allows users to run commands from inside of it using the
character. | ran a quick ‘! Is’ and noticed an ‘Activate_Train” executable. By typing !
JActivate_Train’ | was forcefully transported to 1978. | want to state for the record that | in no

way intended to violate the Temporal Prime Directive.”

Captain Louvois: “You are not the one on trial. Please continue.”

Guiler: “With this new world to search through, we quickly moved through all of the terminal

doors with the passwords we had recovered and found Santa. He was still recovering from his




wounds from inside of the DFER facility in his workshop from 1978! Santa thanked us for
helping him, but we knew our job wasn’t finished. We still needed to hunt down the mysterious
kidnapper, to prevent him from trying again. We dove into the SantaGram APK file to find any
clues as to where the additional audio files may have been. We found all of the IP addresses for
the SantaGram servers. This is shown in Reference 11. After checking with Tom Hessman, to
make sure the servers were in the scope of the bug bounty program, we began our assault on

Santa’s application.”

Captain Picard: “Mr. Guiler, in the interest of time, would you please summarize any findings

from your bug bounty testing that isn’t already shown in references five though ten?”

Guiler: “Certainly Captain. The first flag on the analytics server was in the open. After logging in
with the credentials we had acquired previously, we were able to download the MP3 file with a

link on the homepage.

The dungeon game server had a service running on port 11111. By connecting to the
port with netcat, | was able to play the dungeon game. At first, | was preparing to hack the game
to get to the file, but | remembered that elves are way too busy to be programming a game from
scratch. A few google searches of the dialogue and help menu made me think that the game
was just a modified version of Zork. Thankfully, there are a number of step by step tutorials to
the Zork game online. The elves were somewhat clever, and modified the map enough so that |
could not simply follow the tutorial blindly. With a few tweaks to the tutorial, | managed to defeat
multiple monsters and bring gifts for the elf at the end. After being given a gift, he provided me

an email address to email. That email sent me the audio file after | requested it.

The debug server was very simple, but time consuming, because most of the tools
refused to work with the virtual machine | was utilizing. Apparently there are some intricacies to
turning off hyper-v that | am still not aware of. By following the guide that the elves suggested, |

was able to make the changes | mentioned in the reference.

The exception server was very simple. By targeting the server with a json request
through curl, the server actually guided me through building out a proper request. After following

all of the error feedback, | constructed a legitimate query. Thanks to a blog recommendation by




one of the elves, | was able to view the php code for the page using a json query, which

revealed the location of the mp3 file.

The second attack on the analytics server was by far the most difficult. | do not do a lot
of work with git repositories, so after noticing one with an nmap —sC, | searched google for how
to download it. Thankfully, there were a number of suggestions on tools to use to download and
search through git repositories. Unfortunately, there weren’t a lot of tutorials for these tools. But
with some effort, | was able to parse through the original php files of the analytics server. At first,
| hoped to find a vulnerable field for sql injection, but then | noticed some usernames and
passwords hard coded into the server. | was able to gain access to the administrator account,
who has access to edit saved queries. Luckily, there is a hidden option to modify the query
which can be accessed by adding a query variable to the url. | was able to select all of the
information from the audio table. Unfortunately the mp3 file will not display here, so | had to cast

the mp3 file as base64, copy it out of the web page, and then convert it back to an mp3.

With all of the audio files at my disposal, | knew that the audio discombobulator couldn’t
be too complicated. If it was changing too many variables, there would be no way to solve the
problem. | started by combining all of the audio files using an online mp3 combiner. | then used
my media player to speed up the audio. Using the few key words that | could hear, | googled
“Christmas or as | know him Jeff” and found a mysterious Doctor Who quote. | used this quote

as the password for the corridor door and accessed the clock tower to confront the defendant.

Commander Riker: “A lovely story, but what evidence do you have that it was my client other

than an audio clip from his television show?”

Guiler: “Oh... | guess | should have mentioned right away that... he confessed. | have it all on
camera in exhibit 12.

Captain Louvois: “Very well. Let’s reconvene tomorrow at 0800 with the defense’s next

witness... a mister... Tardis?”




Reference 1




Reference 2

Run ‘Is -alR’ to get a recursive list of all files in the subdirectories.
Run ‘Is -alR | grep key’ or ‘Is -alR | grep door’ to find the key file faster
cd .doormat

cd". "

cd""

cd "\\"

cd "\W"

cd D*

cd Y*

cd\'

cat key*

This will allow you to quickly navigate to the key file by escaping all of the bad characters or

avoiding them entirely with the wildcard character!




Reference 3

https://github.com/abs0/wargames/blob/master/wargames.sh

*change Lets to Let’s

Enter

Hello.

I'm fine. How are you?

People sometimes make mistakes.

Love to. How about Global Thermonuclear War?
Later. Let’s play Global Thermonuclear War.

2

Las Vegas

We receive the key “LOOK AT THE PRETTY LIGHTS”




Reference 4

Sudo - /I This will tell us what we can run with sudo
Sudo -uitchy //  This will let us run strings and tcpdump.
Relevant portion of the Strings output:

<input type="hidden" name="part1" value="santasli" />

[ The 2016 SANS Holiday X )/ R Holday Hack Quest 4 X

C [ @ nups//quest2016holcayhackchallenge.com

son": [2, 0], "
129

03393,
379003

ring /out.pcap > stringout

-u itchy /usr, ings /out.pcap > stringout

cat stringout

sudo -u itchy /usr/sbin/tcpdump - /out.pcap -w stringout
itchy /usr/sbin/tcpdump -r /out.pcap -w stringout2

sudo -u itchy /usr/sbin/tcpdump -r /out.pcap -w file
sudo -u itchy /usr/sbin/tcpdump -r peap > file

X / R Holiday Hack Quest

‘quest2016 holidayhackchallenge.com

: Fri, @2 Dec 2016 11:25:35 GMT

<cinput type-"hidden” name-"partl” value="s
</form>
</body>
</htal>
lahn@
2o
! |ezze
IDGET /secondhalf.bin HITP/1.1
User-Agent: Wget/1.17.1 (darwin1s.2.0

r: SimpleHTTP/0.6 Python/2.7.12+

TDate: Fri, 02 Dec 2016 11:28:00 GMT
IContent—type: application/octet-stream

9 —
N A08 .-




Reference 5

[ The 2016 SANS Holidey X / [ Sprusage Usage Reporte X - 6 X

€ > C | & hups//analyticsnorthpolewonderland.comy/login.php % :

Sprusage

Please login to use the application

Username
quest

A discombobulated..mp3 A Showall | X

If we enter our know user/pass combo guest/busyreindeer78

[ The 2016 SANS Holidey - X )/ [} Sprusage Usage Report= X - o X

€ > C | @ httpsy//analytics.northpolewonderland.com/index.php?msg=Successfully%20logged%20in’ | i

Sprusage  Query  View  MP3 Logout:

Sprusage

Welcome to the the 'Sprusage’ usage monitor!

Successfully logged in!

What would you like to do today?

Query Data

View a Previous Query

& discombobulated..mp3 A

Clicking the mp3 link gives access to discombobulatedaudio?2




Reference 6

Thanks to lazy elves, we know that Dungeon is basically just a very basic clone of Zork. You

can find this out by taking pieces of the map or help menu and searching for them in google.
A few things are moved around, but we can figure them out pretty easily.
Do this:

Open mailbox
Take leaflet
Read leaflet
Drop leaflet
N

N

Up

Take egg
Open egg
Down

W

E

Open window
Enter window
Take bottle
Take sack

W

Take sword
Take lamp
Move rug
Open trap door
Down

Light lamp




Open sack
Take garlic
Eat garlic

E

—

Repeat, if you die, return to this point in new game) Kill troll with sword

m w ow

Up

Take key

Take old leather bag
Sw

S

Ne

Odysseus

N

E

Drop key

Drop bottle
Open trap door

Down

w » » s O

Nw
Drop all
Take egg

Take lamp




Up
Give egg

The elf will tell you to email him at peppermint@northpolewonderland.com

Email him to get the audio file.

x zorkn

X )/ M From Peppermint - guile X

<« C | @ htty

‘mail google.com, .

Google

Click here to enable desktop notifications for Gmail. Learn more Hide

Gmail ~ - a L] | | ] L] More
COMPOSE From Peppermint inbox x
I Inbox peppermint@northpolewonderland.com
Starred tome (=
Sent Mail You tracked me down, of that | have no doubt
Drait
rafts | won't et upset, to avoid the inevitable bout
More ~
o You have what you came for, attached to this note.
q’”b a Now go and catch your vilian, and we will alike do dote.
© dscombobuiated.. g
0.52GB (3%) of 15 GB used Terms - Prvac
Mansoe

@ 9:53PM (0 minutes ago)

«

°0
103 > el

peppermint
nint@northpolewonderlan

Show detais




Reference 7

»

Eile Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

=NCN"] [ ¢ > N[> B G B L? Q
MyApplication | "app [ src Zres ) [ loyout | [ content_mainml
o] anaroia - #- 1| © MainActivityjava % | @ content mainxml x 3
g = Palette @) - ] O Nexus4~ 625~ (PNoActionBar @Language~ [+ Properties e
F @ Grdle Serpts E
. - Widgets Om@OD ¥ a
(B8] TetView
Sution . . , : x

ToggleButton
7] CheckBox

© RadioButton

] CheckedTextView

< Z:Stucre

Spinner

= ProgressBar (Lerge)

9 Captures

= ProgressBar

E¥ Windows PowerShell

Resolution APl CcPU/ABI Size on Disk Actions

Target
pi22 1020 19200hdpi | 22 Android 51 (Goog.. %64 1GE > s~

Device., B o2

Holiday\part 1 zip\SantaGram_v4.2\SantaGram_4.2. apk"

T.\SANS Holiday\'
*\part 1 zip
SantaGram_vd. 2
SantaGram 4.2 E
\smali
Findstr "debug’
Findstr "Debug”
dir
s nndm- Debug”

ntaGran_v
to11day\par

oade\anks ol bat b‘u NS Holiday
n10ads\apktool bat b 'D:\SANS Holiday

4 pudVariarts

PO PIOIPUY 41

SHALWithRSA -digestalg SHAL -keystore SantaGran. keystore .\dist\sant.

s maers pree 8 R RE TG

Run  TODO i  Android Monitor 5| Q: Messages [ Terminal Th EventLog

Failed to delete C:\Users\Rob) 5.avd 21:1 u

Gradle Console

= DASANS Holdayipart 1 a2 YT £ - ¢ @ basans Holidayrpart 1 7p..

<2xml version="1.0" encoding="UTF-8"2>
- <resources>

<atring name~abe_action_bar_home_descri

n">Navigate home</string>
tion_format’>06018s, %2$s</string>

none</smng>
/_chooser_view_see. _all">See all</string>
_chos Choose an app</string>

_clear”>Clear query</string>
n_query">Search query</string>
_search® h</string>
n_submit'>Submit query</string>

mi
ption_voice">Voice search</string>
abc_shareactionprovider_share._

<string name="abc

<string name:

>Share with</string>
Zhare_with._ Share with 9%s</string>
abc_toolbar_collapse_description”>Collapse </string>
status_bar_notification_info_overflow">999+</string>

<string name="TAG">SantaGram</string>

analytics_launch_url"> https:// analyti report.php?typ t

~"analyt e_url">https://analyti report.php2typ ge</string>
appverslon >4.2</string>
app. name">Santatram</eiring>>
n id. rt.design.widget.AppBarL lingVi for</string>
il S6AS5 </string>
rt.design.widget. ior</string>

d
- pattern">%15d / %2$d</string>
url">htt v-northpolewonderland.com /index.php-</string>
<string name:
<string name
<string name
<string name=
</resources>

ungeon. nonhpolewonderland com) </string>

hp</string>

V. comments-s Commenta</string.

The Java(tm) Plug-in SSV Helper’ add-on from ‘Oracle America, Inc. s ready for use. Enable Don't enable




Bi]Re
B0 -] Bxpresson...  +
o, Time Souce Destnaton Protocol  Length Info D
24467 2042.064387  192.168.1.6 35.184.63.245 6 62570+80 [SYN] Seq=0 Win-5192 155-1460 WS=256 SACK_PERM=1
24465 2042.092800  35.184.63.245 192.168.1.6 e 66 8096257 [SYN, ACK] Seq=0 Ack-1 Win=28400 Len=0 MSS=1420 SACK_PER x
24469 2042.092871  192.168.1. 35.184.63.245 Tep 54 62570+30 [ACK] Seq=1 Ack=1 Win=66560 Len=0
24470 2042.093195  192.168.1.6 35.184.63.245 HTTP 486 POST /index.php HTTP/1.1 (application/json) [0}
24471 2042.128346  35.184.63.245 192.168.1.6 Tco 60 80462570 [ACK] Seq=1 Ack=433 Win=29568 Len=
24472 2042.120131  35.184.63.245 192.165.1.6 P IR o0 (i) (G i) o
24473 2042.129442  192.168.1.6 35.184.63.245 Tcp 54 62570980 [FIN, ACK] Seqm433 Ack-167 Win-66560 Len
24478 2042.129904  35.184.63.245 192.168.1.6 TP 377 HTTP/1.1 400 Bad Request 2 eoxs7heady < Edit Profile
24475 2042.129924  192.168.1.6 35.184.63.245 Tco s in=66048 Len=0 *
24476 2042.160813  35.184.63.245 192.168.1.6 e & 34 Win=29568 Len-0
24490 2060.616226  192.168.1.6 35.184.63.245 o & Win=8192 Len=0 MSS-1460 WS=256 SACK_PERM-1 N
26451 2060, 643614 35.184.63.245 192.168.1.6 T s 1 Win-26400 Lene0 MSS-1420 SACK_PERI <
24492 2060.643883  192.168.1.6 35.184.63.245 Tco s: Win=66560 Len=0
24493 2068.644212  192.168.1.6 5.184.63.245 HTTP 488 POST /index.php HTTP/1.1 (application/json) Vel
24494 2060.678005 _35.184.63.245 192.168.1.6 e 60 80462588 [ACK] Seq=1 Ack=435 Win=29568 Len=
24
24 A o]
2
24 [POST /index.php HTTP/1.1
24 |Content-Type: application/json @Q
34 |User-Agent: Dalvik/2.1. (Linux; U; Android 5.1.1; Android SOK built for x86_64 Build/LiV4sX)
Host: dev.norshpolevenderland.con
24| Connection: Keep-A <
24 | Accept-Encodin gug
24 | Content-Length: 145
2 o v
"date":"20170102171054-0600" , "udid":" ", "debug” :"com. santagram. EditProfile, EditProfil -
Fry 15954SSSE'HTTP/1 1 200 0K
robfsdrsfs
€tl [server: nginx/1.6.2 =
In |Date: Mon, 02 Jan 2017 23:10:55 GHT
Tr{ | Content-Type: apw;:n,e"/ﬁan .
I e Tk
Connection: keep-alive
something about me
{"date”:"20170102231055", "status":"0K" +debug-20170102231055-1. txt", "request”
{"date”:"20170102171054-0600", "udid": " ", "debug™: "com. santagran. Editprofile, EditProfile”,"freenen”
159548588, "verbose” : false}}
o
o000
o010, BrATE DBACN £
00203 et pize. 3 server phee. 3 ums.
o030
e comrsaton 526 bytes) T Showsdsmedomas s - o
Fiter Out Ths Sream| | prnt Saveas Back Cose el
Packets: 30338 - Displayed: 245 (0.8%) Default

@ 7 Frame (frame), 60bytes

Applications v &3 Terminal v

159548522
~# curl y
_64 Euﬂd /LMY48X)" H "Ho
' -H 'Content-Length:
1.northpolewonderl.

i
e
x..php
H

BOF P ISEDSE cri+a
3PM
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[ The 2016 SANS Holiday - X | R «x\(D

C | @ htips//quest2016.holidayhackchallenge.com

For a web page to get dyn
i (DDP). DOP i bas

s subscriptions. Check i
bug bounty work, I play Dungeon. T've been playing it I still have yet to beat
if it, and he really inm

W A 30 B -

Showall X

€ miteouphiml A | @ vewsoucehtpoin A | @ Tuiterouputhiml

Thanks for the answer Pepper Minstix!

(i SANS Penetration Testin X )/ [ Ad Nauseur - Adrin C. X (G howto open javaseript . X \

/ [) The 2016 SANS Holidsy  x \( 9% Holiday Hack Quest 41 x (€] GitHub - nidem/Meteor! X
& > C | ® adsnorthpolewonderland.com/admin/quotes
Meteor Miner “T® & | Bemens Console Soures » 2 8 x
Togge Losded Only oV T v O preseneiog
is w399:106

> window.nebkitstorsgelno’ s
deprecated. Plesse use
Subscriptions “navigator webkitTemporaryStorage’

‘navigator webkitpersistentstorage’ &
ebkitIndexedd8’ is deprecated. Plesse W398
use *indexedD8’ instead

You must be logged in to access this page
» Honeotes s foens

Templates

people tired of
Collections

> _oroto_: Array[e]

Showall | X

2] discombobulated...mp3 A

Efe.]olcle
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root@kali: ~

EFlle Edit View Search Terminal Help

ption.php
'{"operation":

-php
operation”
rception oo

*{"operation"

application/json’
"1} ht

--data
ex.northpolewonde
ication, Jsun‘ --data
*{"operation”:
ion.php

Content -Type:

c son'
lump - JXVAUC"}}* hnr

--data '{"operation":
.northpolewonde:
ata '

u I
3 «\,m‘ “H'

ex

lication/js

print('"

RO@S

Applications v Plac

"ReadCrashDump" ,

{"operation”: "ReadCras|

"ReadCrashDump",

3 Terminal ~

adCrashDump”, "data”:

shDump", "data":

hDump", “data"

hDump", "data"

"data":

“ReadCrashDump”, "dat
tion.php

shDump",

ception.php
eadCrashDump” ,
ption.php

": "ReadCrashDump

"data”: {
"dat.

"data’|

"data":

", "dat

shDump" ,
.no onderland
on' *{"operation
onderlar

@ 0O E o +a

.

it 06:29

root@kali: ~

File Edit View Search Terminal Help

url -H

from ht
fake sure that it is a POST r
tr mp ($_SERVER

‘Content -Typ

application/json’ --data
./exception”}}

Time
Total
05

Time

ag
Dload Upload
8 2

equest

@ of tha po=T rasNANRac ey
trim($_SERVER[

N in parti
/input") ;

N is in

’”opu ation": "R

The 20165/ X (M Sent Mail - - X

> C | @ ntps

pen-testing.sans.org/blog/2!

And imagine | have another page, index.php, that looks like this:

<?php
print.
»

“Some index page or something\n");

You've probably seen URL's like the following: http://localhost/ex1. php?page=index. That URL will load index php
(the ".php" is added server-side, remember) and include it in the HTTP response as foll

$ curl “http

Some index page or som

localhost/ex1 . php?page=ind

hing

However, we can't see the source to either ex1.php or index.php, because the PHP interpreter will be interpr
that code, not merely displaying it. With the magic of the base64-encode PHP filer, though, the PHP interpreter
will not interpret the resource as code. This allows us to see the original server-side PHP code content! Let's give
ita shot

localhost/ex1
InvbiUgakSkZXg;

code/resource=index"

/localhost/ex1

php?page=php: //filter/convert. base64-encode/resource=index” | bases:
<2php

print(“Some index page or something\n");

»

Greatl The " php” extension is still added on the server side. but we've managed to get something very useful
anyway. Now we can examine the PHP for SQL injection, code injection, secrets like database connection
information, etc.

discombobulated...mp3

o000

hDump ",
ex.northpolewonderlar

"data
http:

GKNH.mp3

se applicati wn/];nn
"CONTENT_TYPE" 2

Show all
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104.198.252.157: cooe0
File Edit View Help J
Change the database and application/test script to use the real field names me 2016-11-15 04:33:27 &
Add login to the HTML side of things me 2016-11-12 05:13:20
‘Add a HTML login page, and refactor a htlls to make check_user() usable b me org> 2016-11-14 04:27:31
Move some functions into this_is_json.p me org> 20161114 04:06:13
Small authentication fix me % 20161114 03:22:22
‘Add authentication me 2016-11-14 03 Z
‘Add some basic write-to-the< dalxbase functionality me 2016-11-14
'Add a bit of database functionaly me org> Sote1114 022523
‘Add a script to test the APl me rg> 20161114 02:11:31
Added the start of a reporting page me r 2016-11-14 02:10:45
<
SHAL ID: TR Eey] € | [Row| 22/ 26|
Find | 4| commit containing: J Exact  JALL fields
Search | [password # Patch ~ Tree N
# Diff ~ Old version ~ New version Lines of context: [3 2 [ Ignore space change S‘;’“:‘EMS m
== ] php
-~ bumping data for table 'reports’ functions.phe
" Dunping data for table “users reorohe

lest/test clent.b
LOCK TABLES reports” WRITE;

LTER TABLE 'reports’ DISABLE KEYS */;
v1a0000 ALTER TABLE "reports’ ENABLE KEYS */;

sLock TaBL WRITE

E users S */;
VivseRr it ALUES (0, adninistrator', ‘KeepatchingTheSkies), (1, 'guest”,
+/+10000 ALTER TABLE "users E KEYS */;

LES,
/140103 SET TIME ZONE=GOLD TIVE ZONE *

60 72,4 +74.4 g0 WLOCK TaBLES;
0101 SET COLLATION CONNECTION=GOLD_COLLATION CONNECTION */;
J+140111 SET SaL NOTES=a0LD.SoL NoTES =

--- Dump completed on 2016-11-13 18:29:06
+-- Dunp conpleted on 2016-11-13 19:17:27

test/test_client.rb -

index de84d76. .ac67d4f 100644
@ -5,6 +5,8 @@ require 'httparty’
Hfieldl > 'valuel',

B
Fie Edt View Higtory Bookmarks Tools Help [ =8 |
x x\ x x| +
€) © @ | https//anslyticsnorthpolewonderland.com/ it php id=80f01 0-b352-4dSd:-86f-53eef30cl4d7&names report-6695eb60-6078-479a-8130-dccl b4 dfel T &description=Report generated Fd0+ 2017-01-03+02%3A58 ¢ 5 =
Sprusage  Query Ed ot

Sprusage

Welcome to the the 'Sprusage’ usage monitor!

Checking forid
Yup!

Checking for name...

Yup!

Checking for description.

Yup!

Checking for query...

Yup!

UPDATE ‘reports’ SET 'id'='8d0f01e0-b352-4d5d-a86f-5aeef30c14d7", "name’="report-6695eb60-6078-479a-8f30-d0cc164dfc17', "description’='Report generated @ 2017-01-03
02:58:10',"query'='Select * from audio’ WHERE 'id"='80f01e0-b352-4d5d-a86f-Saeef30c14d7'Update complete!

50 mzm

J

@@ﬁﬁ@@@@@mmg




x

Sprusage

Query  View

Sprusage

Welcome to the the 'Sprusage' usage monitor!

Query UUID

Logout

8d0f01e0-b352-4d5d-a86f-5aeef30c14d7
report-6695eb60-6078-479a-8f30-d0cc164dfc17
Report generated @ 2017-01-03 02:58:10

Output
id username filename mp3
20c216bc-bBb1-11e6-89e1-420102f00008 quest discombobulatedaudio2.mp3

3746d987-b8b1-11e6-89e1-42010aF00008

mp3

B o celn]

File Edit View Higtory Bookmarks Tools Help

Checking forid...

Yup!

Checking for name...
Yup!

Checking for description...

Yup!
Checking for query..
Yup!

UPDATE “reports’ SET ‘id"='8d0f01e0-b352-4d5d-a86f-5aeef30c14d7", "nam eport-6695eb60-6078-479a-
8f30-d0cc164dfc17',description'='Report generated @ 2017-01-03 02:58:10', "query'='Select to_base64(mp3)
from audio’' WHERE "id'='8d0f01e0-b352-4d5d-a86f-5aeef30c14d7'Update complete!

=) (PSS [E=mEoE =)
| sprusage Usage Reporter x\ + x/ \ x|+
€ (D@ hitpsy//analytics.northpolewonderland.com/e 5 e |lQse wBa 3 A € ) (D@ hitpsy//analytics.northpolewonderland.com/view.php?id=80f010-b352 e |lQse B 3 A
Sprusage  Query Edi Logout Sprusage  Query = Logout K
Welcome to the the 'Sprusage’ usage monitor! Query UUID

8d0f01e0-b352-4d5d-a86f-5aeef30c14d7
report-6695eb60-6078-479a-8f30-d0cc164dfc17
Report generated @ 2017-01-03 02:58:10

Output

to_base64(mp3)

SUQZAWAAAAAAGFRSQUSAAAACAAAAMIRJVDIAAAAC

Q
wOQEhUXGhwHSMmKCwuMDM10D09QEJF
SEpNT1JUWFpdX2JlaGptcHJ1d3p9F4OFilgNkJKUISmcnqGipqirCatbisvb/BxMb ly87QO9XY

j 1ICQGAEOAAFQAA2FUYhCyfwAA

AAMEANpEBAAKRMAKTaAAAR2dIU/SrAADITLy

kkpJ! g

8AAAAARh4eHWAAAABGHN4e9AAADNAS GTLF3ggCBWoCAIARBCIAQd4Pn/4IAgSis/mQcIDnI3+CA
1A+ X

ly4Pg4CAIAg &
4kvIYYmXWC i Iy kHIDPEVLYLEru06GC
d2 meGmgl- JdRQVSXCIdjVLufoNdiM7
eps6K/Bkn yKduSKQ1pmQ 37P6uwr//+188NWTKIZ3/+
U2LF2LsKzxWeEoQuWyrjscsQ

GI7hqtj c
APHOIHF mtOmVCmGImhF GaOFriYOIKKCVS If

FlCIxdu7aanczTm70Vi63Fn10eRAKdd InFWeaNyINO 2
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< [ resources - WordPad =)o ==
View )
T = 4 84 Find
Courer New Ju-)[aw -
= ST <R
Pidure Paint Dateand Insert
- dawing time  obje Selectal
1 R 1 . 2 . 3 FR . 5 EERP 7
ipi-v17/abc_ic_ab_back_mtrl_am alpha.png ;;res/drawable-l
ipi-v17/abc_spl N /drawable-ld:
ipi-v17/abc res/drawable—
g <<res/drawable-
.png ==res/drawable-
22res/drawable-
g ;ires/drawable-ldrtl-
- ic r “mtrl_alpha.png >>res/drawable-ldrtl-
xxhdpi-v17/abe_ic_ab_back mtrl am_alpha.png <<res/drawable-
x bc_ic_menu_cut_mtrl alpha.png @@res/drawable-
1_am_alpha.png ==res/drawable-ldrtl-
rl_am_alpha.S.png AAres/drawable-ldrtl-
ng ==res/drawable-
.png >>res/drawable-
_am_alpha.S.png 22
orthpolewonderland.com/inds
nderland.com/report.php?
2184 / 32
$d 1llandroid.support.design.widget.BottomSheetBe
polewonderland.con/affiliate/COE380
6a5 @eandroid.support.design.widget.AppBarlayout
npolewonderland. com/excep
ttps://analytics.northpolewonderland
Hs18s, 328s, 83$s
21$s, $25s 11999+ LL 170N
submit query
Share with
Navigate up
Share with %s  Searchie!
100% (9 o) ®
=)

RBOFOEEE D@ E coi+at

Yes! 104.198.221.240 is in scope! Just make sure you don't launch
denial of service attacks, or otherwise interfere with the
host's production processing. Dirbuster will not help you.

e et s siart ax et sepn. -

production processing. Dirbuster will not help you.
{Colors> - 104.154.196.33

{Tom Hessman> - Yes! 104.154.196.33 is in scop
production processing. Dirbuster will not help you.
{Colors> - 35184.63.245

e

! Just make sure you don't launch denial of service attacks, or otherwise interfere with the host's

{Tom Hessman> - Yes! 35184.63.245 is in scope! Just make sure you don't launch denial of service attacks, or otherwise interfere with the host's

production processing. Dirbuster will not help you.
{Colors> - 104.198.221.240

{Tom Hessman> - Yes! 104.198.221.240 is in scope! Just make sure you don't launch denial of service attacks, or otherwise interfere with the host's

production processing. Dirbuster will not help you.
>
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([ The 2016 SANS Holidsy X

x\G

whoillfindyou- X (G gowhyillfindyoudocte X (G

C | @ https/quest2016.holidayhackchallenge.com

I have looked into the time vortex and I have seen a
universe in which the Star Wars Holiday Special was NEVER
released. In that universe, 1978 came and went as normal. No
one had to endure the misery of watching that abominable
blight. People were happy there. It's a better life, I tell you, a
better world than the scarred one we endure here.

leyarmin> - i only have 1, 2 and 5
<misterdonut> - me too only 12,5

The Clock Tower i

<Dr. Who> - The question of the hour is this: Who nabbed Santa.

<Dr. Who> - The answ id.

<Dr. Who> - Next question: Why would anyone in his right mind kidnap Santa Claus?

<Dr. Who> - The answer: Do I look like T'm in my right mind? I'm a madman with a box.

<Dr. Who> - T have looked into the time vortex and I have seen a universe in which the Star Wars Holiday Special was NEVER released. In that universe,

1978 came and went as normal. No one had to endure the misery of watching that abominable blight. People were happy there. It's a better life, I tell you, a
better world than the scarred one we endure here.

&  mix 38s (audio-jo..mp3 A Showall | X

D Sprusag Reporte X { [ The 2016 SANS Holiday = X

e Holidsy HackQuest 41 X\ [3 devnorthpolewandersr X

C | @ https//quest2016.holidayhackchallenge.com

il

Anyway.. Since you interfered with my plan, we'l have to live
with the Star Wars Holiday Special in this universe.. FOREVER.
If we attempt to go back again, to cross our own timeline, we'll

cause a temporal paradox, a wound in time.

han the scarred one we endure here.

-
0> - Give me a world like that. Just once. )
0> - So I did what I had to do. I knew that Santa’s powerful North Pole Wonderland Magick c t the Star Wars Special from being released,
id leverage that magick with my own abilities back in 1978. But Jeff refused to come with me, i ng on the mad idea that it is better to
the integrity of the universe’s timeline. So I had no choice - I had to kidnap him.
<Dr. Who> - It was sort of one of those days.
<Dr. Who> - Well. You know what I mean )
<Dr. Who> - Angway.. Since you interfered with my plan, we'l have to live with the Star Wars Holiday Special in this universe.. FOREVER. If we attempt to go|
back again, to cross our own timeline, we'll cause a temporal paradox, a s in ti

mix_38s (audio-jo...mp3 A Showall | X




